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DISCLAIMER

This document contains information, which is proprietary to the EVOIS@EQOEXperimentation
and Validation Operess for Longternevolution of VEical inDustries in 5G era and beyond)
Consortium that is subject to the rights and obligations daadhe terms and conditions
applicable to the Grant Agreement number: 101016608. The action of the EVGIG/ED
Consortium is funded by the European Goission.

Neither this document nor the information contained herein shall be used, copied, duplicated,
reproduced, modifiedor communicated by any means to any third party, in whole or in parts,
except with prior written consent of the EVOLVEB Consortium. In such case an
acknowledgement of the authors of the document and all applicable portions of the copyright
notice must be clearly referenced. In the event of infringement, the consortium reserves the
right to take any legal action it deems appropriate.
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European Commission. Neither the EVOL-YEDOConsortium as a whole, nor a certain party of

the EVOLVEBG Consortium warrant that the information contained in this document is

suitable for use, nor that the use of thefammation is accurate or free fromsk andaccepts no

liability for loss or damage suffered by any person using this information.

The information in this document is provided as is and no guarantee or warranty is given that
the information is fit for any particular purpose. The user thereof uses the information at its sole
risk and liability.
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EXECUTIVE SUMMARY

The objective of this deliverable is to present in detail the final prototypes anthitbheycles of
integration activities that have been followed for each of the three Network Applications by the
three SMEs patrticipating in the task.

Initially, the deliverabledescribesin detail the final prototypes of the Network Apps developed
within the Security Guarantees and Risk Analysis pilar in the EV@IG/&intext, driven by Task
4.4:

1 A Traffic Management Network Ap(8Bells): Programmable Netteneration Firewall
that is capable otonsideringnot only IPs, ports, and MAC addresses to identify user
devices, but also any parameters that can be exposed by the 5G network, including
subscriber location, thus allowing enhanced security policies.

1 ASecurity Information and Event Managéased on blockchain technologies (FOGUS):
security protection by performing regilme monitoring and analysis of events as well as
tracking and logging of security data for compliance or auditing purposes.

1 Software for entity authentication, registration, and authorization (InQBit):
Enhancement to the existing CAPIF protocol by incorporating an OpenlD Connect layer
on top of the OAuth2.0 protocol proposed by CAPIF, also providing singlersign
functionality between CAPIF instances.

Next, the two development cycles (1st and 2nd iterations of integration activities) and use case
testing that have been followed for each of the three Network Apgbos, are presented

The first round of integrations has been carried out with the aim of ensuring seamless and
reliable communication between various components within the system, including Network
Apps, Vertical Apps (VApp), NEF, CAPIF and 5G network connectivity, onthap obdud
infrastructure provided by the Athens platform. The connectivity of 5G with the cloud
infrastructure has been verified, specifically the connection between vApps and Demokritos' 5G
network.

The purpose of the second integration round was to validate thecases utilizing the final
components of EVOLVEG. On the one hand, NEF, CAPIF and the SDK had been enriched with
additional features. On the other hand, SMEs finalized their Network Apps by enhancing the 3.0
version and using the last versions of NEF, CAPIF and SDK. Thigiversidine Network Apps

also exploited the validation pipeline before the integration test. Finally, the Networks Apps
were deployed in Kubernetes clusters in Athens premises instead of using Docker containers
running locally.

With the second round of integration tests, the Networks Apps of the SEC pillar have reached
their final stage, interacting with the last versions of NEF and CAPIF through the SDK and
communicating with their respective vApp(s). The three SMEcases haw also been validated

and such result highlight the fact that the Network Apps reached a mature enough state to be
used by other SMEs through the Evolis@ Marketplace.

For all three developed Network Apps, we have demonstrated that the integration with the 5G
control plane enhances the functionality and usefulness of the applications in a NPN context,
due to the additional parameters that can be exposed by the 5G network
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In addition, during the two rounds of integration activities that took place, it was also proven
that the overall deployment is flexible, quick, easy to test, and can easily be upgraded, due to
the dockerization of the Network Application and the Kubersedeployment environment

As a final point, in the context of EVOLVER it is essential to highlight thattarminology

update has been implemented. Specifically, the term "Network App" is now being used instead

of "NetApp," as initially selected in the first period of the project. This update reflects the
AK2NISYSR F2N¥Y 2F bbSisg2 NI SRLUIOCRNVAA G SYWE t Ry R ORNR :
documents and materials.
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1 INTRODUCTION

1.1 PURPOSE OF THE DOCUMENT

The current report compliments the final prototype of the three Network Applications, that have
been developed within thé&ecurity Guarantees and Risk AnalySIEC) pilato support the
security management and threat detection in a smart factory environmaentis driven by Task

4.4. The report provides details on the development of the final prototype (version 4.1) in terms
of technical architecture, features and dependencies, while also utilising the final version of the
tools (SDK, NEF, CAPIF) develogithin the EVOLVEDBG framework. Moreover, the report
contributes to the testing and evaluation of the use cases, described in the previous deliverable
of WP4 (D4.2), through the integration activities that took place bothAthens infrastructure
focusing on the iterative validation of 5G connectivity and communication between components
(5G network €> Network Applications- Vertical Applications).

The two roundsof integration activitiesare described in deptndthe use casetesting has
been followed for each of the three Network Applications by the three SMEs participating in the
task:

1 Development of a Traffic Management Network App (N&gneration Firewall, Virtual

& Containerized) (8Bells)
1 A security information and event manager based on blockchain technologies (FOGUS)
1 Software for entity authentication, registration, and authorization (InQBit)

In summary, this document consolidates the progress made in developing, integrating and
testing the Network Appsef the Security pilawithin the EVOLVEBG project.

1.2 SIrRUCTURBF THE DOCUMENT

1 Section2 PILLAR OVERALL FRAMEW@RHoes D4.2 and presents a summary of the
SEC pilar goals, challenges and specificities.
f Section3 6FINAL PROTOTYPE OF NETWORK APPLIGATIGNSAE ONA 6S& (GKS T
version of the SEC Network Apps (version 4.1). After a reminder of the Network App use
case(s), it describes the technical architecture, features and dependencies of each
Network App.
f Section4 ANTEGRATION ACTIVITIES AND-GASEE TESTIBG LINBSaSyda GKS
integration rounds for usease testing performed during the project. The first reported
test was performed with intermediate versions of Network Apps and components (NEF,
CAPIF and SDK) while the second test was performed with firmbrgrof Network
Apps and all EVOLVEB components.
1 Finallysection5 discusssthe conclusion and next steps.
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1.3 TARGEAUDIENCE

The release of the deliverable is public, intending to expose the overall EVGGV/EIDsystem
and Network Apps progress to a wide variety of research individuals and communities.

From specific to broader, different target audiences for D4.4 are identified as detailed below:

1 Project Consortium To validate the fact that all SEC pilar Network Apps have reached
their final state. One of the maigoalsis to document the technical evolution of these
Network Apps with respect to the initial vision and csese.

1 Industry 4.0 and FoF (factories of the future) vertical groups: crystallise a common
understanding of technologies, and tools that were used for the development of the
Network Apps. Besides, it also demonstrates the final architecture and features a
Network App can reach. A neexhaustive list of Industry 4flated groups is as
follows:

0 Manufacturing industries (including both large and SMESs) andIndustrial
Internet of Things) technology providers.

o European, national, and regional manufacturing initiatives, including funding
programs, 5@&elated research projects, public bodies and policy makers.

0 Technology transfer organizations and marketake experts, researchers,
and individuals.

0 Standardisation Bodies and Op8&ource Communities.

o0 Industry 4.0 professionals and researchers with technical knowledge and
expertise, who have an industrial professional background and work on
industry 4.0related areas.

0 Industry 4.0 Investors and business angels.

9 Other vertical industries and groupsTo seek impact on other 5&habled vertical
industries and groups in the long run. Indeed, all the architectural components of the
facility are designed to secure interoperability beyond vendor specific implementation
and across multiple domains. The sanategorization as the above but beyond Industry
4.0 can be of application.

1 The scientific audience, general public and the funding EC Organisafiomtocument
the work performed and justify the effort reported for the relevant activities. The
scientific audience can also get an insight of finalized Netwgus' processes, tools
and features.

2 PILLARVERAIERAMEWORK

Security Guarantees and Risk Analysis (SB@¢ of the foupillarsin the EVOLVEBG context

Cybersecurity and Cyber Threats are identified as one of the top roadblocks to Indu$ijA4.0

industries increasingly digitalize, a strong emphasis on cybersecurity has become critical for
companies. Cyberattacks have caused operational hazards for companies making use of
connected operational technologies, and security concerns have delaye@ mad2 YLJ YA S& Q
move to the cloud. Companies must work to enact best practices with regards to networking

2



P 56

infrastructure and the deployment of operational technology (OT) and IoT cybersecurity
features.Companies are increasingly turning to private networks, segregated and segmented
networks, and zero trust models. However, many existing cybersecurity solutions focus on the
security challenges facing IT, leaving a gap in the market for OT se€unitlyermore, the
security challenges and priorities when it comes to OT are different than thosead €an be

seen in the tablgprovided below. As industries ineasingly digitalize, a strong emphasis on
cybersecurity has become critical for companies. Cyberattacks have caused operational hazards
for companies making use of connected operational technologies, and security concerns have
RSt @SR YI ye G@z2ahetdud GodhpafiesnasBdrk to enact best practices with
regards to networking infrastructure and the deployment of operational technology (OT) and
0T cybersecurity feature€ompanies are increasingly turning to private networks, segregated
and sg@mented networks,and zero trust models. However, many existing cybersecurity
solutions focus on the security challenges facing IT, leaving a gap in the market for OT security.
Furthermore, the security challenges and priorities when it comes to OT are different than those
of IT, as can be seen in the talpeovidedbelow.

Tablel. Aspects oDT Security vs. IT Security

oT IT
Availability Failure not tolerable Short failure tolerable
Restart Difficult Possible
Patch management | Big challenge Automated is possible
HW Lifetime 7 to 20 years 3 to 5 years
Know How Distributed Centralized

It is critical to align IT and OT at every stage of the digital transformation for enterprises to
experience success.

Therefore, it is becoming increasingly important to make use of best practices when designing
network infrastructure. Such best practices inclushaking use of softwardefined networking
principles where availabjeand rew approaches to cybersecurity, including zero trust models,
assume that threats may materializ multiple parts within the IT and OT infrastructure
including within the network itself.

Factories of the futurerely heavily on interconnectivity between multiple devices, sensors,
machines, and workstations. A factory can be visualized as a very busy hub of knowledge and
data exchange, which requires a robust, secure, and reliable environment in order to operate
properly. 5G private networks are emerging as the technology of choice to support Industry 4.0
transformation.Advantages over lega@pnnectivitytechnologies include user device density
(e.g., 5G can support connectivity of 1 milli@onnected devices per square kilometer),
overcoming congestion challenges, reducing costs and power requirements due to the need of
fewer 5G radios vs legacy.

AZero Trust securityapproach$ recommended in highly inhomogeneous environments, where
the traditionalperimeter security modatight fall short.

By definition, Zero Trust is a strategic approach to cybersecurity that secures an organization by
eliminating implicit trust and continuously validating every stage of a digital interaction. Zero
Trust for 5G removes implicit trust regardless of what siteation is, who the user is, where

the user is or what application they are trying to accédsse impact of Zero Trust on network

3
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security specifically protects the security of sensitive data and critical applications by leveraging

network segmentation, preventing lateral movement, providing Layer 7 threat prevention and
simplifying granular usesiccess controls. Where traditionalcagity models operate under the
FaadzYLIWiAz2y (GKFG SOSNRBGKAY3I AYAARS Ly 2NBFYAT G
model recognizes that trust is a vulnerability.

To create a zertrust policy, it is critical to know the assertédientity of every flow on the
network. Source/destinatiolP addresssandportsare traditionally used to implement security
policy controlsby legacy FirewallsAn IP addresshowever,does not provide identity, asi
mobile networks these are assigned by the network and are not constant. Inselsicriber
identifiers such as IMSI in 4@&d SUPI in 5G are critical. In addition, relevequipment IDs
include thelMElin 4G and PEI in 5G. If network slicing is enabled, 8liee IDidentifiesthe
logical network in the 5G environment.

In order to create security policies, you need to base them on things that do not charnde,
asthe abovedescribedpermanent identifiers, and not IPs.

Furthermore, the subscribdpcation might also be necessary in defining security policies for
Industry 4.0 use cases. 5G networks have enhanced localization functionalities targeting high
levels of location accuracy even in indoor environments (introduced in Rel. 15 for NSA operation
[2], continued in Rel. 16 with SA operation, with further enhancements in RE])17

IMSI / SUPI IMEI / PEI NSSAI / SST

IP TRAFFIC CELLID /
COORDINATES

SUBSCRIBER ID DEVICE ID SLICE ID

SUBSCRIBER IP LOCATION

SUBSCRIBER / DEVICE / SLICE / LOCATION
CORRELATION TO THREAT

APPLICATION THREAT /

MALWARE

APP ID CONTENTID

Figurel. Subscriber / Device / Slice / Location identifiers for Granular Policies and Chresation

Beyond the faster and more robust connectivity that is being introduced by 5G, a more
disruptive concept is the network programmability through the 58fagrammability may have
different interpretations but in the context explored by this projeat includes the ability to
abstract, encapsulate anekpose internal capabilities and accept a set of instructiogasAPIs,

and adapt behaviors at runtime accordingly.

For example, in the context of security policies for Industrydég€cribedabove, 5GC APIs can
be leveraged by external applications to obtain 5G network context information that might be
necessary to enforce enhanced security polici€&ubscriber and deviggermanentIDs, user
location, subscriber status (e.g., disconnectedgtwork status (e.g., cell congestiotat are

4
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V2NXYI f & &KARREgdosabhdiuket 16 erfolz& enldhcygd security strategies
that otherwise would be impossible to design.

As discussedsecurityaware tools that enable accessing, storing, manipulating, and steering
data streams and devices form the core basis for guaranteeing reliability in a factory of the
future. To address this challenge, thilar hasdevoted resources towards

1 Development of alraffic Management Netork App (NextGeneration Firewall, Virtual

& Containerizeji(8Bells)
1 A scurity information and event manager based on blockchain technologies (FOGUS).

1 Software for entity authentication, registration, and authorization (InQBit)
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3 FINAIPROTOTYRENETWORKPPLICATIONS

3.1 TRAFFIMANAGEMENNETWORKRPR.ICATION

The Traffic Management Network App is essentially a programmable®&neration Firewall

that is capable of taking into account not only IPs, ports, and MAC addresses to identify user
devices, but also any parameters that can be exposed by the 5G newmtk parameters could

be permanent subscriber and device identifiers in the mobile network context (IMSI, SUPI, IMEI,
PEI). Other parameters that could alsoleeeragedinclude subscriber location, network slice

ID, etc.

The Traffic Management Network App offers flexible deployment options, such as, in a
dedicated server, in a Virtual Machine, or combination (Vertical app in a VM, Network App in a
Container) which is the approach that has beelected based on the implementation
principlesset by theEVOLVEDBG project.

The code of the Network App can be found in the following Gitleglository.

3.1.1 Usecase description

The Traffic Management Network App, which is being developed within the EV@IG/aDject

and falls under the security guarantees and risk analysis pillar, offers the following services
through two different use cases:

1 Use Case Eirewall- IPwhitelisting
1 Use Case 2: Throttlinge¢sening of the burden on a reportedly congested device in the
network, applicable to many different aspects of a FoF.

The abovementioned use cases and services act as the baseline for future improved
implementations in the same directioAs 5G network exposure APIs mature and more network
parameters become available for consumption, additional use cases could be developed. These
use cases that are envisioned for the future, could enable implementation of advanced security
policies that otlerwise would be impossible to design (in a traditional firewall).

3.1.2 Detailed Architecture
The overall functionality at a high level is achieved through the interaction of three main blocks,
each serving a specific role:

a. A Network App, which implements the intelligence of the solution, and the interfaces
towards the 5G network (CAPIF, NEF emulatur)

b. A Vertical App (VApp), which is a programmable software switch installed in the user
traffic plane

c. An interface between the Network App and vApp for performing the configuration of
the later by the former

The main operation and mechanism (for detecting congestion and limits or redirects) being
performed by Eight Bells proposed and developed system, is the following:

1 L7 Switch requests for congestion statistics from Wetk App which is subscribed to
MonitoringEvent API


https://github.com/EVOLVED-5G/8BellsNetApp
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1 The processed congestion info (of MWetk App) supplies the list with
devices/destination IPs with high congestion stats

1 L7 Switch requests for new congestion statistics fromadet App

1 The processed congestion info resupplies the list with devices/destination IPs with high
congestion stats

1 L7 Switch requests for further processing of traffic Filters which are subscribed to
MonitoringEvent API

I The processed congestion info resupplies the list with devices/destination IPs with high
congestion stats

1 No further processing takes place

The vertical application consists of a virtual Switch, implemented using Open vSwitch (OVS)
software and the Traffic Control (TC) commaine utility. By combining the capabilities of OVS
and TC, control over network traffic, firewalling, optimized networkgenance and better QoS

can be achieved

OVS Qpen vSwitchis a production quality, multilayer virtual switch licensed under dipen-
source Apache 2.0 license. It is a softwdrased virtual switch that operates at the data
connection layer in the networking subsystem of the Linux kernel. It enables network
virtualization and flexible connectivity in virtualized environments. OVS facilitates
communication between virtual machines (VMs) and physical network infrastructure by
allowing the creation and control of virtual switches.

OVSprovides a wide range of configuration and management interfaces. To improve traffic
shaping, quality of service, network monitoring, and analysis, OVS can be integrated with other
networking tools such as TC (Traffic Control).

It is widely used in data centers, service providers, and virtualized infrastructure environments,
where it provides a flexible and scalable solution for network virtualization and management.

Overall,OVSis an effective softwarglefined networking technology with several capabilities
and flexibility for managing and regulating network traffic in virtualized environments. Because
of its opensource nature, which encourages cooperation and innovation aitaspular choice

for developers and network administrators looking for effective network virtualization solutions.
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Figure2. Network App¢ vApp (L7 Switch) schematic

3.1.3 Additional dependencies
Thefull-stackof the Network Application incorporates a diverse array of technologies and tools
to create a solution that leverages the capabilities of the 5G network.

The backend of thapplication was built with the PytheRlask framework, which is wddhown

for its simplicity and flexibility in developing web applications. Flask's extensive library support
and ease of integration make it an ideal choice for building a robust backemdam handle

the complex operations required to process and manage data efficiently.

To ensure efficient and reliable data storage, we selected the popular-sperte relational
database management system PostgreSQL. PostgreSQL offers advanced features such as data
integrity, concurrency control, and robust transaction management, makiag ideal choice

for handling the data generated by the application. To manage the database effectively, we also
used Adminer, a lightweight and uskiendly database management toathich willfacilitate

easy administration and monitoring of the datede.

For the frontend, HTML and Ci&&vebeen employedo create a visually appealing and intuitive
user interface.The focus wa®n the userQ éxperience that allowed for seamless interaction
with the backend services and efficient visualization of the data provided by the 5G network.

To align with all the EVOLVEBG principles regarding the implementation aspectshe
applicationhas been containerizedsing Docker, in order to achieve consistency and speed in
the deployment process across different environments. Docker containers encapsulate the
application and its dependencies, providing a portable and reproducible deployment
environment. This appro&cenabled foreasilypackaginghe entire application, including the
backend, database, and frontend components, into a single conta@msuring the consistent
behaviorthat wasneeded for the integration activities and the overall testing of the Network

App.
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3.2 5GSIEMNETWORRKRPPLICATION

3.2.1 Use case description

Asthe concept of Industry 4.0 evolves, apart from the IP network, industries will progressively
establish small or largscale 5G No#ublic Networks (NPN) to their premises to exploit the
advanced capabilities of 5G technology (@atency, high throughput etc.) for a set of their
equipment.

As such, the implementation of enhanced mechanisms to manage and esesundty in this
industrial ecosystem is mandatory. For IP networks, S(&&turity information and event
managementpystems offer security protection by performing réiahe monitoring and analysis

of events as well as tracking and logging of security data for compliance or auditing purposes.
However, in 5G networks, security management is handled by the 5G Core KetWwerefore,
today, in a unified industrial network (IP and 5G NRécurity information systems have no
monitoring and control capabilities for industrial devices that use 5G access

Extending a SIEM system with ®@pabilities enhances the platform by offering access to 5G
security information, such as retine monitoring and updates on the security status of the 5G
NPN devices. As a result, the security administrator of an Industry 4.0 environment can have a
cleaer and more complete picture of the underlying industrial network. FOGUS, with the
development of its Netork App, aims to bridge the communication gap between SIEM and 5G
NPN devices.

3.2.2 Detailed Architecture

FOGUSG SIEMNetwork applicationis a containerized application, following the stasidne
model defined in the EVOLVEG project, and resides between the vertical application
(AlienVaultOSSIM) and 5G Networ€APIF an8lEF Emulator). All the components (OS&IM
FOGUS Netork App¢ NEF Emulatarnd CAPFare deployed locally on our premises, each one
on a separate host, but under the same network. thde is uploaded on the projeQitHub
repository and a detailed architecture of the Neork App is depicted ifrigures.

https://<CAPIF HOSTNAME> °

Southbound
Interface Frontend | 4300 http://<NETAPP FRONTEND> O
CAPIF Angular PR U7
D B . \ /
j‘QL [ H ———
framework
https://<0SSIM HOSTNAME>
https://<NEF HOSTNAME>
Database
NEF e || SEFOGUS 0SSIM
mulator Network App E E
TLS 844 P
Northbound I
Interface

Figure3. FOGUS Network App architecture
The Network App consists dhree services, each one deployed as a sepabaeker container:

wkontend (container name: netappfe)A webpage, built on Angular framework, that
enables the usetio sign up and sign jas illustrated irFigure4, andthento createsubscriptions


https://github.com/EVOLVED-5G/FogusNetApp/tree/evolved5g
https://github.com/EVOLVED-5G/FogusNetApp/tree/evolved5g

I Pvn&

Number 101016608

D4.6 Network Apps for Security Guarantees and Risk Analysis

GA

for the NEF APIs, as well as monitor NEF callbabksformer capability is depicted Figure5

andFigure6.

First Name

Last Name
\ Username
Email address

Password

Passsword Confirm

=3
=

Sign in
Email

admin@gmail.com

Password

.....

Don't have an account? S up

Figure4. Sign up and Sign

Monitoring Callbacks

#  External Id Cell Id

1 10001 @domain.com AAAAA1002
2 10001@domain.com AAAAATOD2
3 10001 @domain.com AAAAAT002
4 10001 @doemain.com AAAAAT002

Create a subscription
2 v
Number of Monitoring callbacks
(uEwonn )

Subscribe

Monitoring Type 1Pv4

LOSS_OF_CONNECTIVITY 10.00.1
LOSS_OF_CONNECTIVITY 10.0.0.1
UE_REACHABILITY 10.0.0.1
UE_REACHABILITY 10001

Create a subscription
2 v
Rueroer of Montoring cllbacks
(Cemon )

Figure5. Subscription for Loss of connectivity, UE reachability and monitoring callbacks
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S
G
3

Create a subscription
1 v
Number of Monitoring callbacks

External Id Cell Id Monitoring Type IPv4 gNBId

10001@domain.com  AAAAA1002  LOCATION_REPORTING  10.00.1  AAAAA1

Figure6. Subscription for Location reporting

w Backend (container name: netappdjango)A Python application, built on Django
framework, implementinggommunication with the external component€ APIFNEF Emulator
and OSSIMJt receives data from thBG network convertsit properly to a readable formaind
then it sendst over HTTPS protocol ®IEM.The functionality of the framework through the
dedicated Ul is depicted Figure7 below.

Django administration

Site administration

AUTHENTICATION AND AUTHORIZATION

Groups =+ Add Change

NETAPP_ENDPOINT

Analytics event notifications + Add Change
Cells + Add Change
Monitoring callbacks + Add Change
Users + Add Change

Figure7. Ul of backend provided by Django framework

wDatabase(container name: netapppostgres) Postgres database, that stores all data
exchanged with NEF Emulat@nd OSSIMnstances from the database and the logs reflecting
the exchange of the data are presentedHigure8 and Figure9 respectively.
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Running (3/3) 22 seconds ago

& Running 24 seconds ago
81c7a95365ae

a693d8c1fod3 Running 23 seconds ago

3 Runnin 2 seconds ago
9abddiec8a10 9 s 9

Figure8. The containers of FOGUS Network application

[+] Building 3.5s (13/13) FINISHED

Network fogusnetapp_default
Container netapppostgres
Container netappdjango
Container netappfe

Figure9. Logs of the building process of the containers

Once all the containers are up and running, theitial step of the authentication and

authorization ofNetwork appby CAPIks completedThen using the EVOLVED SDK tools the

Network App can communicate with NEF emulator anghte subscriptions for the NEF APIs

such as Location reportindE changes location), Loss of connectivity (UE is out ofelife a

range and there is no connection to the 5G netwoitl)strated inFigurel0, and UE reachability

as presented iffigurel1! 9 NB G dzNya (2 GKS OSf f Qaisradtbrgtt S | yR |
The Network App collects the above data drahsfersit in a secue way to the OSSIMSIEM

environment Finally, the OSSIM system represents them and provides the necessanaaterts

statistics to the useas shown irFigurel2.
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3.2.2

®|VI¥P|

ALIEN VAULT OSSIM

-

location change

Figurel2. OSSIM alerts and statistics

Additional dependencies

FOGUS Network App is a totally containerized application, using Docker containers, and is
developed in Angular, Python and Postgrés.deploy locally the applicatipa Makefile has

been created tosimplify the running processThe Network App communicates with NEF
Emulatorand CAPIEsing the EVOLVEID SDK tools, and with OSSIM through a set of exposed
REST APIs implemented on Wertical App side, using Python language, and more specifically

Django framework.

iiﬁv.

docker

ODeny

Figurel3. Tools and technologies of FOGUS Network app

PostgreSQL
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3.3 IDENTITY ANBMCCESBIANAGEMENNETWORKPPLICATION

3.3.1 Use case description
With the advancement of mobile networks to the 5th generation and beyond, timely
deployment is of essende capitalize on the benefits of new technologies as fast as possible.

As such, the implementation of security measures to handle identity and access management
to ensure the robustness of the ecosystem is critical. The CAPIF framework proposes making use
of the OAuth2.0 protocol to handle authorization.

OpenID Connect (OIDC) is an identity layer on top of OAuth2.0 which extends the security
capabilities. The identity layer creates solid foundation for future machine learning
implementations that scale well with the incredible number of logs that can be generated for
each identity in the context of mobile networks. Furthermore, OIDC enables singlergi§sO)
between providers to further evolve the authentication proce&ss.additional security measure

has been implemented that revokes access by folbefle-authenticating invokers that either
attempt to access inexiste@ndpoints orattempt to access existing endpoints with disallowed
methods.

A Use Case diagram of the Identity and Access Management Network Application is depicted in
Figurel4.

CAPIF onboarding/offboarding:

As this is an implementation of
the authentication/authorization
aspects of CAPIF, onboarding
and offboarding are not included

Offboard
/ Onboard
% System
UE Acting as an OpenlID Connect, SSO authentication

proxy that routes to the correct Identity Provider

[ or o .. D
Authentication

Login j%
De-authentication . UE"
S
Logout corresponding
‘«includes» Iéden,tcljty
rovider
Continuous Authentication >———

- . i
Authorlzatlonﬂ Introspect Token B % j?

«includes» CAPIF

instance
Access Protected Resource I that

K —— corresponds to
wextends» the provider who

Access Protected Resource — owns requested
of Other Provider resource

Figurel4d. IQB Network Application: Use Case
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3.3.2 Detailed Architecture

The Identity and Access Management Network Application is a containerized application,
following the standalone model defined in the EVOLBEDproject. ThéNetwork Application

can handle the authentication and authorization aspects of CAPIF, or act as an intermediary
between network applications and CAPIF instances to provide singleorsigapabilities
between providers. The code is uploaded on the prap@itHub repositoryandthe detailed
architecture ofthe Network Applications depicted irFigurel5.

. . evoived
NetApp implementation P . 5G
- . (' Xcanbe any {
S— provider i ‘\_7__,_.,/"
3" party NetApp 1QB NetApp Provider A T Provider X’s
request 1dpP ) NEF
e SN
* Registered in:
provider A Checks session for token
* Access for:
provider X’s introspect
resource VY
valid

Using location_subscriber from evolvedSg.sdk:

location subscriber.get all subscriptions(netapp _id, 0, 100)

NEF API response

—

Figurel5. IQB Network Application: Implementation

In order to realize the functionality of the use case, the following containers consist the
implementation:

1 The Network Application container

TheNetwork application resides in this container. It includes a flask server with endpoints that
can be consumed by clients in order to authenticate themselves and access NEF endpoints of
their own or another provider through SSO.

1 The Keycloak IdP server container

The keycloak server contains a realm and three test clients. Client secrétaraferredto the
Network application during deployment to create connectofsr future communication
between the componentsA user has been already onboard@the keycloak container provides
OIDC capabilities such as producing and introspecting tokens.

9 The callbacks server container

¢tKS OlFrftfolOla ASNWSNDa Llz2N1}2asS Aa G2z 02ttt SO0
by clients. This container does not directly contribute to the security aspects of the identity and
access managemeetwork application, but rather serves ggoof of proper communication

and functionality between the client, the IQtwork app and the NEF.

The full communicatiobetweenthe components can be summarizaeslthe activity diagramn
Figurel®.
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The NetApp —
automatically This is the Keycloak NEF which can
IdP / NEF Instance Instance that directly or
that corresponds corresponds to through CAPIF
to the UE's provider the UE's credentials in case of SSO
UE [NetApp| | UE's Comresponding IdP | | NEF |
T T T
flogin M ) | |
Send Credentials ;
|
alt !
. Access Token < Access Token __ [valid credentials]| |
|
,,,,, L 1 O ) S B
|
Invalid Credentials }
_Invalid Credentials | (" Excaption felsel |
Response |
| | |
il 1 1
Protected Resourc ! !
Access Request i ;
alt/ || __De-authenticated _ |
due to misuse [Method not allowed /
,,,,, o Non-existant endpoint]
Introspect Token | |
.___Token Status ___ 3 feise]
alt Resource Request (Tubscri tion creation)
4 Sf P [active token]
. Resource Response
Resource Response 1
| |
,,,,, B ,,,,,,,,,,,,,,,,,,,,,i,,,,,,,,,,,,,,,,,,,,j:,,,,,,,,,,,,,,
_Not Authenticated _ | | [else]
Response i i
| T
| |
| |
| i
| |
T | |
! 1 |
| |
M /logout T !
Introspect Token !
. Token Status _~ 1
|
|
alt) || loggedout |
_____ || __[active token]
_Not Authenticated _ | |
Response [else]] |
|
|
T T T i
| 1 | |
i | | 1
Async callback nc?tification from NEF (ex{ location change) H
|

Figurel6. IQB Network Application: Activiiagram fori KS 02 YLI2ySy iaQ O02YYdzy A Ol G A2

Once the containers have been deployed, the functionality of theN&®orkapp can be tested
by running the unit testas shown irFigurel?.
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CAWindows\System32\cmd.exe

>python -m unittest NetApp-v2.py

S1dUTiwia2lkIi

Figurel?. 1QB Network Application: Unit Tests Pass

3.3.3 Additional dependencies

The Identity and Access Management Network App is writterPython andis a fully
containerized implementation that depends on Docker. KeycloakvAE required to provide
OIDC functionality. Théletwork app, the Keycloak server and the callbacks server can be
deployed all at once using the command "docker compose up". Scripts that are included in the
repository will set everything up and establish end to end communication between the
components. A pralefined realmwill be automatically imported tdkeycloakand secret keys

are obtained by théNetwork app. Thdatter communicates with the NEF emulator and CAPIF
using the EVOLVEIG SDICLI. The repository includes a Postman collection in .json format that
can be used to test all endpoints of the network applicatiddditionally, unit tests have been
implemented in python that can validate the functionality of tNetwork app. Instructions to

run the tests are included in the Readme.md file of the repository.

4.1 PURPOSEF THEINTEGRATIOREST$1°"ROUND

The first round of integrations has been carried out from April 2022 to April 2023 with the aim
of ensuring seamless and reliable communication between various components within the
system, including Network Apps, Vertical Apps (VApp), NEF, CAPIF ard/&i® caennectivity,

on top of thecloud infrastructureprovided by the Athens platform

In this initial phase of integration, the following componemiave been utilizedby all the
Network Apps

1 Network Applications v3
T NEF releases up tov1.6.2

18
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1 CAPIF releases up to v2

1 SDK releases up to v0.8.7
The connectivity of 5G with the cloud infrastructure has been verified, specifically the
connection between vApps and Demokritos' 5G network.

4.2 TOPOLOGY ANBBTUP

4.2.1 Network AppiTraffic Management Netork Apdication
The first round of integratioactivity included two deployments.

The first deployment startedon February 10, where Telefonica's cloud infrastructure
(Openshifthas been usetb deploy all the componentfor compatibilitypurposes

The seconddeployment startedon February 18, wherethe deployment of 8Bells Network
Applicationtook placein the cloud infrastructure of NCSRD (Openstack). To test the application,
4 VMs were created tdwost the NEF Emulator, CAPIF, vertical Application (vApp) and the
Network ApplicatiorrespectivelyIn order b deploy the verticahpplication,a VPNwas usedo

set upthe componentgemotely at the NCSRiDfrastructure The overall setup in high-level

view can be depicted in the following Figure.

e R T
- \
v r ™,
5,

X 10.161.1.108 \o
d

/10.161.1.107 CAPIF
|| 8Bells NetApp VM 105161.1.148

VM NEF

10.161.1.116 M

Figurel8. Demokritos Openstack Cloud Infrastructure

In each of thedeployments wehaveused the following versions:

I SDK tool release v0.8.9
T NEF Emulator v1.6.2
 CAPIF Service v3.0

4.2.2 5G SIEM Network Application

The first round of integration activities took place2®rd of February 2023 iNCSRD premises.

In the cloud infrastructure of NCSRD (Openstack), 3 VMs were created to host CAPIF, NE
emulator and FOGUSetwork Applicatiorrespectively The following resourcesere given to

the VM hosting FOGUS Network Application:

-2 vCPUs
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-4 GB RAM

- 20 GB Disk

During that period FOGUS application was usgrgion 0.8.9 of SDK tools and was integrated
along version 3.0 of CAPIF and 1.6.2 of NEF Emulator.

The vertical application (OSSIM platform) was deployed on FOGUS premises andesambke
via public IPIn figure 19, a topology of the integration activities is presented.

7). SFOGUS
OSSIM
2[VI®
= ) | A
— Network App gy dlango
openstack = s :

Figurel9. 1stIntegration Activities Topology
The integration activitieg sequence of stepacluded:

1) Deployment of CAPIF Servide®penstack VMs depicted in the Figure below.

Figure20. Successful deployment of CAPIF services

2) Deployment of NEF Services in Openstack VM

20



ubuntu@open5gs-u1: ~/NEF_emulator

ubuntu@open5gs-ul: ~/NEF_emulator

$
S
S

docker compose --profile dev up

[+] Running 1/4

Creating
Creating
Creating

.t Container nef_emulator-backend-1
.t Container nef_emulator-db-1
. Container nef_emulator-mongo_nef-1

Figure21. Successful deployment of NEF services

Figure22. NEF is registered and onboarded to CAPIF

3) Inside the VM of FOGUS Network Applicaticseries of actions occurred:

a. Download the code ohetwork application

alLJ /!'tLC Lt FRRNXaa (2 GKS
file of FOGUS Network Application VM.
c. EditaSy @dyi2ypyO02LR ®RSG¢ (2 YI G0OK

=3

4) Deployment of FOGUS Network Application in Openstack VM

21



ubuntu@fogus-netapp: AppS make
nning 4/15
* dbnetapp Pulling

i badcefc5ab29 Extracting S==s=ss=sssssssssssssssssssssss ] 4.125MB/6.186MB
i a8f4b87076a9 Download complete
i 4b437d281a7e Download complete
i f1841d9dcb17 Download complete
i b567436¢c178 Download complete
i d59bShe914¢6 Download complete
i 991d5d9bobeb Download complete
i 4a73a9546b2c Download complete
i ©add389be22f Download complete
i fb7bd7cfbcd2 Download complete

Figure23. Deployment of FOGUS Network Application

4.2.3 Network App3ldentity Management Network Application

The first round of integratioractivities took place on the 3t of January 2023 in Telefonica
premises. In the cloud infrastructure of Telefonica (openshift), 3 VMs were created to host
CAPIF, NEF emulator and IQB Network Application. The versions that were used were SDKv0.8.9,
CAPIFv3 and NEFv1.6.2.

On the 9" of March 2023, the IQBletwork Applicationwas tested on NCSRD premises as well.

In the cloud infrastructure of NCSRD (Openstack), 3 VMs were created to host CAPIF, NEF
emulator and FOGUS Network Application. The versions tested were SDKv1.0.2, CAPIFv3, and
NEFv2. During the integration activitiehe following steps werg@erformedinside the VM of

IQB Network App:

1) Downloading the code and installing prerequisites:

* not found

python3-docopt

Figure24. Prerequisites Setup (1/2)

22



igbit@igbitserver: ~/I0B-NetApp

Figure25. Prerequisites Setup (2/2)

2) Successfully deploying the containers

Figure26. Start Deploying the Containers

Select ighit@igbitserver: ~/I0B-MNetApp

6.14) or ct

Figure27. All Containers are Up and Running

3) Executing theunit tests
The unit tests were executed using the command:
docker exec igb_netapp pythom unittest NetAppv3"

4) The final step was to testamually the endpoints using the Postman collection
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4.3 RESULTS ANIAKEWAYS

4.3.1 Traffic Management Netork Apgication

¢CKS AYyGSaINIGA2Y | OGAGAGASE |G ¢ BabeSobth erOl Q& h LI
succeshll.

Initially, some environmental values needed to be modified to facilitate the deployment of the

application. Following this configuration, the testing was performed to ensure successful
intercommunication among all components.

Network Application HOME ABOUT

History IP Table Insert IP

13 Date Action
P Access ¥ Added Delete Update

10002 20230717 QOS NOT GUARANTEED

100041 20230717 QOS_GUARANTEED 10.0.0.1 ALLOW 20230717 @ F

10001 2023-07-17  LOCATION NOTIFICATION 10002  ALLOW 20230717 @ p

10002 20230717 LOCATION NOTIFICATION Import csv file:

100.02  2023-07-17 INSERT [[EmAovi apxeiou | Aev cmAexBnK: kaveva aoxefo.

10002 20230717 SUBSCRIPTION

10002 20230717 SUBSCRIPTION

10004 20230717 INSERT

10.0.01 2023-07-17 SUBSCRIPTION Delete all Subscriptions
10.0.01  2023-07-17 SUBSCRIPTION W

® Copyright 2023 | Powered by EIGHT BELLS LTD
Figure28. Successful Execution of the 8Bells Network Application

4.3.2 5G SIEM Network Application
The breakdown of the activities and the modifications occurred for the 5G SIEM integration tests
are as follows:

After the deployment of th@ecessary components, the functionglaf the network application
was tested by accesBig the frontend of FOGUS network application andking Monitoring
Location requests.

€ 3 C A MNotsecwe | 1016116242000 o< v D@

Figure29. FOGUS frontend portal
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Create a subscription

Location Reportng v

SubscribD
Externalid cellie Monitoring Type wia gNeid
10001 domasn.com AAAAAL003 LOCATION_REPORTING 10001 AMAAAL

Figure30. Successful location reporting request

« C aw ¢ | 10.161.1.162:5200/4 o< % O&

Monitoring Callbacks

b 0 Woritorssg AS1

LOSS_OF_CONNECTIVITY 0001

LOSS_OF_CONNECTIVITY

Figure31. List of successful callbacks from NEF

To validate the correct communication between network and vertical applicaioossgo the

OSSIM portalvas required in order tawheckthat an asset(device monitored by the vertical
application) has been created.
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Assets m
8
Assets
ot

¥ . No Doy o}
feat <
1681 ¢ Dep fo])

“ 0 o)
fost- 1921681 168 D o3}
« XP. D [}
o)

10001-gomain.com 0.0 R 2 No Not Depioyed @

Figure32. List of assets in OSSIM dashboard

ASSETS & GROUPS (-]

ASSETS

Asset Detalls [ acrions |
10001-domain-com AL ’
10.00 A K¢
Map  Satellite aBio HMC e

Koy, & Iic + GHGONS g & X o
s Lombrakis(D= v
Mooronn 2
Asset Value Device Type Networks Sensors o
Unknown

012345 Sobike:Cell Phone PAnown

Model
Linknown

Asset Type

Description
Jnknown

uBelnoA *J0o
o]

9

7OUGIE  epboard shortcum [Map dus $2022 Google TemaolUse  Ruport amap wrce

Figure33. Description of the asset created after a NEF request

In conclusion, the ® round of integration of FOGUSNetwork App Ay b/ { w5 Qa
infrastructure was successfulfter some initial networkconfiguration,the applicationwas
correctly deployed, registerédnboardedio CAPIF andsed NEF APIs.

4.3.3 Identityand Access Managemedetwork Application
On the firstround of theintegration activity in Telefonica premises, the deployment was
thoroughly tested with successful results.

On the secondound of theintegration activity in NSCRD premises, the identity and access
management aspects of thdetwork App were fully functional as dictated by the unit testhe

unit test related to NEF connectivity failedproviding insights on how the environmental
variables need to be properly configured for proper dneend communication between
components. This was a minosig and was promptly fixed.
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ighit@igbitserver. ~

ue to misuse

d4RehhNmYwQTB3czF. ..

» and was unable to complete your request. Either the server is overloaded or

:  User not authenticated.

Figure34. NCSRD Premises Unit Test First Execution Results

4.4 PURPOSEF THEINTEGRATIONEST$2'° ROUND
The second round of integrations has been carriedfarh May 2023 to July 2023.

The purpose of this second integration round was to validate thecasesutilizing the final
components of FOLVEBG. On the one hand, NEF, CAPIF and the SDK had been enriched with
additional features. On the other hand, SMEs finalized their Network Apps by enhancing the 3.0
version and using the last versions of NEF, CAPIF and SDK. This version 4.1 of the Network Ap
also exploited the validation pipeline before the integration test. Finally, the Networks Apps
were deployed in Kubernetes clusters irhéis premises instead of using Docker containers
running locally.

It's worth noting that until the end of WP3, it was deemed necessary for the SDK to undergo
some minor improvements, primarily aimed at enhancing functionality and addressing specific
bugs.During this second integration round, the final version of components has been utilized:

1 Network Applications v4.1 v4
NEF v2.2.2

CAPIF v3.1.2

SDKv1.0.8

TSN 1.2.1

= =4 —a

4.5 TopPOLOGY ANBSTUP

4.5.1 Traffic Management Netork App

The second round of integration activities took place29" and 30" of June 2023 remotely, as
physical presence/asnot necessary This second round of activities aimed at the deployment

of 8BELL®etwork App in the NCSRD Kubernetes platform, along CAPIF and NEF, and the
evaluation of the endo-end communication between Network and Vertical App.
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The 8BELL%application, has been integrated withthe latest versions of all necessary
components

- Version 1.0.8 of ¥OLVEBG CLI & SDK package
- Version 3.1.2 of CAPIF and
- Version 2.2.2 of NEF Emulator.

All the necessary components, including the virtual switch/vertical app, have been deployed in
the NCSRIK8s clusterin collaboration with NCSR Demokritos th¥ @und of integration
activities included the following steps:

Step 1:To Upload the latest docker images of 8Bells Network Application in Dockerhub
(https://hub.docker.com/repository/docker/vasilis8/8bellsnetapp/geneyal

Step 2: Created the manifest .yaml files required for the deployment

o0 Filel: environment.yaml, including all environmental variables that the
Network Application uses

monitoring

Figure35. environment.yaml file
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https://hub.docker.com/repository/docker/vasilis8/8bellsnetapp/general

o File2: deployment.yaml, including all necessary configurations to create a pod
for each container

ap

Figure36.t  NII 2F WRSLX 2eYSyiodel YiQ FALS

o File3: service.yaml, including network ports that need to be exposed in each
pod.

29



: 8028

Figure37.Wa SNIBA OS el YE Q FALE S
Step 3:PerformMinor fixes to the Ingress Controller to make a successful deployment

Step 4: Testing the deployment witth\ppand all the componentand the integration among
them.

45.2 5G SIEM Network Application

The second round of integration activities took place dt a8d 29" of June 2023emotely, as
FOGUS use case did metjuire any physical presencehis second round alctivitiesaimed at

the deployment of FOGUS Nairk App in the NCSRD Kubernetes platform, along CAPIF and
NEF and the evaluation of the entb-end communication betweeNetwork and Vertical App.

FOGUS applicatipduring the time of the integration activitiegias usinghe latestversiors of
all necessargomponents:

- Versionl.0.8 of Evolved5G CLI & Sp&ckage
- Version 31.2of CAPIF and
- Version 22.2 of NEF Emulator.
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The vertical application (OSSIM platform) was deployed on FOGUS premises and was accessible
via public IP. Ifigure 38, a topologythat has been utilised durinthe integration activities is
presented.

| SN G
), =

NCSRD SFOGUS

Kubernetes Cluster

0OSSIM
®[VI[®
Network App
Service

Figure38. 2nd Integration Activities Topology

The 29round of integration activities includettie following steps

1) Upload the images of FOGUS network applicatiddockerhub
2) Qeationof 3 yamlfiles required for FOGUS Network Application to omnKubernetes
platform.
a. @ Sy @A NP y Yiscluding alllenvitoamental variables that are imported to
the Network Application durinthe deployment phase

apiVersion: vl

kind: ConfigMap

: fogus-configmap

data:
NEF_ADDRESS: nefemu:4443
MEF_USER: admin@my-email.com
NEF_PASSWORD: pass
PATH_TO_CERTS: /code/capif_onboarding
CAPIF_HOSTNAME: capifcore
CAPIF_PORT_HTTP: "8@se"

CAPIF_PORT_HTTPS: "443"

CALLBACK_ADDRESS: http://fogusnetworkapp-svc-be:8000
BACKEND ADDRESS: https://fogusnetapp-backend.com
FRONTEND_ADDRESS: https://fogusnetapp-frontend.com
POSTGRES_SERVER: fogusnetworkapp-svc-db
POSTGRES_URI: fogusnetworkapp-svc-db

POSTGRES_PORT: "5432"

POSTGRES_DB: evolvedb

POSTGRES, evolveclient
POSTGRES, RD: evolvepass
VAPP_ADDRESS: 195.134.66.79:8443

Figure39. FOGUS environment.yaml

b. d RS LI} 2 & Y Swfiiheéntaivstalénecessargnfigurationdo createa pod
for each container of the network application
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apiVersion: apps/vl

kind: Deployment
metadata:
name: fogusnetworkapp-dep-be
spec:
replicas: 1
selector:
matchLabels:
app: fogusnetworkapp-pod-be
template:
metadata:
labels:
app: fogusnetworkapp-pod-be
spec:
containers:
- name: netappdjango
ima vitsolkas/fogus-network-app:netappdjango-1.1.1
imagePullPolicy: Always
command: ["./wait db.sh", "$(POSTGRES_SERVER):$(POSTGRES PORT)", "--" "docker_start_up.sh"]
envFrom:
- configMapRef:
name: fogus-configmap
ports:

- containerPort:

Figure40. FOGU8eployment.yaml

c. & &S NIA Obichaldfinés adl @etwork ports that need to be exposed in each
pod

apiVersion: vi

kind: Service

name: fogusnetworkapp-svc-be
spec:
selector:
app: fogusnetworkapp-pod-be
ports:
- protocol: TCP
port: 8
targetPort:

apiVersion: vi

kind: Service
data:
name: fogusnetworkapp-svc-
spec:
selector:
app: fogusnetworkapp-pod-fe
ports:
- protocol: TCP
port: 4.
targetPort: 4200

Figure4l. FOGUS services.yaml

3) Deployment of FOGUS Network Application using the aiposetioned yaml fileand
making some adjustment to the Ingress Controller of Kubernetes Infrastructime
step was performedemotely (via internet call)
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4.5.3 Identity and Access Managemeetwork Apdication

The second round of integration activities were performed on Juf@23, remotely at NCSRD
premises. The network application was deployed alongside CAPIF and KEBeonetes and
the endto-end communication was tested.

This version of the network application has been integrated with SDKv1.0.7, CAPIFv3.1.2,
NEFv2.2.2.

The components were deployed #uberneteghrough the following process:
Step 1: Each component was uploadeddmtkerHub:

1 https://hub.docker.com/repository/docker/johnst99/igb_netapp_img
91 https://hub.docker.com/repository/docker/johnst99/keycloak img
T https://hub.docker.com/repository/docker/johnst99/callbacks

@ dockerhub | Q Search Docker Hub, Explore Repositories Organizations Help ~ fﬁ)‘\ johnstes +|

johnstag - search by repository name  Q_ All Content -
johnstad / igh_netapp_img | s .
pushed: a few seconds ago wo =0 @ Publi

Contains: Image | Last pushe

johnsta9 / keycloak_img - s, .
Contains: Image | Last pushed: 15 days ago Yo 32 @ Fubli
johnst99 / callbacks o 32 blic
Contains: Image | Last pushed: 15 days ago Yo 32 @ Publi

Figure42. IQB Dockerhub images
Step 2: Manifest .yaml files were created in order to perform deployment

environment.yaml: includes the environmental variables required by the containers

ConfigMap
metadata:
name: igbit-configmap
data:
METAPP_ID: “"myNetapp™
: "keycloak:3988/auth™

: "EVOLVED-5G"
: "admin"

: "nefemu:4443"

adming@my-email .com"

PATH_TO_CERTS: "/app/capif_onboarding”

CAPIF_HOSTMAME: "capifcore”
CAPIF_PORT_HTTP: "8@8@"
CAPIF_PORT_HTTPS: "443"
callbacks:58@2"
FRONTEND_ADDRESS: "MA™

Figure43. IQB environment.yaml
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https://hub.docker.com/repository/docker/johnst99/iqb_netapp_img
https://hub.docker.com/repository/docker/johnst99/keycloak_img
https://hub.docker.com/repository/docker/johnst99/callbacks

1 deployment.yaml: includes pod configuration such as ports, environmental variable
mapping and labeling, it is the dockesmpose.yml equivalent of Kybernetes

apiversion: apps/vl
kind: Deployment
metadata:
name: igbnetapp
spec:
replicas: 1
selector:
matchlLabels:
app: igbnetapp
template:
metadata:
labels:
app: igbnetapp
spec:
containers:
- name: igbnetapp
image: johnst99/igb_netapp_img
imagePullPolicy: Always
env:
- name: NETAPP_ID
valueFrom:
configMapKeyRef:
name: igbit-configmap
key: NETAPP_ID
name: KEYCLOAK_ADDRESS

valueFrom:

configMapKeyRef:

name: igbit-configmap
key: KEYCLOAK_ADDRESS
name: KEYCLOAK_REALM
valueFrom:
configMapKeyRef:
name: igbit-confipmap
key: KEYCLOAK_REALM
name: KEYCLOAK_ADMIN
valueFrom:
configMapKeyRef:
name: igbit-configmap
key: KEYCLOAK ADMIN
name: KEYCLOAK_ADMIN_PASSWORD

valueFrom:

Figure44. 1QB deployment.yaml

1 service.yaml: includes the port mappings and protocol that need to be exposed on the
services
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apiVersion: v
kind:
metadata:

name: igbnetapp
spec:

selector:

app: igbnetapp

ports:

- protocol: TCP
port: 5é
targetPort:

apiVersion:
kind: Service
metadata:

name: keycloak
spec:

selector:

apiVersion:

kind: Service
metadata:
name: callbacks
spec:
selector:
app: callbacks
ports:
- protocol: TCP
port: 5882

targetPort: 5

Figure45. IQB service.yaml

Step 3: Setting the propéngress rules



$ kubectl describe ingresses

\ELTEH nef-ingress
Labels: app=nginx-ingress
Namespace: default
Address: 10.220.2.201
Ingress Class: nginx
Default backend: <default>
TLS:
test-tls terminates validation-athens.com
Rules:
Host Path Backends
validation-athens.com
nef-backend:80 (10.244.1.126:80)
mongocapif.com
capif-mongo-express:8082 (10.244.1.65:8081)
mongonef .com
mongo-express:8081 (10.244.1.248:8081)
igbitnetapp.com
/ 1igbnetapp:5000 (10.244.1.75:5000)
Annotations: <none>
Events:
Type Reason Age From Message
Normal Sync 2m23s (x8 over 10d) nginx-ingress-controllerl Scheduled for sync
! $

Figure46. IQB Ingress Rules

Step4: Deployment of each service using the manifest files

H $ kubectl get pods -o wide

NAME STATUS RESTARTS AGE 1P NODE NOMINATED NODE  READINESS GATES
api-invocation-logs-6b96f499¢c-pxmlv Running © 52m 16. % & nef-worker  <none> <none>
apl-invoker-management-5888597bb-k2np5 Running 2 (52m ago) 52m 16. .1.249 nef-worker  <none> <none>
api-provider-management - 55f99cff9f-x7x9d Running 2 (52m ago) 52m 5 .1, nef-worker  <none> <none>
backend-55498549c6-mvnns Running TmiSs . .1.126 nef-worker <none> <none>
callbacks -bccc66cfd-zpvwp Running 52s . 1. nef-worker  <none> <none>
-events-8476b4875d- twf5g Running 52m .244.1. nef-worker  <none> <none>
-mongo-7d89c9f6f8-k2s2b Running 52m .244.1. nef-worker  <none> <none>
if-mongo-express-7d547fd679- j6tzt Running (51m ago) 52m % i & nef-worker  <none> <none>
-routing-info-5d8fd667b-vormm Running 52m 3 ode nef-worker  <none> <none>
-security-758c9bcdb8-414rf Running (52m ago) 52m o % & nef-worker <none> <none>
db-65465448bd -w67kd Running 7m16s . .1. nef-worker  <none> <none>
easy-rsa-88f8cd5b5-5Sngnr Running 52m A o1d nef-worker  <none> <none>
igbnetapp- fd8c86bdb-hp9tb Running 52s B 2% M nef-worker  <none> <none>
jwtauth-5cdfb84bSc-2mkck Running (52m ago) 52m 5 o1a nef-worker  <none> <none>
keycloak-6966fd4cdb-2kzp8 Running 52s .244.1. nef-worker  <none> <none>
logs-5d499587f4-6xsnc Running 52m .244.1. nef-worker  <none> <none>
mongo-express -6c9ccIf746-xgxj7 Running (7m13s ago) Tmi6s . .1, nef -worker <none> <none>
nef -mongo-9b85fcda4-t92bk Running Tm16s . 1. nef-worker  <none> <none>
nginx-578d7d64f8-d42bc Running 52m 5 i & nef-worker  <none> <none>
published-aplis-5ff8f5fadd-j7iag Running 52m . 1. nef-worker  <none> <none>
redis-7c8976bb95-xtpg8 Running 52m o % 65 nef-worker  <none> <none>
reverse-proxy-84b8865bf6-71s5]j Running 7m15s . o1 nef-worker  <none> <none>
service-apis-d5645c484-d2946 Runnin 52m ,244.1. nef-worker  <none> <none>

Figure47.1QB Pods Deployed

Step5: Performing unit tests anddditional functionality test



4.6 RESULTS ANIAKEAWAYS

4.6.1 Traffic Management Network Ajpgation

After the successful deployment and testing of the Network Application in the NCSRD
Kubernetes platform, we proceeded test the endto-end functionality.Following are some
screenshots running the Network application after deployment.

ation- Lo

Figure48. Capif logs during the runtime of the Network Application

$ kubectl logs -f 8bellsnetapp-7f87c5f9cd-jgmsk
Your netApp has been successfully registered and onboarded to the CAPIF server.You can now start using the evolved5C SDK!

Initializing Database..
Netapp running..

* Serving Flask app 'app

* Debug mode: on

* Running on all addresses (0.0.0.0)
* Running on http://127.0.0.1:5000
* Running on http://10.244.1.172:5600

* Restarting with watchdog (inotify)

Initializing Database..
Netapp running..

* Debugger is active!

* Debugger PIN: 903-608-157

10.244.1.224 :18: "GET /netapp HTTP/1.1" 200 -
10.244.1.224 - - 3 "GET /static/css/main.css HTTP/1.1" 200 -
10.244.1.224 = H "GET /static/EVOLVEDSG.png HTTP/1.1" 200 -

10.244.1.224 - - :18: "GET /static/8bells_research.png HTTP/1.1" 260 -

Working with ip: 10.0.0.1

Trying New QoS subscription with ip: 10.0.0.1

--- Subscribed to Qos successfully with id 649ec824afda33a15f30c2d9----
Trying New location subscription with ip: 10.0.06.1

--- Subscribed to Location successfully with id 649ec825afda33a15f30c2da-
10.244.1.224 - - [30/Jun/2023 12:18:45] " 302 -
10.244.1.224 - - [30/Jun/2023 12:18:45] "GET /netapp HTTP/1.1" 200 -
10.244.1.224 - - [30/Jun/2023 12:18:45] "

10.244.1.224 - - [30/Jun/2023 12:18:45]

Working with ip: 10.0.0.2

Trying New QoS subscription with ip: 10.0.0.2

--- Subscribed to Qos successfully with id 649ec82eafda33a15f30c2db----
Trying New location subscription with ip: 10.0.0.2

--- Subscribed to Location successfully with id 649ec82fafda33a15f30c2dc----
10.244.1.224 - - [30/Jun /2023 12:18:55] " " 302 -
10.244.1.224 - - [30/Jun/2023 12:18:55] "GET /netapp HTTP/1.1" 200 -

Figure49. 8Bells Network Application runtime output log 1



Working with ip: 10.0.0.3
Trying New QoS subscription with ip: 16.0.8.3
Subscribed to Qos successfully with id 649ec834afda33al15f30c2dd-
Trying New location subscription with ip: 10.0.0.3
--- Subscribed to Location successfully with id 649ec835afda33al5f30c2de----
10.244.1.224 - - [30/Jun/2023 12:19:01] " " 302 -
10.244.1.224 - - [30/Jun/2023 12:19:01] "GET /netapp HTTP/1.1" 200 -
10.244.1.224 - - [30/Jun/2023 12 " 304 -
10.244.1.224 - - [30/Jun/2023 12 " 304 -
New event notification retrieved:
New event notification retrieved:
10.244.1.48 - - [30/Jun/2023 12:19:10] "POST /monitoring/callback HTTP/1.1" 200 -
New event notification retrieved
10.244.1.48 - - [30/Jun/2023 12:19:10] "POST /monitoring/callback HTTP/1.1" 200 -
New event notification retrieved:
sudo ovs-ofctl -0 OpenFlowl3 add-flow Firewall dl_type=0x0800,ip_src=10.0.0.2,priority=100,hard_timeo 60,actions=goto_table:100
sudo ovs-ofctl -0 OpenFlowl3 add-flow Firewall dl_type=0x0800,ip_src=10.0.0.1,priority=100,hard_timeout=360,actions=goto_table:100
QOS_GUARANTEED
10.244.1.48 - - [30/Jun/2023 12:19:12] "POST /monitoring/callback HTTP/1.1" 200 -
QOS_GUARANTEED
10.244.1.48 - - [30/Jun/2023 12:19:12] "POST /monitoring/callback HTTP/1.1" 200 -
New event notification retrieved
10.244.1.48 - - [30/Jun/2023 12:19:16] "POST /menitoring/callback HTTP/1.1" 200 -
New event notification retrieved:
sudo ovs-ofctl -0 OpenFlowl3 add-flow Firewall dl_type=0x0800,1ip_src=10.0.0.3,priority=100,hard_timeout=360,actions=goto_table:101
QOS_NOT_GUARANTEED
10.244.1.48 - - [30/Jun/2023 12:19:17] "POST /monitoring/callback HTTP/1.1" 200 -
10.244.1.224 - - [30/Jun/2023 12:19:21] "GET /netapp HTTP/1.1" 200 -
10.244.1.224 - - [30/Jun/2023 12:19:21] " " 304 -
10.244.1.224 - - [30/Jun/2023 12:19:21] " " 304 -
10.244.1.224 - - [30/Jun/2023 12 21] "GET /static/8bells_research.png HTTP/1.1" 200 -
New event notification retrieved:
10.244.1.48 - - [30/Jun/2023 12:19:34] "POST /monitoring/callback HTTP/1.1" 200 -
New event notification retrieved:
sudo ovs-ofctl -0 OpenFlowl3 add-flow Firewall dl_type=0x0800,1ip_src=10.0.0.3,priority=100,hard_timeout=360,actions=goto_table:100
QOS_GUARANTEED
10.244.1.48 - - [30/Jun/2023 12:19:35] "POST /monitoring/callback HTTP/1.1" 200 -
New event notification retrieved
10.244.1.48 - - [30/Jun/2023 12:19:41] "POST /monitoring/callback HTTP/1.1" 200 -
New event notification retrieved:
10.244.1.224 - - [30/Jun/2023 12
10.244.1.224 - - [30/Jun/2023 12 " 304 -
10.244.1.224 - - [30/Jun/2023 12 " 304 -
10.244.1.224 - - [30/Jun/2023 12:19:41] "GET /static/8bells_research.png HTTP/1.1" 200 -
sudo ovs-ofctl -0 OpenFlowl3 add-flow Firewall dl_type=0x0800,ip_src=10.0.0.3,priority=100,hard_timeout=360,actions=goto_table:100
QOS_GUARANTEED
10.244.1.48 - - [30/Jun/2023 12:19:42] "POST /monitoring/callback HTTP/1.1" 200 -

Figureb0. 8Bells Network Application runtime output log 2
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Figure51. NEF deployment topology scenario for 8BELLS Network Application

The scenario consists of 4 cells and 3 UEs located in the campus. The UEs move on a
predetermined path with different speeds to simulate different outcomes.

The following Figure depicts a live representation of the 8BELLS Networkwhppe the

W AZAG2NRQ GlFofS OFLIWdNBa (GKS !9 adzoaONRLIIAZ2yasx
f20GA2y®d ¢KS WLt ¢lFofSQ aK2ga G(KS !'9a OGKFG | NE

WHEf26SRQ adldda FNB Fta2 O2yTFTAIdNBR Ay G(KS &I |
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(Add IP address
IP Table ) |

History Insert IP
P Date Action
P Access ¥ Added Delete Update
10003 2023-03-09  QOS_NOT_GUARANTEED
10001 20230300  QOS GUARANTEED 10001  ALOW 20230308 @  F
10003  2023-03-09  LOCATION NOTIFICATION I 10.0.0.3 ALLOW 2023-03-09 @ P I
100041 2023-03-09  LOCATION NOTIFICATION Import csv file:
10003  2023-03-09 INSERT import CsV i | || [Emhoy apxeiou | asv emhexenxe xavéva apxsio.
3 5 R IP Information to insert many -
.03 * vApp Access
10003  2023-03-09 SUBSCRIPTION i oo
« Button to remove IP
10.0.0.1 2023-03-09 INSERT + Button to update IP information
10.0.0.1  2023-03-09 SUBSCRIPTION Delete all Subscriptions
o

10.0.0.1  2023-03-09 SUBSCRIPTION NetApp Logging Service: - @

« IP Address Button to delete all QoS and | b=

« Date action took place Location Subscriptons.

« Information about the action

© Copyright 2023 | Powered by EIGHT BELLS LTD

Figure52. 8BELLS Network Application high level overview of-&wdtnterworking with all components (NEF &

CAPIF)

4.6.2 5G SIEM Network Application

After the successful deployment of CAPIF, NEF F@@US network application in NCSRD

Kubernetes platform the functionality of the network applicatiorand the endto-end
communication with the Vertical Application (OSSHd¥ been testedThe initialstep was to

access the frontend of FOGUS network applicatibthe followingurl: ¢ K G LJA YK k-F2 3dzay S

frontend.com€. Due to the fact thathe Kubernetes platform exposed the poitside NCSRD

localnetwork, the use of a8vPNwas requiredo enter on it remotely. Having access to FOGUS

frontend application,FOGUS scenarizas been importedo NEF emulator and thesome
Monitoring Location requestfrom the Network Applicatiomvere performed that are depicted
on the figures below.

<

C A Notsecure

[#] Alienvault 0ssiM [alienv: x | @ Login|Django siteadmin % = Netappfe x | @ map R

httpsvalidation-athens.com/map

Figure53. Import FOGUS scenario in NEF Emulator
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[E) Alienvault O5siM [alieny. x | @ Login|Djangositeadmin x = | Netappfe x | @ map x|+ v 8 0 &

<« C A Notsecure | hitps//fogusnetapp-frontend.com/monite it < % 0@

Dashboard Create a subscription

Subscribe to Moritoring AP

1 v

Sign out

Number of Monitoring callbacks

(T Location Reporting v/

scribe

External Id cellid Monitoring Type 1P gNBId

10001@dormain.com AAAAALD0B LOCATION_REPORTING 10.0.0.1 AAAAAL

Figureb4. Succesful one time Location Monitoring subscription

[8 Alienvault ossiM [alienv: x | @ Log in |Djangositeadmin x | F' Netappfe * | @ map x| + v o B =

€ C A Notsecure | hekps;/fogusnetapp-frontend.com/mo

ribe < % 0O 2

Dasnboad Create a subscription

ibe to Monitoring AP

10 v
Sign out

Number of Monitoring callbacks

[T —

Location Reporing )

Figure55. Succesful multiple times Location Monitoring subscription

[®) Alienvault OSSIM [alienv: x | @ Login|Djangositeadmin x ¥ Netappfe x | @ Map x| + v LI
“ C A Notsecure | httpsy/fogusnetapp-frontend.com/dashboard < % 0O 2
Dashboard Monitoring Callbacks
Subscribe to Monitoring API # External Id cellid Monitoring Type Pva
Sign out 1 10001@domain.com AAAAAL006 LOCATION_REPORTING 10001

2 10001@domain.com AAAAAL00L LOCATION_REPORTING 10001

3 10001 @domain.com AAAAAL003 LOCATION_REPORTING 10001

4 10001@domain.com AAARAL0D4 LOCATION_REPORTING 10001

5 10001@domain.com AAAAAL006 LOCATION_REPORTING 10001

6 10001@domain.com AAAAALD0L LOCATION_REPORTING 10001

7 10001@domain.com AAAAALD02 LOCATION_REPORTING 10001

8 10001@domain.com AAAAAL003 LOCATION_REPORTING 10001

9 10001@domain.com AAAAAL0D4 LOCATION_REPORTING 10001

10 10001@domain.com AAAAALO06 LOCATION_REPORTING 10001

n 10001@domain.com AAAAALDOL LOCATION_REPORTING 10001

2 10001@domaincom AAARALOD2 LOCATION_REPORTING 10001

Figure56. List of returned callbacks
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x | @ Login|Djangositeadmin x | [ Netappfe x | @ map x4 v O e 8

€ > C A Notsecure | hibps//195.134.66.79.7443 /# nt/assets/assets Q<o 0&:
ol X E X
DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION
Show Assets Added T HGSETIZT68-T=TE T WIRAOWS XP7200 5
O Last Day -
O Last Week (J  Host-192-168-1-17 192.168.1.17 2 No
O Last Month
O pate Range [J  Host-192-168-1-16 192.168.1.16 Windows XP/2000 2 No
Last Updated
= [J  Host-192-168-1-15 192.168.1.15 Windows XP/2000 2 No
U Last Day
O Last week .
O iainiit (J  Host-192-168-1-14 192.168.1.14 Windows XP/2000 2 No
O pate Range
[J  Host-192-168-1-13 192.168.1.13 2 No
MORE FILTERS [0  Host-192-168-1-12 192.168.1.12 Windows XP/2000 2 No
[J  Host-192-168-1-10 192.168.1.10 Windows XP/2000 2 No
[J  10001-domain-com 10.0.0.1 :‘;‘h'aobrl‘e“(c“ 2 No

© COPYRIGHT 2023 ALIENVAULT, INC. | LEGAL

Figure57. UE presented in list of OSSIM assets

@ Al x| © Login|Djangositeadmin x | F Netappfe x | O map x| + v 8

€>C a hekps/195.134.66.79:7443 ossim/en a: t5:313030303140646F 6061696E2E636F 60 Q@ <% 0@ :

DASHBOARDS REPORTS CONFIGURATION
ASSETS & GROUPS o
ASSETS | ASSETGROUPS  NETWORK NETWORK GROUPS JEDULE SCAN
Asset Details [“acrions + |
10001-domain-com SSEFLOGAION "
10001 = gl
% Map Satellite Teafo g -3
K %, 8
g "oy
Asset Value Device Type Networks Sensors 0
012345 Mobie.Cell Phone Unknoun Unknown
Model
Unknown
Asset Type
Extema
Description
Unknown = '
. Poitar,
Google epboar shortu " o dot €002 Gaogl. T of s

VULNERABILITIES ENVIRONMENT STATUS

@ HIDS

@ Automatic Asset Discovery

Figure58. Location of UE depicted in OSSIM

4.6.3 Identityand Access Management Network Application

After the successful deployment of CAPIF, NERQ E@Bvork App, Keycloakand the callbacks
server in the NCSRD Kubernetes platform, the functionality of the network application and the
proper communication of the componentsad to be tested First unit tests were run by
executing a shell command inside the pddhen, further testing was performed using Postman
towards thedzNX Y dgkitdeiapgaonk ®inally, a Monitoring subscriptiowas set upin

order to test the proper reception of callbacksarpthe UEell changeThe following Figures
present the aforementioned process regarding the unit tests and the testing of the end points
respectively.
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5G

S kubectl exec -it lqbnetapp-fd8c8sbdb-hpdtb /bin/bash
4D) {s DEPRECATED and will be removed in a future version. Use kubectl exec [POD) -- [COMMAND] instead
86bdb-hp9tb: /app# python -m unittest NetApp-v3.py
usr/local/Uib/python3.9/site-packages/requests/_inlt_.py:102: RequestsDependencyWarning: urllib3 (1.26.16 ardet (5.1.8)/charset_normalizer esn’ rted version!
warnings.warn(“urllib3 ({}) or chardet ({})/charset normalizer ({}) doesn't match a supported

Authorized access: Logged out

isuse (logged n): De-authenticated due to misuse
User forcefully logged out: User not authenticated

Misuse (logged out): De-authenticated due to misuse

Login fall: Invalld credenttals.

Login fail due to provider: Invalid information.

Logln succes: en” : "eyJhbGCLOLISUZ T INUI STARSCCIQOLALS LAUT twl a2 LT LAGTCIVAF hZdBS tZTRHQONME TNDHFNMWW1SHHA.
/usr [local/1ib/python3.9/site-packages/urllib3/connectionpool.py:1056: InsecureRequestWarning: Unverified HTTPS request is being made to host ‘nefemu’. Adding certificate ves
26.x/advanced-usage .htmi#ssl-warnings

warnings..warn(

0

s

Get subscriptions

Unauthorized access

Ran 8 tests \n 1.61ds

ok

Figure59. IQB UnitTests

use /Local/\b/oy 111b3/comectionpool . py: secureRequestiarning: Unverified NTTPS request is belng made to host ‘nefenu’. Adding certificate verification {s strongly advised. See: https://urllib3.resdthedocs. lofen/1.2
advanced-usage.h
»arnings.warn
2 23/subscriptionsskio=alinit=100 HTTP/1.1" 208

eRequestiarning: Unverified HTTPS request is being made o host ‘nefend’. Adding certificate S o5+ //ur|1b3. resdthedo
23/subscriptions skip=681ntt=100 HTTP/1.

28] *POST /login HIT) 2
es/url1b3/connect{onool..py: equestiaring: Unvertfled HITPS request ts betng nefenu’ . Adding certificate vertfication s strongly advised. See: https://urlLib. resdthedocs. Lofen/1

10:23:34] "POST tptions HIT 200

e-packages /urlLh3 /connects y:1056: I ecuestiarning: Unverified HTTPS request 1s belng made to host Addtng certiric ? ongly See: https://urlLib. resdthedocs

Fptions/649ab8465483104T2168CST1 HITP/1.1% 200
tharning: Unver\fied HTT belng made to host “nefenu’. Addlng certific et https://urlLLbY. reedthed

1 HITP/1.1
15 belng made to host 'n Addtng certifica s i 1/ /urUb. resdt

Figure60. IQB Endpoints Testing

The following actions were also tested:

es v Explore h Pastma e o X

Seratch Pad New  Impert

3gpp-monitaring-svent read all

v KybernetesNi

w0
3 > EyDssrecats G bscrptons akip=08imit=100 - =

Params » — caders (8)  Bodye equest Script Tes e Cookies
3gpp-menito
Query Params
E 3gpp-monitor
i KEY VALUE SCRIPTION e Bulk Edit
3gpp-monitor
onitoring-= ski 0
p imit 100
>
Body " eader s RIZEL z 228 Save Response
5 Pretty w i SON ~ = Q
1 authenti
m F R =} GR

Figure61. IQBUnauthorized APl consumption
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Number 101016608

D4.6 Network Apps for Security Guarantees and Risk Analysis

GA

.
= Home Workspaces »  Explore Q search Postman @ signin — o X
& Working locally in Scratch Pad. Switch to a Workspace: X
Scratch Pad New  Import < (5] Global 3gpp T3gp @ 3g; @ PUT3gp @ DEL3gp @ > + e No Enviranment ~
‘g + RD / 3gpp- read sub [Eisave ~ o= =l B
Callections
v KybernetesNCSRD
A er - g /3g05-moniating-evenvi23/subsa 21080571 En -
APl §
ceT 3gpp-monitoring-event read all
Params  Autherization  Headers (10)  Bodye  Pre-requestSeript  Tests  Settings Cookies  </>
GET 3gpp-monitoring-event read sub
Query Params
gpp create
KEY VALUE DESCRIPTION wo  Bulk Edit
= 2UT 3gpp-manitaring-event update
Mock Servars oEL 3gpp-monitaring-event delete ... Key Value Description
Mogin
Body Cookies (1) Headers (6) Test Resuits @ Status: 200 0K Time: 991ms Size: 6408 Save Response ~
Monitors GET flogout —
paTcH MISUSE Pretty  Raw  Preview  Visuslize  JSON v mQ
0]
History R 1 {'externslid’: '199028domain.com’,
> NetApp 2 pvd_addr': '10.8.8.2',
3 "link': "http: //nef-backend/nef/api/v1/3gpp-monitoring-event/vl/myNetapp/subscriptions/649abBas54aalbd721eBc571",
2 OpeniD Connect 4 | ‘maximum_number_of _reports’: 108,
5 'monitor_expire_time': datetime.datetime(2023,
3 11,
7 29,
2 13,
9 48,
10 39,
1 788808, tzinfostrlocal()),
12 ‘monitoring_type’ "LOCATION_REPORTING',
13 'notification_destination’ *http: //callbacks:5802/monitoring/callback’}
El QFindand Replace [ Console © Runner T 6]

Figure62. IQBReading specific subscription

ome Virkspes + Bine s -~ S
28 Working locally in Scrateh Pad. Switch to a Workspace: x
Scratch Pad New import ¢ [Sloba  coT3gep  oirge e e iigme oiigme  Ger fioge 5> 4 e NoEnvionment -
+ %0 / ag0w o Bswe v = o @ B
Colections
~ KybernetesNCSRD
A
GET 3gpp-monitering-event read all
Params  Authorization  Headers (10)  Bodys  Prerequest Script  Tests  Settings Cookies />
GeT 3gpp-monitoring-event read sub —
G e e———— @none @ form-data @ x-www-form-urkencoded @ raw @ binary @ GraphGL  JSON Bty o
= #7 3gpp-monitoring-event update 1
Mock Servers 05 3gpp-monitoring-event delete .. 2| exkernalld’: "100028donain. con’, .
3 : +5002/moni toring/callback”,
Jlogin 4 LOCATION_REPORTING"
o 5 | msximumiunberomeports®: 100,
LT (s & | "monitorExpireTine": "2023-11-20T13:40:38.7082"
oTCH MISUSE 7
> NEFEMU
istory Body Cookies (1) Headers (6) Test Results @ Stows:200 0K Time:94zms Size:6406  SaveResponse
> NetApp
+ Opett o o e Q
1 14': '10002860main. con’,
2 :0.0.0.2',
3 CLink': hetes //nets pi/v1/3gpe ing-event// .
4 “mexinun_nunber_of_reports ' 100,
S monitor_expire time': datstine.catetine(2023,
5 1,
7 2,
s 13,
9 4,
10 59,
1 788000, tzinfo=tzlocal()),
12 monitoring typs': 'LOCATION REPORTING',
13 notification destinstion’s 'https //callbacks:S002/monitoring/callback ]

E]  QFindand Replace [ Console

Figure63. IQBCreating a subscription

E Runner [T

43



BY cvolved

D4.6 Network Apps for Security Guarantees and Risk Analysis
Number 101016608

Home Workspaces v Explore Q search Postman - [m] X
& Working locally in Scratch Pad. Switch to a Workspace X
Scratch Pad New Import <[5 clobal 3gpp- 3gp @ 3g@ FUT3gp e OfL3gpr @ > 4 e No Environment ~
T + °** KybernetesNCSRD | 3gpp-monitoring-event update [Bsave ~ oo ¢ B E]
Colictions.

v KybernetesNGSRD

> B3 Deprecated bt v ! ! 0 - m a

anis

GET 3gpp-monitoring-event read all
Params  Authorization  Headers (10)  Bodye  Pre-recuestScript  Tests  Settings Cookies  </>

GET 3gpp-monitoring-event read sub
Environments ®none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL  JSON Beautify

3gpp-monitoring-event create ®
= #UT 3gpp-monitoring-event update 1
Mock Servars oL 3gpp-monitoring-event delete . 2| Texternalfd’: "100020donain. con', .
ER "hetp://callbacks: 1lback”,
Jlogin a LOCATION_REPORTING
B ‘maxinunlunberofReports”:
LT gD 6 | monitorExpireTine": "2022-12-30T14:12:24.3902" |
paTcH MISUSE 7
History > NEFEmu Body Cookies (1) Headers (6) Test Results @ Status: 200 0K Time: 758 ms Size: 6408 Save Response v
> NetApp P
Pretty  Raw  Preview  Visualize  JSON v Qa
> OpeniD Connect
1 *1080280ma in. con',
2 4_acar': '10.0.0.2',
El pi/v1s: itor ing-event/v1 iptd ~
& maximum_nunber_of_reports': 111,
5 ‘monitor_expire_time': datetime.catetine(2022,
6 12,
7 3,
E 1,
s 12,
10 24,
1 390000, tzinfostzlocal()),
12| ‘monitoring type': 'LOCATION REPORTING',
13 | ‘notification_destination': 'http: //callbacks:563/monitoring/callback’}
ED  QFindandReplace B Console B runner [T [2iel

Figure64. IQBUpdating a subscription

.
Home Workspaces « Exlore Rp— & s - o ox
&% Working locally in Scratch Pad. Switch to a Workspace X
Scratch Pad New Impot ¢ [5] Globa sgpp e 31@ UT3gp @  Deagp @  CeT flogo 5> 4 e NoEnvironment v
5 + #0 | 30 o Esave v o ¢ B B

Collections
v KybernetesNCSRD

anis

GET 3gpp-monitoring-event read all
Params  Authorization  Headers (10)  Bodye  Pre-requestScript  Tests  Settings Cookies  </>

GET 3gpp-monitoring-event read sub
Query Params

ERLEILIE 3gpp-monitering-event create
KEY VALUE DESCRIPTION oo BulkEdit
= PUT 3gpp-monitoring-event update
Mock Servers 021 3gpp-monitoring-event delete ... Key Value Description
flogin
o e Body Cookies (1) Headers (6) TestResuts @ Status: 200 0K Time: 898 ms Size: 6406 Save Response v
PATCH MISUSE Pretty  Raw  Preview  Visualize  JSON v Q
o > NEFEmu
¥ 1 {'externslia’: '10002domain.com’,
> NetApp 2 ‘ipvaacer': '10.0.0.2°,
3 OpeniD Conneet 3 KR /et pi/v1/3gpp ing-event/ s
& meximum_nunber_of_reports': 111,
5 ‘monitor_expire_time': datetime.datetine(2022,
5 1,
7 30,
s 14,
e 12,
10 2,
1 390000, tzinfo=tzlocal()),
12| ‘monitoring type': 'LOCATION_REPORTING',
13| *notification destination’: 'http: //callbacks:5002/monitoring/callback’}
ED  QFindandReplace B Console © Runner [T B o

Figure65. IQBDeleting specific subscription



3 BB | D4.6 Network Apps for Security Guarantees and Risk Analysis GA
Number 101016608

.
Home  Workspaces + Exprs Ry & s - o ox
& Working locally in Scratch Pad. Switch to a Workspace X

+ | = = KybemetesNCSRD / flogin v 7 B B

Coliections.

v KybernetesNGSRD
& > 3 Deprecated POST v {{kybernetes_loc: Jlogin m =

anis

GET 3gpp-monitoring-event read all
Params  Authorization ~ Headers (10)  Bodye  Pre-requestScript  Tests  Settings Cookies  ¢/>

GET 3gpp-monitoring-event read sub

Query Params

Enenments 3gpp-monitoring-event create
. KEY VALUE DESCRIPTION o BUIKEt
= PUT 3gpp-monitoring-event update
Mock Servars 3gpp-monitering-event delete .. Body Cookies (1) Headers (7) TestResults @ Status: 200 0K Time:16Zms Size: 426KB  SaveResponse v
Jlogin -
Pretty  Raw  Preview  VisuslizZe  JSON v [e}
ceT flogout
pATCH MISUSE 1 !
e 2 "access_token":
oo > NEFEMU "eyInbGC0175UZI i ISTnRSECIE01A1S1AUT nia21k LEAGICIVAFhIGOTE TUS3YnSPCEByOKZS1ITInG.
N o3 43 3 PACTBHTY4Nzg 2MTQuCei anRpT S01Y3Z1¥Z g3y L YmF kY S00NIF 1LTh3ZDHEN Jk 4DBKYWNNODK3 T i aXNZT jo3aHROE
o D DovL2t1el 38 FZFRCO1Ry TS TnN1VAT SInEZHRM2Z VAL A T CENGUNZSIh Yl TFZg40TEWZGY3 VAT STRSCC
b EEDETS T6TkI1VXI1 2 IsTnf6eCTeInZpeniol TiwicVzc2lu LTS HDQENG Z3Y S1H06Y L T2 OT ELOGURYST sTnF
JCATETIELLCINDGRV2VL aHRBCHIBL NTAUNCIGLCIYT €3110n51nasTXMOLS 1027 MG 1UZVONY2NL
C3MELCI1WFFYXVRAGIYaXPNAGL YD1 IS TnR1Z0F LbHQECASS ZXEaXF 1 LS LGGFNCCIG FSui 2y CGUI01 Icnamaki 1 TGVEYHILsTiwic2 1K I J01Y2HA0GU4N
GUH2MAIICOOZRNALUTAZSULFL Tiwiz Lo ivichl
(JUVHI1T Sod c2F4cl dXMIC IsT 01 1501 ITiiZhatioid
AZXM0GATYYLSLmvES J9.
FoButF5h0B_FoakQy a peIIFC SA3KnKaFIZPPLsVACCp2 _pHIHICbaI43CT JoPEip)
IVRKVERZY: 1 JEX03e-DSy TyBCL ap)
SeTryTS4_TimlaVinB- tunGK1B00BENr]0u0£3)0GF 71HSUS cmcclK3EG2PKU_cqlAdé 1F xuSgEVao_BISKERVINERUSnOGYFeg™,
3 "expires_in": 300,
a “rot-before-policy”: 9,
H "refresn exoires in": 1890. 1
ED  QFindandReplace B Console [ Runner E o
= Home Workspaces v Explore Q Search Postman [SRE T create Account - X
2 Working locally in Scratch Pad. Switch to a Workspace %
Scrateh Pad New mport ¢ gpp- OT3gp @ e RTigp e oo =T Jloger logi. > 4 e NoEmironm, - B
+ = == KybemetesNCSRD / flogout " . s =
Colactans

v KybemetesNCSRD

& > B3 Deprecated GET v likyme flageut
o GET 3gpp-menitoring-event read all
L = Params  Authorization Headers (6) Body Pre-request Script Tests Settings Cookies
<1 3gpp-menitoring-event read sub
Query Parame
N 3gpp-monitoring-event create
KEY VALUE DESCRIPTION == Bulk Edit
= 1 3gop-monitoring-event update
Mock Servers o£t 3gop-menitoring-event delete... K L
fogin
& Body Cookies Header Test Resuits € Suns2000K Tme8Sms Sz3048  SaveResponse v
Wonitors e flogout . Gookies s TR s e S e P
'D PA7cst MISUSE Pretty  Raw  Preview  Vistlze  JSON v ma
. > NEFEmu
o 1 Logged cut
> Netapp
> OpeniD Connect
B0 QFind and Replace [ Console ] Runner - ®
= Home Workspaces v Explore Q Search Postman - X
2 Working locally In Scratch Pad. Switch 10 a Workspace x
Serateh Pad New mpot ¢ @ g UTigp e | 0Elgp @ | GET o foge  mreamis C Kybe +ome v B
a + = MISUSE v e 7 B B
Gatections

v KybernetesNCSRD

> [ Deprecated PATCH ~

3gpp-monitoring-event read all

Body  Pre-request Script  Tests Cookies ¢/

Paramse  Authorizatio
€1 3gpp-monitoring-event read sub ——
Query Params

3gpp-monitoring-event create 6]
o KEY VALUE DESCRIPTION e BulkEdit
T 3gpp-monitoring-event update
3gpp-monitoring-event delete skip o
flogin imit 100
flogout . . .
ow1c: MISUSE
Body Cookies s (6] TestResults Status: 403 FORBIDDEM Time: 09 me Size: 3318 Save Response
> NEFEmu y ! @ "
> NetApp Pretty  Raw Preview Visualize JSON ~ mQ
> GpeniD Connect ) .
1 Desuthenticated due to misuse
Q Find and Reploce (3 Gonsole @ Runner e

Figure68. IQB Attempting misuse / malicious endpoint usage

Finally, a scenario to test callbacks wasup A subscription for UB&as createdrzia a Postman
request. When the UE changes cells, the callbacks server should receive a notifith&on.
overall process is depicted in the following Figues1.
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Figure70. IQB The UE connects to cell 10002

Figure71. IQB The callback for cell change is received
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