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EXECUTIVE SUMMARY

The objective of this deliverable is to present in detail the final prototypes and the two
integration rounds that have been followed for each of floeir Network Applications by the
three SMEs participating in the task.

Initially, the deliverable describes in detail the final prototypes of the Network Apps developed
within pillar of Efficiency irFactory of the Future Operatiorf§oF in the EVOLVERG context,
driven by Task 4.etMapperNetwork Application byCAFAnomaly Detection Network App

by ZORT, Industrial grade 5G connectivity Network App by ININ, and finally iSmgatibn
Network App by UMACSIC

Next, the two cycles of integration activities and use case testing that have been followed for
each ofthe three Network Applications, are described.

The first round of integrations has been carried out with the aim of ensuring seamless and
reliable communication between various components within the system, including Network
Apps, Vertical Apps (VApp), NEFAPIF and 5G network connectivity, on top of the cloud
infrastructure provided by the Athens and Malaga platforms. The connectivity of 5G with the
cloud infrastructure has been verified, specifically the connection between vApps and the 5G
network.

The purpose of the second integration round was to validate the-esges utilizing the final
components of EVOLVEG. On the one hand, NEF, CAPIF and the SDK had been enriched with
additional features. On the other hand, SMESs finalized their Network Apeshancing the3.0

version and using the last versions of NEF, CAPIF and SDK. This version 4.1 of the Network Apps
also exploited the validation pipeline before the integration test.

Finally, the Networks Apps were deployed in Kubernetes clusters in AdE8&@aAnd Malaga
UMApremises instead of using Docker containers running locally.

With the second round of integration tests, the Networks Apps of the pillar have reached their
final stage, interacting with the last versions of NEF and CAPIF througlsDke and
communicating with their respective vApp(s).

The three SME useases have also been validated and stggultshighlight the fact that the
Network Apps reached a mature enough state to be used by other SMEs through the Evolved
5G Marketplace.
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1 INTRODUCTION

1.1 PURPOSE OF THE DOCUMENT

The current report compgiments the final prototype of the three Network Apps, that have been
developed within the Factory of the Future Operations (Folgrpib support the innovative
interaction of employees anchachines and is driven by TasB.4lhe report provides details on

the development of the final prototype (version 4.1) in terms of technical architecture, features
anddependencies, whilalso utilisinghe final version of the tools (SDK, NEF, CAPIF) developed
within the EVOLVEBG framework. Moreover, the report contributes to the testing and
evaluation of the use cases, described in the previous deliverable of WP4 (D4.2), through the
integration activties that took place both in Malaga and Athens infrastructure focusing on the
iterative validation of 5G connectivity and communication between components (5G network
<¢> Network Applications-= Vertical Applications).

While the term NetApp was used the D4.2 document, the consortium decided in 2022 that
the term Network App will be used in the future in the EVOLVED 5G project.

1.2 SIrRUCTURE OF THE DOCUMENT

1 { SOUACONTENT GF THE PAARSOK2Sa 5n®dn | YR LINBaSyia

pillar goals, challeges and specificities.

1 { SO ARNAL BPROBOTYPE OF NETWORK APPLIGATIBNSE ONRA 6S&a GKS ¥

version of the FOF Network Apps (version 4.1). After a reminder of the Network App use
case(s), it describes the technical architecture, features and rtgrecies of each
Network App.

T { SO A ANJEGRATIGN ACTIVITIES AND-GASEE TESTISNG LINBaSyida GKS

integration rounds for usease testing performed during the project. The first reported
test was performed with intermediate versionsétwork Apps and components (NEF,
CAPIF and SDK) while the second test was performed with final versions of Network
Apps and all EVOLVEDB components.

1.3 TARGEAUDIENCE
The release of the deliverable is public, intending to expose the overall EVGDB/EIgystem
and Network Apps progress to a wide variety of research individuals and communities.

From specific to broader, different target audiences for D4.4 are identified as detailed below:

1 Project ConsortiumTo validate the fact that all FoFlail Network Apps have reached
their final state. One of the main gaas to document the technical evolution of these
Network Apps with respect to the initial vision and wsese.

9 Industry 4.0 and FoF (factories dfi¢ future) vertical groupsTo crystallise a common
understanding of technologies, and tools that were used for the development of the
Network Apps. Besides, it also demonstrates the final architecture and features a
Network App can reach. A noexhaustivelist of Industry 4.@elated groups is as
follows:

l'



0 Manufacturing industries (including both large and SMEs) and 1loT (Industrial
Internet of Things) technology providers.

o European, national, and regional manufacturing initiatives, including funding
programs, 5Grelated research projects, public bodies and policy makers.

0 Technology transfer organizations and marketake experts, researchers,
and individuals.

0 Standardisation Bodies and Op8&ource Communities.

o0 Industry 4.0 professionals and researcherdwiichnical knowledge and
expertise, who have an industrial professional background and work on
industry 4.0related areas.

0 Industry 4.0 Investors and business angels.

9 Other vertical industries and groupsTo seek impact on other 5&habled vertical
industries and groups in the long run. Indeed, all the architectural components of the
facility are designed to secure interoperability beyond vendor specific implementation
and across multiple domains. The same categorization as the above lmrtdmdustry
4.0 can be of application.

1 The scientific audience, general public and the funding EC Organisafiomtocument
the work performed and justify the effort reported for the relevant activities. The
scientific audience can also get an insighfinélized NetworkApps' processes, tools
and features.

2 QONTEXOFTHEHOFOPERATIONELAR

In the context of Factories of the Future, one of the most critical aspects where 5G technology
can bring significant enhancements is the convergence of Opegflechnology (OT) and
Information Technology (IT). This convergence aims to achieve a higher level of efficiency in the
overall FoF operations capacityome of he key technologies involved in this transformation
are big data and analytics, simulatiomidrnet-of-Things (IoT), cloud computingpmputer
vision AlandMachinelLearning. These technologies are seamlessly integrated with ctdtine
production processes, such as hybrid manufacturing, adaptive manufacturing, and smart
manufacturing equipmenand systems. The combination of these advanced technologies and
production methodologies empowers factories to operate at unprecedented levels of
productivity, flexibility, and intelligence, introducing a new era of innovation and
competitiveness

Howeve, alongside these promising advancements, there are also challenges to tackle. One
such challenge relates to I0T monitoring within the factory. As the number of interconnected
devices increases, ensuring smooth and secure communication between them kecorl.
Safety is another concern that demands attention. With advanced technologies and automation,
it's essential to maintain a safe working environment for both humans and machines.
Additionally, anomaly detection in the vast amount of data generégthese smart systems is
crucial. ldentifying irregular patterns or potential issug®ssential to prevent downtime and
optimize productiorefficiency.

In this prism, the EVOLVEBG project tackles the aforementioned challengegth the
development of specific Network Apps by the partners within the ikt as follows



P 56

1 loT and M2M based monitoring and digital twinning, with a platform ahgw
monitoring information from manufacturing machinery, sensors and actuators to be
cadlected and maintained modelled as digital replicas of the physical machinery (ININ).

1 Inaddition, the issue of anomaly detection in both OT and IT netesgknentsfor the
detection and mitigation of detected anomalies, exploiting sensory and monitoring
information coming from the 5G system as well as the machinery control and
managementZORY.

1 Safety of operations witin the factory environmenttackled by an Al based video
analyzer foffactory workerssafety (CAR).

1 Smart irrigation, the components athich are controlled using 5G communication.
(UMA)

MoreoverFoF pillar partners target threutomation through vertical applications (vApps) utilized
by endusers, along with Network Apps designed to facilitate the deployment of 5G
communication functionality

The numerous applications of llgIhdustrial l0T)is the I0T/M2M remote monitoring platform.
That platform is provided by ININ and is a cidnased management system for remote gateway
and sensor control. loT/M2Ndased remte monitoring platform benefits from the 5G
integration will be the following: extending capabilities of the l0T/M2M system components to
support automated deployment, components scaling and lifecynnagement, reduced
I0T/M2M system service deploymeritrte, extending capabilities of the I0T/M2M Gateway to
support operation with 5G NSA/SA capabilities and also extending the network performance
monitoring capabilities of the system to include Industry 4.0 network and applications metrics.

One differentapplication of lloT is th€AFAAI based videsafetyanalyzer forfactory workers
safety. CAK's Safety VideoLyzetetects whether or not Personal Protective Equipment (PPE) is
being worn byfactory workersand provides near real time a warning signakdily to the
control room when any element of PPE equipment is not being detected. 5G integration in
conjunction with distributing the image analysis to local processing near the user can reduce the
load on the network as only results from the image as@&lyare transmitted further in the
network.

' Yy20KSNIJ Sljdzr t & AYLRNIFYG L2¢Qa | LILX AOFGAZ2Y GAl
ZORENETThat is the Midriven anomaly system for industrial processes. This system provides

the means of detection and classification of network anomalies that influence industrial
performance, contribute to information leakage, and potentially breech multitemswiation.

Challenge®f FoFare mainly related to the aspects that Netwoblpps deployment requires

logical and welfunctioninginteroperablefunctionality by the 5G network provider. At the same

time, the NetworkApps deployment technology inevitatthas several shortcomings in the initial

period of the development of such functionalities, because the development is done in an agile

way.

It is important for customers (companies) that thember ofwork hours required for Network
Apps and vApps depfmentis of a reasonable size, so that the applications aredegloyed
due to excessive costShe prototypes and deployment processes of féoFapplications are
described below, which have been carried out with the aim of making them asfificéent as
possible.
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3 FINAIPROTOTYRENETWORKPPLICATIONS

The following sections present the final prototypes for the Network Apps within theiftaF;
describing both a use case description and an architecture overview for each af them

3.1 CAFAETMAPPEINETWORKPRICATION

3.1.1 Use case description

CAFANetMapperNetwork App employs computer vision software to detect whether or not
Personal Protectiv&Equipment (PPE) such safety helmet safety glasses are being worn by
employees and provides a near real time warning signal directly to the control room safety
officer when any element of PPE equipment is not being detedthd video from the factoris
collected using a CAFA AMR robot, a wheeled platform that carries stereo cameras that cover a
360-degree field of view around the robot. The robot has a 5G communicatiotem that
transmits the videos to the 5G MHE@sed CAFA S#yeVided.yzer vApp, wich is used to
analyze whether workers are wearing PisEdescribed ifrigurel below.

5G MEC

~
-
-...-

CAFA NetApp and
CAFA Safelyzer vApp

CAF AMR robot

1. Sends videofeed
from factory to
Safelyzer

2. Acts when it detects
a dangerous situation

Integrator

1. Configures NetApp

2. Evaluate NetApp results
3. Develops vApp

Factory safety Operator on site:
1. Configures the safety cases and
indicators in SafelLyzer vApp

2. Evaluate alerts sent by Safelyzer

Figurel High level Architecture of CAFA NetMapper Network App and vApp

The network speed and low latency are the crucial key elements ofinealCV applications.
Indeed, this reatime computer vision applications need to have a powerful computer near the
camera or in the local network to provide sufficient speed and latefihis would make the
whole system more expensive and more difficult to maintain its hardware and software,
especially if there are more than one camera points (for example, moving robots) in multiple
locations.

The high network speed and low latency58 networks allows running reime computer
vision applications close to the performance as if they run in local computer. The low latency is
crucial in directing moving robot in confined indoor environments to avoid its collision with
people,building $ructures and other equipment. The notification about the QoS loss allows the
VApp to stop the computer vision and send the signal to the robot to stop its movemecess



to 5G capabilities will allow using one central computer with fast connectionsiltiijphe camera
points.

3.1.2 Detailed Architecture

CAFAb S 62 NJ | INefMdpoeE Gréaya GBR (Guaranteed Bit Rate) discrete
automation subscription to the NEF Emulaitoorder toreceivenotificationsabout QoS (Quality

2F {SNIBAOSOL G2 bSaG!LIJIa Cfl ai &asSNIddswaidsitheSy RLI2 A Y |
YySaar3as G2 /1 c! [/ + Cctlal aSNBSNI G LRNI pnnn ¢
Safety VideoLyzeronducts its computer visiotask when (according to the gatate file)
QOS_GUARANTEED or quits the computer vision to prevent the unreliable results if
QOS_NOT_GUARANTEED. The Pythor files for starting the Flask server and writing the

QoS State message to file, and Wided_yzer applicatiomre located in the same directory. The
VideoLyzecomputer visionapplicationdetectswhether workers are wearing PR&g. safety

helmet). The detailed architecture of the NéWlapper NetworkApp is presented ifrigure2

below.

NEF Emulator
notifies Flask server about changes in QoS

CAFA CV CAFA NetMapper

QoS awareness Python program
receives QoS change notifications from the creates a QoS awareness subscription
CAFA NetMapper and writes the current to the NEF Emulator to make it send
state into file the notifications to the Flask server’s

# endpoint about the changes in QoS.

Flask server, port 5000

oS state file
Q # Flask server, port 5555

receives QoS change notifications from
the NEF Emulator and forwards them to
Python ArUco marker the CAFA CV's Flask server
detection program
detects the ArUco markers from the video
from the IP camera and calculates camera
coordinates if the QoS is guaranteed.

Otherwise it stops the detection A L RTSP server

to prevent unreliable results. streams out video edited

IP camera with detected markers
and camera coordinates

Figure2 Detailed architecture of the early versions of the CAFA NetMapper NetworfkoApp4.2

vApp CAFASafey Vided yzer

The vApp monitors 5G relate&fervice Levelgreement(SLA and notifiesNetMapperNetwork

App and eneliser i.e., Factory safety officéd SLA is not passing. It provides user interface (Ul)

for the occupational safety analysis resultsHdrsmal Protective EquipmentPPE helmet,

glasses etc. are missing). The vApp displays (Ul) 5G related KPIs (throughput, latency, MEC
resources). The vApp adaptse workload if updated resources are insufficie@amControl



(Client software for robot platform control) displays QoS info and allows remote operator to
reconfigure vVApp parametesich agemporarily pausing video streammong other options

Network App CAFANetMapper

The Netvork App receives 5G networkQoSinformation from the NEF Emulataand sends
instructions to vApp to switch to another mode of operation if necesgauy.,if 5G QoS is too
poor to transmit 4K video

The use case can be comprised of three steps:

1. Network App receives information about 5Getwork conditions by setting up
subscriptions with certain data throughput levels to be notified automatically as soon
as those criteria cannot be met.

2. Network App detects that required data throughput is not passing (based on the
automatic notification fom NEF Emulator) and notifies ender i.e., Factory safety
2FFAOSNI YR NRo2GQa NBY2GS 2LISNI 2N | &
operating modes to less demanding.

After some time, Network conditions improvéletwork App automatically recees
feedback from 5G infrastructure manager about restored data throughput conditions
and sends complementary instructions to VApp to resume operation at former léwels.
order to achieve the interaction with the NEF Emulator Metwork App opens a port

and listens for incoming asynchronous messages about 5G network conditions
(guaranteed datahroughput related messages) utilizing the AsSessionWithQoS API
Thissubscriptionbased communication prevents unnecessary back and forth messaging
in most use cases. Also, subscriptions can be canceled if network conditiopsoaye

and robot cannot perform its basic tasks anyway.

3. Finallythe Network App now register®tCAPIF taccessNEFThe whole Network App
is containerized through Dockand was deployed onM! Q& LINBYA aSa

Figure3 belowshows the architecture of the last kson of theCAFANetMapperNetwork App
and Safey Vided.yzer vApp

Components deployed in UMA Kubemetes cluster Deployed in extemnal laptop
——— P CAPIF semvices CAFA VideoLyzer (vApp)
Runs on Flask server at port 5000
Flask web e
NEF Emulator Flask web page
Onboards to CAPIFE Inputs from the web form:

P Sends notification messages to Network App - IP camera RTSP address

- lower and upper values of color hue of helmet to be detected

i - UE equipment network identifier (10.0.0.1)
- UE external ID (10001 @domain.com)
CAFA Network App - Network App address where the subscription request will be sent
Onboards to CAPIE - current vApp address where the Network App
Runs on Flask server at port 5555 will send QoS and Conn state messages

api.py endpoints:

“/subscribe_ue”: Receives subscription request from the fessagesiny &gv:t:téziwnl L=jeicol

vApp with the following input data:
vApp notification destination address, Lorn state fie
UE equipment network identifier,
UE external 1D,

Ll and creates subscription to the NEF emulator for the

qos_awareness and connection_monitor.

Python helmet detection program
The app detects the persons wearing or not
wearing helmet from the video from the IP camera
when the QoS Is guaranteed and with UE reachability.
Otherwise it stops the detection W prevent unreliable results.

“funsubscribe”: Receives unsubscription request from the
vApp and deletes all subscriptions with current Network App's 1D
from the NEF Emulator.

“Inefcallbacks™ Receives qos_awareness and
connection_monitor notification messages from the
NEF Emulator, extracts the status message from the IP camera

JSON and forwards them by type to the vApp's respective
endpoint.

(SN
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Figure3 Final architecture of the CAFA NetMapper Network App andySédiged yzer vApp

3.2 INDUSTRIABRADEBGCONNECTIVINETWORKPR.ICATION

L b LNetvark App (further Network Apmnables KPIs provided by NEF to be collected by the

5G loT System and saved for further analytics. It interacts with NEF APIs through CAPIF while
providing API endpoint for the vApp2 ¢ al yIF 3SYSy o bSi¢g2N] ! LILIQA
proactively monitor and configure the 5G data connection parameters to meet the SLA
requirements for critical sensors used in FoF.

The finalversion of Network App is marked as v4.1 and includes all dkperes for proper
communication with CAPIF v3.1.2, Evolved5G SDK v1.1 and NEF v2.2.2.

¢KS bSGE2N] ' LI Ad& AYLIXSYSYGSR Fa Iy AydS3aN
(Figured)s g KA OKSXZ | LI NI FNBY GKS bSGeg2N] ! LI AdasStT
device forwarding critical and besffort data, and providing certain 5G KPIs through its 5G KPI
Monitoring functionality), consists of the followirogilding blocks:

1 loT Management (provides centralized management of IoT Gateways),
T loT Collector (central storage for processing and storing data collected by loT Gateways),
91 loT Reporter (KPIs visualization).

The vApp is mainly focusing on two kegdtions.Firstly, it is primarily responsible for remotely
managing multiple loT Gateways, overseeing loT Management. Secondly, theofguts
industrial processelated data from sensors connected to these 0T Gateways, functioning as
an loT Collector. Additionally, the vApp also gathers specifieB@ed data/KPIs through the
measurement engine running on each of the connected latEvéays .This is further extended

by using the Network App that enables KPIs provided by NEF to be collected by the IoT System
and saved in the common database for further analytics. Common database is part of the loT
Collector as depictenh Figure4. Thus, the Network App interacts with NEF APIs while providing
API endpoint for the vApp (loT Management).
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loT Management

’ Network App

Fy 'y iy

loT Gateway Get comlg

Config

_

Authentication

Subscribe
Updates
: Put in DB
-

v

v v loT Collector " loT Reporter |

5G KPlto DB I TM

Sensor/Industrial data to DB

Legend: VApp ‘ Io ?‘:”;‘des Network App ‘ [ NEF ‘
\ ) \ ) J

Figure4 5G IoT System overview

The final prototypeof the Network App supports two available subscriptibased NEF APIs as
provided by the NEF:

- Monitoring Event API fdocation relatedKPIs collection and
- Session with QoS for the subscription to the slicehvaipecific QoS characteristics.

The 5G loT System benefits out of (R VEBG ecosystem by utiliziribe following:

1 Current 5G network status provided by NEF and integrated in the 5G loT System
environment.

1 Additional KPIs collected from NEF for delegvn analytics and anomalies detection.

1 Influencing traffic patterns on the UE (5G loT Gateway) by subscribing to QoS assured
sessions.

3.2.1 Use case description

bSGg2N] ! LILJ aSNWAY3I |y aGaLYyRdzAGNRAFE 3INFRS pD O:
{['"x{[{ Y2yAd2NRAyYy3 OFLIOAtAGASAE dzaS OlFasS A& L
specific IoT and M2M devices used in Factories of the Future (FOF) applications that require a

stable communication environment described by certain QoS paramsteris as bandwidth,

latency, error rate, etc. It is assumed the above mentioned IoT and M2M devices have no 5G
capabilities and are therefore physically connected to the IoT Gateway (i.e., part of 5G IoT

System¢ see Fig. 4) which provides 5G connectivdy them. It is also assumed that FoF

network, to which loT Gateway is connected to, is a-Rablic 5G Network (NPN).

A possible solution to the challenge described above is the Network App which enhances the loT
monitoring process by enabling eitio-end network performance monitoring based on

8
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automated collection of various radio, network, and cloud related performanedrics.
Through the Network App, basic network and service level agreements (SLA/SLS) and service
monitoring features of the 5G loT System can be enhanced by utilising NEF APIs to collect
additional 5G network related Key Performance Indicators (KPIs)e $bthe KPIs, gathered

either by 5G loT System or through NEF, can be further used as metrics to trigger slice
reconfiguration if the application requirements are not met. The presented solution is optimized
for FoF environments with strict requirementsorf collecting, analyzing, and
representing/visualizing data captured by various sensors playing essential role for the industry
process.

In a realworld environment, including FoF NPN 5G, there are typically various heterogeneous
sensors and other devicesnnected to the network. As previously mentioned, certain (critical)
sensors require specific QoS conditions (e.g., bandwidth, latency, etc. as defined by SLA/SLS) to
operate properly, while for other sensors and devices, {edfirt conditions are suffient.
FaSR 2y GKS fFGGSNI LINBYAaSs (GKS bSdg2N] ! LILIQ:Z
configure the 5G data connection parameters so as to meet the SLA requirements for critical
sensors. Therefore, the Network App retrieves available monitosagvice parameters
collected by 5G loT System and by NEF, and, whenever necessary, execotdgjrgation of
the system with new optimal parameters to try to achieve the expected SLA.

A simple example of the above would be a scenario with two-5GnbT devices (a sensor
collecting industrial process related dataritical data, and a surveillance video camelsest

effort data) connected to an 0T Gateway which provides them with 5G connection. As long as
there is no excessive background traffic &idA requirements are met, no action is required.
Suddenly, background traffic increases significantly, causing QoS parameters of the 5G data
connection established by the 0T Gateway to deteriorate. Based on the comparison of the SLA
requirements and thactual status of the data connection (i.e., SLA not achievable based on the
5G QoS monitoring data received from both NEF and IoT system), the Network App requests the
IoT Gateway to suspend the forwarding of the best effort traffic generated by the Banosi
GARS2 OF YSNI = G(GKdza F2NBIFNRAYy3I aSyaz2zNEQ GNFXFFAO
the Network App requests the 0T Gateway to resume forwarding best effort traffic.

3.2.2 Detailed Architecture

The Network App, including vApp buildingdis, has been initially deployed within the ron
public 5G network of Internet Institute. As in the time of writing the deliverable, the Network
App is in the prototype phase, the verification and testing of the-erdnd scenario has been
partially perbrmed manually.

Figure5 below depicts the sequence diagram for the building blocks comprising the overall

system. In the first step (1), the Network App starts and obtains validated NEF token, which is

further used for other communication purposes, e.g., registration andedgstration to NEF

API. In the second step (2), the user is required to configure NEF ARiepans for the 10T

Gateway (UE) selected. IoT Management Ul (part of vApp) is useahfiigurationpurposes. In

the third step (3), the NetApp registers to the UE and subscribes to the NEF API. Then (4), loT
Gateway is ready to forward both traffic geaéed by critical sensor (critical traffic) and traffic

generated by the surveillance video camera (b=féort traffic) to the 10T Collector. In the fifth

a0SL) 6pvs AYONBFraSR o0l O13INRBdzyR GNIFFAO Aada &AY
message receed by the Network App, which,-irn, passes the info to the l1oT Management

9
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in order to request 0T Gateway (UE) to suspend forwarding-diéstt traffic, while keeping

F2NBI NRAYy3I ONRGAOFE GNIXYFFAOD® ! FGSNI 0Qo®] INR dzy R
D!'w! b¢995¢ YSaalraS Aa NBOSAOSR o0& G(GKS bSis2N]
management and finally 10T Gateway (UE) is requested to resume forwardingffaestraffic.

By this stage, the functional test cycle is over.

loT Management Ul Network App NEF API
7 AUTH =T
5G NEF PARMS and API ("on") B = TOKEN -
._@ > REGISTER <
P 201 OK
Build Request
loT Gateway
SUBSCRIBTIONS APls
T —3

YyYvy

I GET CONFIG
E——
CONEIG UPDATES (LOC, QoS, CONN)

I'YY Y

NOTIFIY (e.g. QoS)

I

| GETSTATUS _ '«
__GETSTATUS

: STATUS

1

! SR loT Collector

| (4) DATA (sensor + camera) POST JSON .
I 4 I
I 1
NOJ QoS NOT GUARANTEED = DATA (sensor) > '
1 1
1 1
0 QoS GUARANTEED = DATA (sensor + camera) :
1

1 1

Figure5 Sequence diagram of ININ Network App test and validation cycle

3.2.3 Additional dependencies

For EvolveébG adoption and successful Network App deployment, some extensions for the 5G
loT System have been done. loT management, which is piyrmasponsible for centralized
management of IoT Gateways now supports extensions for NEF:

1 NEF registration,
T NEF QoS subscriptions,
I database adjustments and analytics improvement.

Database adjustments and extensions for NEF have been done also at kxfo€olvhich
primarily collects data from sensor and KPIs provided by the engine running on itself.

Network App can be deployed anywhere as a container image, it requires connectivity to the
NEF and must have bidirectional communication allowed with vApgr tHHTTPS, which
temporarily runs in ININ private cloud, but can be otherwise deployed anywhere.

Figure6 below describesrafana basetbT Management and loT Reporter

10



MON Agent Management ~ & Accounts~ B Agents~ @ Work Orders~ .l Real-time Dashboard Switchuser~ & Logout

Manage agents

Home
Filter No customer filter «|[ No category fitter © mHideinactive Basic view | Matrix view | Map view
Customer and
Id  Lastseen Agent info controller Work order Settings Special
3 GUID: Customer: 1 - ININ 5 - EVOLVED5G-PING / Edit  Hide
Name: Controller: 1~ ININ [#Assign other] Reboot
Shortalias:  3fac? {#Change] 4 Open work order] Reset
Description:  ININ Cloud APN
Category: Lastcycle: 65
Client version: 5.0.74-ibase
IShortest  Avg  Longest |
Sidecar: Not connected oe as5s 25
Public IP: 192.168.203.14 | Local IP: 192.168.202.76 CPU MEM
MAC: fa:16:3e:15:2a:89 100% 15.9%
Ingress Mbps: 0 | Egress Mbps: 0 = Compartecy wihblael S0 deye
Uptime (s): 18720616 DISK
APN: -
100%

Reboot stats:  soft: 0| hard: 1| manual: 11
OS version: Ubuntu 18.04

Python version: 2.7.17

HW serial:

NEF status:
5G QoS Status: Q0S_GUARANTEED
5G Cell ID: AAAAA1001
5G gNB: AAAAAT
5G Conn Lost Reason: UE detection timer
expires
5G Conn Reachability Type: Unknown

Figure6 IoT Management and loT Reporter (Grafana)

Figure7 below depicts5G loT Gateway is X86 Industrial Based computer with Sierra Wireless
EM9191 modem (based on Qualcomm SD55). It requires 200V power supply and provisioned
SIM card and APN setgjs.

Figure7LbLb Q& pD L2¢ DI (S é-hrade BG, iatéyRatedSerreWireless BMRIOA ntotiein larid
L b L bHodse deweloped M2 board
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3.3 UMASVARTIRRIGATIODNGAGRICULTURETWORKRPR.ICATION

3.3.1 Use case description

The smart irrigation use case consisfghe deployment within the fields of a large number of
sensors capable of measuring several parameters of interest, such as Vapor Pressure Deficit
(VPD) or Frequency Domain Reflectometry (FDR), being quite useful to monitor the state of the
field. These and dditional parameters can be used for the creation of optimized irrigation
schedules, in order to waste the least amount of water resources. At a later stage, this use case
canbe extended with the inclusion of a multispectral camera to provide an estiofdtee yield

that can be generated.

The use case has some limitations that hinder its actual development. The main ones are access
to electricity and coverage. This implies the study of advanced wireless solutions that make
efficient use of energy resourseso that deployment is sustainable over a long period of time
without human intervention.

In this stage of the use case implementation, we can already identify two main benefits derived
from the use of 5G connectivity:

1 Sensors do not need to be poenfigured with information about the location where
they will be deployed. This greatly reduces the complexity when preparing the terrain,
and also allows immediate reuse of the sensors in another location when needed.

1 Sincethe location information is taken from the network, sensors do not need to make
use of GPS signals, which reduces both the energy consumption and the cost per sensor.

3.3.2 Detailed Architecture

The architecture currently deployed in the field is showifrigure8. Starting from left to right,
there are sensors that obtain measurements from the terrain and send them tdNéteork

App using a 5G connection. The Wetk App then leverages the capabilities of the NEF emulator
to obtain information about the specific cell through which the data was transmitted. This data
is used to supplement the information received with details about the location where the
measurements wee taken andis stored in a centralized database. Tpp is responsible for
requesting data from thé&etwork App and representing them graphically, facilitating decision
making for optimized irrigation.

12
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Figure8 Smart Irrigation use case architecture

3.4 ANOMALYDETECTIONETWORKPR.ICATION

3.4.1 Use case description

Anomaly Detection in the network context is vital to the management of the network
infrastructure and services health during operations. Moreover, in the industrial network
context and with the emergence of 5G for NBablic Networks, it is expected to kan
indispensable component of future deployments. However, the current integration with the
specific to 5G core events and monitoring is in its infancy adopting in most of the applications
proprietary or intrusive methods for retrieving 5G network inforioatto detect anomalies. The
EVOLVEBG network anomaly detection application is based on concepts originally applied to
wireless and wired networks that demand the deployment of the application within the
protected/monitored network domain. Theise case of such an applicatiorinvolves the
following basic functional components:

1 Monitoring components Components that allow ingestion of monitoring information
from various locations of the infrastructure

1 Policy component The component that allows the introdiien of user and network
attributes as well as associated policies

1 Detection and mitigation componentsComponents that would be able to detect an
anomaly that would disrupt normal operations of the infrastructure and perform
mitigation actions.

1 Visualizaton and Management components Components that offer dashboard
capabilities for management of the operation of the application as well as immediate
monitoring of the current situation.

By approaching the anomaly detection for 5G deployments in Industryséttiihg via the
EVOLVEDSG framework a network application that integrates all théasic functional

13



components mentioned abovand at the same timeproviding a complete solution for safe
industrial operationshas beerdeveloped.

To showcase th&unctionalities of such a network application, a snrsaiale factory production
line was created, programmed to perform a sequence that simulates a factory operation which

requires the coordination of multiple devices to perform a task. The ssnalk prauction line
consists of the following devices:

1 Robot Arm ARaspberryR with an embedded robot armas shown irFigure9 below.

Figure9 Robot Arm Raspberry Pi

1 Industrial Belt: LEGO ev3 robot is modified as a sreallle industrial belshown in
FigurelObelow.

FigurelOLego Ev3 Industrial Belt

1 Camera ControllerA RaspberryP with a camera moduléshown inFigurell below).

14
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Figurell RaspberryiCamera module

All components are running custom socket servers to achieve their coordination via the network.
The whole setup idepicted bellowin Figurel2.

Figurel2 Footage of the sma#cale production line simulation

15



The smalkcale production line perfornthie sequence described by the diagramFigurel3
bellow.

Ram!u?\ E Aea Capture frames
-

Object Detection
1

e

[Object detected]

stop belt |

1
1
1
1
1
: belt is stopped

Begin sequence for product extraction

Product extracted

t
1
M
t
1

start belt
belt started

[Object not detected]
Do nothing :

—— = =]
L

Figurel3 Flow Diagram of Production Line sequence

The operation starts with the belt at running state and the camera controller capturing video
frames ona specific area of the belt. When an object is detected by the camera the controller

instructs the following:

1 Stop the belt and wait confirmation that the belts®pped.
1 Instruct the robot arm to extract the object and wait for confirmation that the abje

extracted.
9 Start the belt until another object is detected by themera.

The described sequence can be seen in action at the consequent frames below. The final frame
shows the object extraction from the robot arm:

Figurel4 Frames of sequence
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%2 NI Sy S Qhpp darS pravileNd the enduser a holistic view ofts monitored
infrastructureandensureghe safety of the operatioby using the policy enforcemeand auto
mitigation functionality. The user carcreate mlicies regardingvhich deviceis considered
critical for the operatiorin terms of QoSIf one of the criticatlevices has not guaranteed QoS
the mitigation action is triggered to halt the operatianil the QoS is guaranteed. Aftdre QoS
of the critical devices iguaranteedthe operation is resumedlhe end-user's viewis provided
belowFigurel5viaascreenshot of the Vertical Application

Anomaly Detection Vertical Application

NEF Subscription Currently Monitoring Qos Policies

Crote Camer Controller v camern_contler Fubot_mm cdusirial_befl

RAM Usage ap NE sing Network 1/0

Figurel5 Vertical Application Overview

Each component of the dashboard is enumerated and presenteayurel6 below.

Figurel6 Dashboard Components
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%2 NI Sy S (i @pbdepl§entsédlience is following:

T

1. NEF Subscriptio:he user can create a subscripti@myuest to NEF by pressing this
button

2. Currently Monitoring: Theuser can choose which device to monitor on demand by
selecting this dropdown menWiewsno4, no5 andno6 will change accordingly.

3. QoS PaliciesThe user caspecify which devices are considered critical for the
operation.

4. RAM & CPU usageSauges of the ram ardPUusages of the currently monitored
device.

5. NEF QoS MonitoringNEF callbacks for the currently monitored device

6. Network I/O:Network 1/0 metrics for the currently monitored device

7. Alerts and Operation statug event: displayshe QoS of the critical devices defined
by the policies.

8. Alerts and Operation stals ¢ status: displayshe statusof the operation (Stopped
or Running)

Finally, an example of a view with enforced policies and alerts is proiridédurel? below.
The status of the operation is stopped because the critical devices do not have a guaranteed

QoS

Anomaly Detection Vertical Application

Figurel7 Aview with enforced policies and alerts

3.4.2 Detailed Architecture

B2NI Sy SiQa | yNetwork App fdidvs tBedsiardalghepproach,and it resides
between the 5G Network (CAPIF and NEF) and the Vertical Application which is the interface
that the enduser interacts with The overall architecturef the Network App and the
interactions among thés depictedn the Figurel8 below.

A LA = u
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The network application consists of thrBecker containers

1 Grafana This is a dockerized version @fafanathat provides the capabilityo serve
dedicated dashboardssrafana service has 2 intacesas depicted
1. Iface- Serve dashboardghis interface is used by the®pp to access the
dashboards
2. Ifacec Populate dashboards: grafanacommunicates via this interface with
the influxdb container to fetch redime data and populate the visualization
dashboards
1 Influxdb: Infuxdb as a timeseries database allows the network application to collect and
store real time metrics from the monitred infrastructure Influxdb has 4 interfaces as
described below:
1. Iface - Populate dashboardsas described above the communication with
grafana is achieved via thigerface
2. Iface ¢ Push metrics to influx &Apply mitigation action this interface is
RSRAOIFIGSR F2NJ 6KS 0O2YYdzyAOlI A2y 0SGsSSy
service and the monitored infrastructuréhe devices use thisterface to push
real time metrics such as CPU, RAM usamss Network 1/O.Finally, this
interface is also used to notify the monitored infrastructufer a mitigation
action, in our use case the mitigation action is to halt the operation.
3. Ifacec Alerts: ThevApp receives alerts through this interface.
4. Ifacec Push to influx:This interface is useddm the network application baek
endtopushNEEY dzf | 62 NR& v2{ YSGINARO& (2 AyTftdzERG
1 App-backend:This containelis a basic python image container whiembeds hree
different functionalitiesand their communication interfaceShe core component of
this container is the python flask server which takes carecttramunication between
NEF and theApp:
1. Sqlite/ Iface-Policy enforcenent: This functionality and its interface is used by
the vApp where the enduser can enforce a QoS related policy about the
monitored infrastructure.
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2. Flaskserver. this functionality is responsible for the registration of the network
application with CAPIF using the evolv&dSDK as depicted with tliace-
registration. The enduser can create a NEF subscription from tAgp using
the iface-Create subscriptionFinally,the iface-Nef gos metricsis used by NEF
to send its Q&callback after the subscription is created.

3. Influx-client: this is used to push EF Q& metricscallbacks to influxdio be
visualized from thezApp dashboard.

3.4.3 Additional dependencies
¥%2 NI SNétvarkppas a containerized applicatiananages tdntegrate influxdb, Sylite,
Grafana and® (i K 2 y Q & crdafe larsietity depfoiRable stacks shown irFigure19 below.

ﬂ@ljm P %‘\El“k

IS Grafana

p) influxdb

docker

Figurel9 Zortenet Network Application Technologies Stack

20



56

4 INTEGRATIORCTIVITIEENDUSECASETESTING

4.1 PURPOSE OF TIREEGRATIONEST$1S"ROUND

The first round of integratiomcarried out by Fopartnersspanned the periodrom April 2022

to April 2023with the aim of connecting Network App, VApp, NEF, CAPIF and 5G network and

cloud infrastructure.

In the initial phase aihtegration, the following components were utilized:

1 Network Applications ¥ and v2

1 NEFReleases up twv1.6.2
1 CAPIkeleases up tw2
1 SDkeleases up tw0.8.7.

The primary objective of these integratiomsas to verify the connectivitybetween specific

Network Application, vApp and locaGnetwork and either Demokritos' or UMA's 5G network

Amongthe Network Apps that are involved in the specifisk, CAFA¢ S O&@iaa ! Qa

have been tested ontop df a ! Q& A y T WhilélNINamDZORNNE®Eve been tested

using Athend&NCSRIhfrastructure.

4.2 TOPOLOGY AND SETUP

4.2.1 CAFANetMapperNetwork Apication

Ol aSa

The achitecturereflectingthe CAFA Network Appitial tests in April 2022 at UMA is described

in Figure20 below.

CAFA drone
streams 4K
video feed to
UMA server
based vApp
Safelyzer

Malaga Univ.
server

video analyzer

Safelyzer
-4K Video

CRFA Robot/Drone Operator on

site:

1. Create a mission for Robot/Drone
2. Monitor the 4K videofeed

3. Take over the control if neccessary

Figure20 Architecture of the CAFA Network App tests in 2022 at UMA
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CAFAb S 62 NJ | INefMdpgeE G ACPNYB GBR dGuaranteed Bit Rate) discrete
automation subscription to the NEF Emulatoorder to receivenotifications about QoS (Quality

2F {SNIBAOSOL (G2 bSG! LA Cfl a1l ASNBSNDa SyRLRAYI

Then the Flask servéorwards the message to CAFA CV Flask server at port 5000 which changes
the qos_state.txt file.

¢KS @' L& { I FSGeé compueS/BipndabkSvNen @& gfdind0 theiqosisiata
file) QOS_GUARANTEED or quits the computer vision to prewestiable results if
QOS_NOT_GUARANTEED.

The Python fileg one for starting the Flask server and writing the QoS State message to file,
and the VideoLyzer applicatioare inthe same directory. The VideoLyzer computer vision
application detectswhether workers are wearing PPE.d., safety helmet). The detailed
architecture of the NetMapper Network App is presentecguchapter 3.1.

4.2.2 Industrial Grade 5G Connectivitfetwork Apflication
Thetopologyof the overall setugonsists of multiple interconnectecbmponents asisted on
Tabk 1 andthe interaction amonghese components isepresentedin Figure21

Tabk 1 below depictsikt of building blocks/components involved in the integration, including
NBALISOGABS O02YLRYSyiliaQ 26ySNkRSOSt 2LISNI yIYS
topology.

Tabk 1 List of building blocks/components involved in IREN Et Round integration

Building block Owner/developer Location of SF or HW

loT Gateway ININ NCSR Demokritos testbed

IoT Management ININ ININ private cloud

loTCollector ININ ININ private cloud

Network App ININ NCSR Demokritos private clouc
5G SA Network NCSR Demokritos NCSR Demokritos testbed
NEF NCSR Demokritos NCSR Demokritos private clouc
CAPIF NCSR Demokritos NCSR Demokritos private clouc

Figure21 below depicts data flow during ININ Network Agbraund of deployment.

22

by



Industrial loT Non-5G
5G Gateway SB'::DE

Network App

{Demokritos cloud)

5G SA
Network

(Demokritos testbed)

Public
Internet

Management
(ININ cloud)

Public
Internet

N

aca

Evolved 5G

(Demokritos cloud)

Collector

(ININ cloud)

Figure21 Data flow diagram during ININ Network App tstind of deployment

The complete process of integration testing can be described and confirmie following
sequencesteps:

1. IoT GW is connected to 5G network at NCSR Demokritos testbed. Provisioned SIM card
with appropriate APN settings was used dstablished 5G connectivitythis step is

depicted inFigure22, Figure23 and Figure24 below.

) OVERVIEW

| MOBILE CONNECTION
| FIREWALL & NAT

PLATFORM INFO

| DEVICE HOSTNAME
| DEVICE VENDOR

| DEVICE MODEL

[ pevice upTive

| DEVicE cPu

| DEVICE MEMORY

| DEVICE DIsk

| DEVICE INPUT VOLTAGE
| MODEM FIRMWARE
| MODEM VENDOR

| MODEM MODEL

| ops sTaTUS

| aPsFix

et
NSTITUTE

£ SETTINGS

| Connected: 5G

© Online: 1 hour, 44min

& Total MB received: 477.43
& Total MB sent: 313.92

las Industrial loT Gateway

% DIAGNOSTICS 5% DEBUG 2 STATISTICS # MONITORING B¢ loT | C' REFRESH T

[ NETWORK INFO “" MOBILE
LAN -
(MTU: 1500)

WAN -
(MTU: 1500)

MOBILE RRC STATE
MOBILE PS STATE

EE N T
5G Cell ID AAAAA1003

5G gNB AAAAAT

VPN -

Linux-5.11.0-051100-generic-
x86_64-with-Ubuntu-18.04-
bionic

EBM-TGLS(BTGLSO00N)
| 2d17ha3min7s

22.7%

11.499V

03.09.14.00_GENERIC

5G Conn Lost Reason UE detection timer expires

2 DNS SERVER
DNS 1
DNS 2

5G Conn Reachabilty Type

| Siera Wireless, Incorporated

Sierra Wireless EM9191
On

National Center for Scientific Research Demokritos, Natpxipxou
T'pnyopiov, Toakc, Agia Paraskevi, Municipality of Agia Paraskevi,
Regional Unit of North Athens, Altica, 153 41, Greece

DEVICE MONITORING
DS IPS

Figure22 UE (loT GW) main dashboard with 5G NEF support
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0 OVERVIEW @ SETTINGS

# GENERAL

Hash

3fac7fc2fBBee279afcl055c667 e
7933b32dd4

Cloud Management Address

evolved5g-mn.qmon.eu

Watchdog
8 enable

Connectivity check IP addresses

1111, 8888

Z APPLY AND REBOOT

‘A" MOBILE

Operator

3¢ DIAGNOSTICS

3% DEBUG

& LAN

Static configuration

IP Address

192.168.100.1

Subnet mask

255.255.255.0

DNS servers
¥ automatic

Hostname

avalueib

DHCP client
B enable

& APPLY AND REBOOT

|22 STATISTICS

# MONITORING iZ LOGS

‘A SERVICES
@ Secure Remote Access
. Radio Monitoring
. Device Monitoring
‘ DPI
@ Portainer
@ 'ps/es
. Location (GNSS)
@ OCrafana
@ Prometheus
. Node Exporter

@ aMON Exporter

W loT P CAMERAOFFICE | C REFRESH

& DEVICE

APl

VERSION

Version API: v4

Version WEB: v4

Version Agent: 5.0.77-ibase

gMON Ul tag:
gmonprivate/gmon:qmon-local-ui
gMON API tag: gmon-local-api:latest

Change password

Old password
old password

New password

new password

Verify password

verify password

Figure23UE (loT GW) settings view with unique hash and loT Managdufant

2. 1oT GW has established a connection to IoT Management and loT Collector over 5G
network. A secure VPN connection was formed to provide connectivity between ININ

°?§oomarisoﬁ‘

5G SA

Figure245G SA Network station at NCSR Demokritos

and NSCRemokritos cloudss shown irFigure25 below.

24



Qﬁ‘ 56 D4.5 EFFICIENGN FOF OPERATIORA Number 101016608

@ Admin X  ® gMON IoT Gateway x| +
< Cc O A Not Secure | evolved5g-mn.gmon.eu/agent/agent_list
Development site
rMION Agent Management A Accounts ~ 8 Agents~ [E Work Orders~ all Real-time Dashboard ~

Manage agents

Home / Manage agents

Filter No customer filter ~ || No category filter ~ Hide inactive Detailed view | Matrix view
Id Last seen Unique ID (GUID) Alias Name  Description Category
3 3fac7fc2f88ee279afcf05 fac?
1
4 2bd1dd1e71adf153116¢ 2bd1d
5 eedelbae1dc1283643f5 eedel

Figure251oT Management with observed loT Gateway (hash unique)

3. loT Managemensubscribes (based on SLA/Qo0S requirements) loT GW for receiving
events notifications through Network Ags shown irFigure26 and Figure27 below.

Edit agent

| Agent alias: 3fac7 | Numerical ID: 3 | Full agent GUID: 3fac7fc2f88ee279afcf055¢667ffe7933b32dd4

Home / Manage agents / Edit agent

Agent ID 3

Agent GUID (hash) I 3fac7fc2{88ee279afcf055c667ffe7933b32dd4 I

Created on 2021-10-27 16:06:31

Agent call sign (alias) 3fac7
Agent name Name

Agent description ININ Cloud

Agent External Id I10003@domain.com |

Figure26 UE (IoT GW) must be preconfigured with unique idengfiexternal 1D for NEF

25



aill 56

5G NEF API Support

Enable
QoS 5Ql reference 82 QoS 5Ql reference
QoS monitoring parameter UPLINK « Select desired QoS monitoring parameter
QoS monitering threshold 5 QoS moenitoring threshold

Figure27 Enabling 5G NEF events pHt through IoT Management

4. Network App was successfully deployed. It authenticates and immediately starts
receiving notifications from NEES shown irFigure28 below.

15:4 = - DEBUG - rMON Collector - Init thread
15:4 - - DEBUG - MN Notify - Init thread
15:47:0 = - DEBUG - MN Notify - Processing queue

15:47:0 = - DEBUG - rMON Collector - Processing queue
- DEBUG - NetAp r start
- DEBUG - NetAp p onnections ...
- DEBUG - NetApp Enpoints Connections OK!

Figure28 Network App was launched successfully

Network App notifies loT Management on events in 5G Netwaiknulated by the NEF
emulator (e.g., Locatiodata, QoS data). IoT Management reports status to loTaGW
shown inFigure29 below.

& map x +
< C (0 A NotSecure | hitps://192.168.202.35:4443/map
NEF &
Dashboard
Map
EMULATOR
+ Y
- 5y L
© Map | .\Q o o . —
7 S o <o
o = o8 o
o &
Export 1 E o ®ﬁ |
s,
%0, Qa 4 A
7 .
Import J *Q'o . | ues X
S S ), location: [37.997826,23.819188)
& e° 7 | 8 AAAAT004 y
API TOOLS g £ | [Extemalidentier: 10003@domain.com
& )
: SO0 e @
=) Swagger Ul Nll‘“o)\‘\bg ‘o

ReDoc

Figure29 Observed UE in NEF emulator
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5.

Figure30 Screenshoot of the network conditions, i.e., QoS, monitoring shows both of the two options possible (QoS
Guaranteed vs. QoS Not Guaranteed)

loT GW takes action (starts or stops transmitting BE data) based on actual 5G network

conditions. NorbG based devicdg.g., camera) will beestricted fromtransmitting BE

traffic if the QoS is not guaranteed shown irFigure30 below.

ECT R

5G NEF

5G QoS Status QoS Guaranteed

A o0

Figure31 below depictssurveillance videecamerag a sample of best effort traffic generator
used in the respective use case

Figure31 Surveillance videoamera

6. Network Aop puts results to 0T Collector databaseshown irFigure32 below.
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Figure3210T Collector database storing Network App results

4.2.3 Smart Irrigation 5G AgricultuMetwork Apftication
The following steps havieeen deployednanually outside of Kubernetds Openstackusing
Docker containers on RClocally.

The Network App is a Docker container, which uses Flask. Flask is a Python framework that
allows to create a REST API. The endpdirat make up the APl make it possible to obtain data
from the sensors that are positioned on the ground. These data are storedPostgreSQL
database that will be managed by t&&®L Alchemijbrary. The data is then used in thapp to

make an optimal decision.

The code of the Netork App can be seen in the

https://github.com/EVOLVEBG/UmaCsicBtApp/tree/evolved5g

following repository:

Going deeper into the technical part, the first thing to do is launch the CAPIF containers. When
all CAPIF services are ushswnin Figure33, the NEF containers are lifted. The NEF dashboard
is logged in so that the scenario can be imported.

v'Network services_default
v/Container services-logs-1
v/Container services-capif-routing-info-1
“Container services-api-invocation-logs-1

‘Container
Container
‘Container
Container

v/Container
vContainer

Container
/Container

v/Container
v/Container
v/Container

+Contaiper

services-easy-rsa-1
services-redis-1

services—-mongo-1
services-mongo-express-1
services-service-apis-1
services-published-apis-1
services—-capif-events-1
services—-nginx-1
services—api-provider-management-1
services—-api-invoker-management-1
services—jwtauth-1
services-capif-securitv-1

xx% ALL Capif services are running **|
Figure33 CAPIF services running

When the CAPIF and NEF containers are lifted as shokigure34 and Figure35, proceed to
lift those of theNetwork App. If everything went well, the result obtained is showFigure36.
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https://github.com/EVOLVED-5G/UmaCsicNetApp/tree/evolved5g

Running (15/15)

Running
ecf2c613ee10

Running
d31bebc7549a

Running

b81d02289674

Running
15d7120a54¢c3

Running
cdcba2bd2d2d

Running
605822907858

Running
a2e1a5d6a883

Running
76529c995bae

Running
d790afb8d1c3

Runnin
62ca98caa2?9 9

Running
319897fec073

Running
e47529023ef

Running

€3d9dc110333

Figure34 CAPIF containers up

Running (4/4)

Runni
flche75776e6 unning

Runni
eclBel92edfe o

Runni
f12962a2abld od

Running
23220¢3e107e

Figure35NEF containers up

r postgres_container
stapp
Attaching to netapp, postgres_container

PostgreSQL Database directory appears to contain a database; Skipping initiali io

2023-06-62 11:07:24.141 UTC [1] LOG: starting PostgreSQL 15.3 (Debian 15.3-1.pgdgl16+1) on x86_64-pc-linux-gnu, com
piled by gcc (Debian 10 .2.1 20210110, 64-bit
€ or 4.141 UTC [1] LOG listening on IPvd addr .0.0.8", port 5433
141 UTC [1] LOG: listening on IPv6 add 3
4 UTC [1] LOG: 1listening Jnix r/xu stgre s.PGSQL.5433"
UTC [29] LOG: database sy m a :53:04 UTC
d

arning: urllib3 (1.26.16) or ch

et normalizer ({}) doesn't match a supported "
Your netApp has been successfully registered and onboarded to the CAPIF server.You can now start using the evolvedSG|

Figure36 NetApp linked to CAPIF and NEF

A cell is created in thHetwork App by means of a POST request dsgare 37. The cell will
receive data from sensors located in the field through a 5G network.

response = post(“http:

print(response.content)

Fgure37 POST request to create the cell

With the idea of representing the data obtained graphically, a vApp is created. The deployment
mechanism is the same as the previous ones, through containers.
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4.2.4 Anomaly DetectioiNetwork Apfication
In the cloud infrastructure of NCSRIpenstack thalepictedtopologyand setupwasfollowed
as shown irFigure38 Figure39 below.

‘

‘ I
: 1
| NEF | carF openstack
! . p ‘
1 \\ !
! N :
1 NETWORK |
l APP ‘

‘
1 ] :

%ﬁ. P‘:MOK?_ os | VEN
: @
VERTICAL —ORTENET
APP

Figure38 1st Round of Integration Topology

The creation othree separate VM was requirexs show irFigure39 below.

Project
ect | Compute

Instances

Instances nstance 1D = = Fiter | &
Status Availability Zone  Task  Power State Actions
None  Running

None  Running

Identity

Figure39 Deployment on NCSRD premises

Deployment of CAPIE shown irFigure40 below.

Figure40 Deployment of CAPIF

Deployment of NEIS shown irFigure41 below.

Figure41 Deployment of NEF

Deployment of Zortenet Network Applicatiasmshown irFigure42 below.
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Figure42 Deployment of Zortenet Network Application

4.3 RESULTS ANIAKEAWAYS

4.3.1 CAFA Network AfipationNetMapper

CAFArechteamset up a drone with the same equipment on board as tAEARobot (Quectel
5G NSA and SA modem + 4K camerasinplify logistics, the AFA robot was not transported
to UMA this time.The SIM card was provided by UMA and added to the Quectel modlem.
connection was established with UMA N&and n78)using a Quectel drone modem. The
drone's onboard computer was aessible via the Internefcontrolled using TeamViewer
application).The drone is on aGNSA network and streams video that is visible @»dAield
laptop connected to a UMA 5G network with an Askey-GSBodemThe VLC player was used
to watch the vigo. The IP address of the video camera on the UMA networkiv2s23.2.148
and in VLC player rtsp://172.23.2.148:1554 as showddgare43 below.

<]

s ‘ Maido Hilemaa

Figure43 CAFA 4K camera video stream to field laptop over 5G NSA in April 2022

TheCAFA bne's 4K camera streams video that is transmitted over the UMA 5G78Aand
network and the video is displayed on the laptop screen in the VLC player. The first successful
video stream will take place over the 5G SA network (both the drone and the fig¢dp hapre

in the 5G SA networkas described abovdnternet speed tested using OokBpeed test
application. 5G SAownloadspeed was 138.91 Mbps angldadspeed was 11.64 Mbps

On 28" April 2022 he UMA 5G Askey modem (connected to the dronéooard computer with

an Ethernet cable) was added to the dromed the Askey modem via U&Bto the CAFA field
laptop as shown irFigure44. TheCAFA tbne's 4K camem streams video that is transmitted
over the UMA 5G SA/8 bandnetwork and the video is displayed on the laptop screen in the
VLC player.
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Figure44 CAFA and UMA team with 5G connected laptop and drone

Main aonclusionsof April2022 tests:

1 UMA platform also supports 5G mm wave frequencies n257 and n258. To test these
frequencies, it is necessary to add mm wave antennas to thé @4aBot.

T To get 5G SA connectivity, ARobot needs to use either Quectel 5G Kit and / or
Askey mdem or find solutions to add AT commands to thelA5Gnetwork to
provide access tQuectel modem.

I Onsite tests provide valuable feedback on how the technical components (5G
modems, network, robot camera and droard computer, vVApp on the local server,
etc.) work together. These tests cannot be simulated because connectivity in practice
often differs from that described in the specifications.

Next iteration tests were performed in March 20Z3AFA Tech has conducted Integration tests

in cooperation with the University of Malag&AFA Tech tearauccessfully established a
connection between vApp and thdMA 5G network.Figure45 below displays photos taken
during the tests conducted at th&JMA Platform The aim was to assess the overall
communication among CAPIF, NEF, Network Applications, and vApp, as well as the 5G
connectivity with the cloud infrastructuras shown irFigure45 below.
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EMULATOR
@ Map

Export

T8 Import

API TOOLS

Swagger Ul

Figure45 Setup for the 1st integration round of CAFA Network App

During the tests conducted on March 6, 2023, the CAFA Tech team utilised the 5G SA (Stand
Alone) network in University of Malaga infrastructure. The camera planned for the CAFA robot
connected to the 5G network, detecting markers while the CAFA NetworlsiApptaneously
checked the presence and quality of the 5G coverage area. Areas with pink circle§iguitee

45 showed virtually guaranteed 5G coverage, while @&FA Network App immediately issued

a warning when leaving the mentioned area or when the 5G network was overloaded, indicating
"Quality of Service NOT_GUARANTEED."

Thesepreliminary feasibility tests pavethe way for further developments anichprovements
both in the vApp and th&letwork App sideand ensuredhe readinessof the componentsfor
the future planned integratioractivities during the lifetime of the project.

4.3.2 Industrial Grade 5G Connectiviigtwork Apfication

Integration of ININ Network App wa®nductedin February and MarcB023in cooperation
with NCSR Demokritos tear@eployment andTesting of the whole system was done twice:
remotely from Ljubljana to Athens and physically with the ININ team presence S8RNC
Demokritos 5G testbed.

Network App v3.0 including NEF v1.6.2, SDK v0.8.9 and CAPIF v2.1 was used for the 1st round of
the integrationtesting. To thatend, NetworkApp, NEF and CAPIF were deployed in separate
VMs within the cloud infrastructure.

A more detailed description with screenshots of thsts performeds given in subsection 4.2.2.

4.3.3 Smart Irrigation 5G AgricultuMetwork Apfication
The first round of itegration activities took place on tHdMA premisesn 2022.
Figure46shows the graphical representation of the data obtained from the NetApp in real time.
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Volumetric Water Content in Probes

Probe 1

Figure46 vApp plotting the data obtained from the NetApp graphically

Once theNetwork App has been manually deployed and back to the use case. The datalogger
sends the data it receives from the sensors deployed in the field, over the 5G network to the
Network App. The vApp consumes the data received by the NetApp and displagsaphrs.

This whole process works well. In addition, the resulting graphs have been tested to show the
data correctly.

4.3.4 Anomaly detectiomNetwork Apftication
The first round of integration activities took place on the NCSRD premises. The connection

0SG6SSy (KS SNIAOFf ! LIIXAOFGAZ2Y 6KAOK g1 a

application at NCSRD premises was achieved via a VPN connection.

Successful gistration to CAPIE shown irFigure47 and Figure48 below.

< % 0@ (Uedie 1)

@ Mongo Express par
Editing Document: 6486e45851943606abac6022

Figure47 Registration to CAPiHnvoker details
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< C A Nobsecure | 10.161.1.160:00

@ Trustee @ Palantic Mm Osees M Septon M Evolved

Abeos7”
W Horse W Zortenet M timologlo e pr

Database: capi= » Calleciion: user=  Document e1bedS484betd

[+ B
Editing Document: e1be45484be047

Figure48 Registration to CAPHUsers

NEFsubscription creatiofis shown irFigure49 below.

« G A Notsecure

Beepsf10.161.1.118:2443imap

M Trustee @ Palantic B Oasees W Septon M Duolvedsg B Horse B Zortenet B timeloglo B pe

Service API Endpoint

Monitoring Event AP1 nefapLiv

Type Status code Method Timestamp

Request B 2023-05-23T14:37:10.843840

Request Body

“externalld”s "166a36dons

“notificat

“nonitaringType

“naxinusllunberdfAspar

“MOMitoTEXpireTine”: "2623-11-12112:41:39.7812"
]

Response Body

“externalld”; "168a3gdonain.con”,
“notificationdestinat t9:£/18.161.1.127 5808/ netAppCal Lback”,
“nonitoringType"

P/ SUBSCrIptions/BABCCT6BAABEE6595500F™

Figure49 NEF Subscription

Receiving NEF Callbacks from the first version of Vertical Applicesbown irFigure50 and

Figure51 below.
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Figure50 Receiving Logs from NEF

- "/ -
ZORTENET
i

Figure51 Receiving Alerts

4.4 PURPOSE OF TIREEGRATIONEST$2"° ROUND

The purpose of the second integration round was to validate thecases with the final

components of EVOLVEBG. On the one hand, NEF, CAPIF and the SOi¢ba@nriched with

additional features. On the other hand, SMEs had also finalized their Network Apps by expanding

the 3.0 version and using the last versions of NEF, CAPIF and SDK. The final prototype (v4.1) of

the Network Apps also completed and used tadidation pipeline before the integration test.
CAylLfttées GKS bSGeg2N)l & !'LlJA 6SNB RSLIX 2SR Ay Yd
premises instead of using Docker containers running locally and the Openstack environment as

in the first round ofmtegration testing.

It's worth noting that until the end of WP3, it was deemed necessary for the SDK to undergo
some minor improvements, primarily aimed at enhancing functionality and addressing specific
bugs.During this second integration round, the final version of components was utilized:
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Network Applications v4.1
NEF v2.2.2

CAPIF v3.1.2

SDK v1.0.8

= =4 -4 A

4.5 TOPOLOGY AND SETUP
45.1 CAFANetwork AppNetMapper

Deployment and test sequence of CAFA NetApp in the Wivbernetes cluster:

1) Create image of NetApp (uses SDK evolved59g==1.0.8) in local Docker using docker
compose buildas shown irFigure52 below.

docker- Dockerfile entrypoint.
compose. sh
yml

$ docker-compose buildf]

Figureb2 Starting the Network App image build in local computer

2) Tag and push the created image to Dockerhub with following commands:

docker tagcafatechnetapp martenrannu/cafatecimetapp-4:v2
docker login
docker push martenrannu/cafateemetapp-4:v2

As a resultthe NetApp image is visible in the Dockerlagshown irFigure53 below.

& = C Y & hubdocker.com

w' Q, Search Docker Hub Explore Repositories Organizations Help

- Search by repository name Q, All Content -
Create repository
/ cafatech-netapp-4 3 .
Contains: Image | Last pushed: 2 hours ago wo x6 @ Public

Figure53 CAFA NetMapper Network App image pushed to Dockerhub
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3) Connecting to UMA server, using VPN profile files given by UMA.

4) Setting up the cluster in the Malaga Kubernetes withfiliowing commands:

--kubectl config setluster CAFA--serverhttps://10.173.0.117:8383 --insecureskip-ls-
verify=true

--kubectl config setredentials cafaleveloper --token=<TOKEN>
--kubectl config setontext cafa_context-cluster=CAFA-user=cafadeveloper--namespace
cafatech

--kubectl config useontext cafa_context

5) Deploying the NetApp to the Malaga Kubernetes and configuring its service, using
followingcommands:

——kubectlapplyT G RSLI 28 YSydodel Y €
—-kubectl apply¥ G a SNIBAOSdel Y é

The environment variables were included in deployment.yaml (no separate environment.yaml)
The IP address of Network App was published, using LoadBalancer in the service.yaml.
The deployed Network App and its service can be verified with this comamsitccan be seen
from the terminal2 @utput in Figure54 below:
--kubectl get all

:~$ kubectl get all
NAME READY STATUS RESTARTS AGE
pod/cafatech-netapp-4-848c997c4b-mb4cn 1/1 Running 6] 133m

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE

ervice/cafatech-netapp-4 (IGELELED Ly 10.235.15.125 16.11.23.55 5555:31328/TCP 3d3h

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/cafatech-netapp-4 1/1 1 1 3d3h

Figure54 CAFA NetMapper Network App deployed in UMA Kubernetes cluster

TheCAFA S g 2NJ ! LILJIQA GSald LI ZTSnested) ak itS Extenal D £ S
shown inFigure55 below:

O [ 10.11.23555555 x | +

&« O A Not secure 10.11.23.55:5555

CATFA Tech Network App is working

Figure55¢ KS /1 C! bSdig2NJ] ! LIJQa GdSad LI 3S
6) The Netwvork App onboarding taCAPIF (deployed in UMA Kubernetes cluster):

The Nework App prepare.sh script usedhe env variables (originated from the
deployment.yaml file) and current timestamp and updated the capif_registration.json on
Network! LIJLIQ & &% shbvidirriglie56 below.
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https://10.173.0.117:8383/

Figure56 CAFA NetMappdy S ¢ 2 NJ ! LJLJQa & i+ NI dzLd

As shown in Figure 57 below, the current timestamp was added to the end of the
capif_netapp_usernam@ 2 A G A& RAFFSNBYy(d G SOSNEB adzoaSldzsSy
create a conflict in the CAPIF when there could be an entry with the same username.

GNU nano 7.2 capif registration.j

e Help @ Write Out QU Where Is Ry Cut Wl Execute
W Exit Wi Read File @\ Replace WY Paste e Justify

Figure57 capif_registration.jsoffile with values updated from .env variables

It was then used by evolved5g registrd-onboardto-capif function.

The CAFA NetMappeXetwork App has onboarded to CARI§ shown irthe last rowof Figure
58 below.

$ kubectl logs pod/cafatech
-netapp-4-848c997c4b-mb4cn
* Serving Flask app 'api.py'
* Debug mode: on
fusr/local/lib/python3.8/site-packages/requests/__init__.py:182: RequestsDependencyWarning: urllib3
(1.26.14) or chardet (5.1.0)/charset_normalizer (2.0.12) doesn't match a supported version!
warnings.warn("urllib3 ({}) or chardet ({})/charset_normalizer ({}) doesn't match a supported "

* Running on all addresses (0.0.0.0)

* Running on http://127.8.8.1:5555

* Running on http://10.235.100.63:5555
Pr CTRL+C to quit

* Restarting with watchdog (inotify)
Jusr/local/lib/python3.8/site-packages/requests/__init__.py:182: RequestsDependencyWarning: urllib3
(1.26.14) or chardet (5.1.0)/charset_normalizer (2.8.12) doesn't match a supported version!

warnings.warn("urllib3 ({}) or chardet ({})/charset_normalizer ({}) doesn't match a supported "

* Debugger is active!

* Debugger PIN: 959-742-383
Your netApp has been successfully registered and onboarded to the CAPIF server.You can now start usi
ng the evelved5G SDK!

Figure58 CAFA NetMapper Network App has onboarded to CAPIF at its startup
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S kubectl exec

--stdin --tty pod/cafatech-netapp-4-848c997c4b-mb4cn -- /bin/bash
root@cafatech-netapp-4-848c997c4b-mb4cn: /# cd netapp/certificates/

root@cafatech-netapp-4-848c997c4b-mb4cn: /netapp/certificates# 1s

ca.crt cert_req.csr private.key

capif_api_security_context _details.json 1invoker_cafatech_netapp_4.crt

root@cafatech-netapp-4-848c997c4b-mb4cn: /netapp/certificates#

Figure59 CAPIF registration files in the CAFA Network App certificates directory

¢KS bSilg2N) ! LILIQA etd/kobtdNile (skefthie Past omtdiRtingil8

as shown irFigure60 below.

GNU nano 7.2 etc/hosts

.1 localhost
localhost ip6-localhost ip6-loopback
ip6-localnet
ip6-mcastprefix
:1 ip6-allnodes
::2 ip6-allrouters
10.235.100.63 cafatech-netapp-4-848c997c4b-mb4cn

10.11.23.49 cafa-capif.apps.ocp-epg.hi.inet cafa-nef.apps.ocp-epg.hi.inet
Wld Help WY Write Out @Y Where Is @4 Cut Wl Execute We Location
B Exit Wil Read File @Y Replace WY Paste Wl Justify Wil Go To Line

Figure60 CAPIF and NEF addresses added to /etc/hosts file

7) ConnectingCAFA NetMappedetwork App from vApp:

CAFASafetyVideoLyzer vApp I 1 S& Lt OF YSNI Q& w¢yses

R.2349)8  «

CompRReNB &4 a | &

Vision (CWn its video feedo detectmissingsafetyhelmets of the workers in the factory. When
the helmet with correct colofe.g. blue safety helmet for specific factoiry)missing, it ouduts

a warning.

wdzy GKS @! LI O2y il Ay S NissshownFigugeslbeton.l f

Name : Image Status CPU (%) Port(s)

v g cafa vapp 4 Running (1/1) 0.71%

tﬂ] cafatech-vapp-4
62a7db934ffc T

Figure61 CAFA vApp Docker container running in the external laptop

O2 Y LJzi SN a

cafatech-vapp-4 Running 0.71% 5000:5000 3

CAFA Safety VideoLyt LILIQa 656 | L 6A 0K (sftyhdrdeScol®dts I NI i 2

be detectedis shown irFigure62 below.
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O (Y CAFA Videolyzer

) () localhost:5000
CAFA VideoLyzer

RTSP video input:

Helmet color hue lower value:

[90

Helmet color hue upper value:

[140

UE equipment network identifier:

[10.0.0.1

UE external id:

[10001@domain com

NetApp full address

|http:/f'1 0.11.23.55:5555

Current vApp full address:

1) H=$ (H: 0-180, S: 0~255, V: 255]
5oV i )

‘ 100

150

| SUBSCRIBE TO NEF EMULATOR AND START HELMET DETECTION ‘

| UNSUBSCRIBE FROM NEF EMULATOR |

20 30 40 50 60 70 8 90
M-S (w: 0-180, S: 285, V: 288)

Figure62 CAFA Safety VideoLyzer vAmb user interface with input fields and safety helmet hue chart

¢KS odzitizy

with command:

kubectllogs pod/cafatecknetapp-4-848c997c4bmb4cn

QoS subscription createab depicted irFigure63 below.

LINS&da aSyRa
address of the current vApp to send the messages badkbhen the Network App receives the
reques, it creates a QoS, Loss of Connectivity and UE Reachability subscriptions to NEF
(deployed in the UMA Kubernetes clustérine logs from the Netork App pod can be obtained

4dz0 AONR LIGA2Y NBIjdzSa

- RETRIEVING INFORMATION ABOUT SUBSCRIPTION 64ac0©8c28316d0efa27a9356 ---

{'alt_qo_s_references':

[1, 21,

'dnn': 'provincel.mnc@l.mcc202.gprs’,

'ipv4_addr': '10.0.0.1

'ipv6_addr': '::1'

3

'link': 'http://cafa-nef.apps.ocp-epg.hi.inet/nef/api/v1/3gpp-as-session-with-qos/v1/CAFA_NetApp_4/
subscriptions/64ac08c28316deefa27a9356"',
'mac_addr': '22-00-00-00-00-01',

'notification_destination':

'qos_mon_info': {'lat_thresh_dl': None,

"lat_thresh_r

'lat_thresh_ul': 280,

'rep_freqgs':

"rep_period': 1,
'req_qos_mon_params': ['UPLINK'],
'wait_time': None},

'qos_reference': 82,

'snssai': {'sd': '@@ee01', 'sst': 1},
'usage_threshold': {'downlink_volume': 5368789120,
'duration': None,
'total_volume': 10737418240,
'uplink_volume':

Figure63 Quality of Service (QoS) subscription created to NEF emulator

None,

['PERTODIC'],

5368709120} }

'http://10.11.23.55:5555/nefcallbacks',

Loss of Connectivity subscription credas showrin Figure64 below.
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- RETRIEVING INFORMATION ABOUT SUBSCRIPTION 64ac®B8c58316d0efa27a9357 ---
{'external _id': '1e@81@domain.com',

'ipv4_addr': '10.0.0.1",

"link': 'http://cafa-nef.apps.ocp-epg.hi.inet/nef/api/v1/3gpp-monitoring-event/v1/CAFA_NetApp_4/
subscriptions/64ac08c58316d0efaz7a9357",

'maximum_number_of_reports': 1000,

"monitor_expir e atetime.datetime(2023, 7, 11, 13, 33, 54, B12513, tzinfo=tzlocal()),

'monitoring_ty _OF_CONNECTIVITY',

'notification_destination': 'http://10.11.23.55:5555/nefcallbacks'}

Figure64 Loss of Connectivity subscription created to NEF emulator

UE Reachability subscription creatas shown irFigure65 below.

- RETRIEVING INFORMATION ABOUT SUBSCRIPTION 64ac©8c58316d0efa27a9358 ---
{'external_id': '1@@01@domain.com',

'ipv4_addr': '10.0.0.1",

'link': 'htt cafa-nef.apps.ocp-epg.hi.inet/nef/api/v1/3gpp-monitoring-event/vl/CAFA_NetApp_ 4/
subscriptions cO8c58316doefa27a9358",

'maximum_numbe eports': 1000,

'monitor_expir me datetime.datetime(2023, 7, 11, 13, 33, 54, 812513, tzinfo=tzlocal()),

'monitoring_ty "UE_REACHABILITY',

'notification_destination': 'http://10.11.23.55:5555/nefcallbacks'}

Figure65 UE Reachability subscription created to NEF emulator

NEF Emulator can be accessesdshown irFigure66 below.

B ™Map x e ~ - o x

< C { A Notsecure | cafa-nefapps.ocp-epghiinet/map < w ®» 0O &

NEF & - 8

£ Dashboard

Map C | off v
EMULATOR
atl R
e 2 @
~  Export @
T Import
APITOOLS

3 Swagger Ul

[ ReDoc

== | eaflet | Map data © OpenStreetMap contributors, Imagery © Mapbox

Figure66 NEF Emulator accessed

8) Working principle of vApp with Network App:

NEF Emulator sends QoS and Conn messages to NetwafkaAppk Y S T O f f whiclD | &

SYRL

extracts QoS and Conn state info from it and sends it to @pp O2 NNB & L2 yWwRichy 3 Sy RLJE

modifies its helmet detection behavior accordingly

4.5.2 Industrial Grade 5G Connectiviigtwork Apfication
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Integration topology consists of multiple components interconnected as listeéde Table2
below.

Table2 ININ loT Network Apmpology

Building block Owner/developer | Location of SF or HW

IoT Gateway ININ ININ testbed

IoT Management ININ ININprivate cloud

IoT Collector ININ ININ private cloud

Network App ININ NCSR Demokritos Kubernetes Clus|
5G SA Network ININ ININ testbed

NEF NCSR Demokritos | NCSR Demokritos Kubernetes Clust
CAPIF NCSR Demokritos | NCSR Demokritos Kubernetéister

For successful Network App deployment inside NCSR Demokritos ClusteKiliremetes
manifests were prepared:

1 deployment.yam|
1 environment.yaml
1 service.yaml

Figure67Y dzo SNy S Sa Yl yAFSaida FTAtS&a 2y DAGKIz LbLb
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