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EXECUTIVE SUMMARY 
The purpose of this document is to serve as an entry point to the implementation of the 

EVOLVED-5G experimental facility that will serve as the development and evaluation reference 

architecture for the realisation of the NetApp ecosystem. The deliverable is a result of work 

carried out in Tasks 2.3 and 2.4 of the EVOLVED-5G project, where main goals are to completely 

design all the various environments and components of the facility blueprint following the 

general lifecycle of a NetApp inside the ecosystem. 

In the light of the above, the main contribution of this deliverable is to provide a description 

towards the workspace for NetApps development and to share details for the validation and 

certification phase, as well as for the proposed Marketplace and publication phase. 

In more details the main contributions of this deliverable are the following: 

¶ Description of the NetApp principles, including the definition the design and the 

implementation 

¶ Description of the EVOLVED 5G facility and its main building blocks along with the NEF 

and CAPIF services on top of the infrastructure 

¶ Detailed presentation and analysis of all the environments that are part of the overall 

lifecycle of the NetApp. Those are the Workspace, the Validation and Certification 

environment, and the Marketplace. 

The deliverable is divided into two parts. The first part expands some content that has been 

already provided in D2.1 and further describes in detail the NetApp concept and the principles 

towards the design and the implementation. Moreover, additional details regarding the 

EVOLVED 5G facility are provided in the first part. 

The second part focuses on the overall NetApp lifecycle and the workflow from the development 

to the marketplace publication. Based on such lifecycle, each one of the various defined 

environments are presented in greater detail, following a descriptive and logical structure based 

on 3 basic principles of work: 

¶ Objectives and expected functionality of the environment. 

¶ Main and core architectural components. 

¶ Process design and methodology based on steps or phases. 

The work presented in this deliverable will guide the project towards the implementation and 

accomplishment of the EVOLVED-5G Facility and provides the very fundamental design and 

realization principles by which said implementation shall be governed, including all the different 

stages and phases that any NetApp must go through until its final release. Future deliverable, 

D2.3 "Overall framework for NetApp development and evaluation" (to be delivered in M17), will 

support the updated holistic picture on the design as well as the execution of the various phases. 
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1. INTRODUCTION 

1.1. DOCUMENT PURPOSE 
¢ƘŜ Ƴŀƛƴ Ǝƻŀƭ ƻŦ ǘƘƛǎ ŘƻŎǳƳŜƴǘΣ ƴŀƳŜŘ ά5ŜǎƛƎƴ ƻŦ bŜǘ!ǇǇǎ ŘŜǾŜƭƻǇƳŜƴǘ ŀƴŘ 9Ǿŀƭǳŀǘƛƻƴǎ 

9ƴǾƛǊƻƴƳŜƴǘǎέΣ ƛǎ ǘƻ ǇǊŜǎŜƴǘ ǘƘŜ ŎƻƳǇƭŜǘŜ ǾƛŜǿ ƻŦ ǘƘŜ 9±h[±95-5G ecosystem and NetApps 

lifecycle, as envisioned by the EVOLVED-5G project consortium through the intricate design of 

its reference architecture and the various environments where development and evaluation 

activities will take place. Through the identification of the NetApp main development principles, 

the analysis of the NetApps lifecycle and the identification of the related environments is 

showcased, together with the overall workflow that will act as spearhead and guidance for   

Industry 4.0 NetApp developers to create NetApps until its eventual publication to the 

Marketplace. 

Valuable work conducted in T2.3 (Workspace design and development process definition) and 

T2.4 (Validation methodology and Certification process design) of the EVOLVED-5G project is 

reported in this document. The specifications described stand as the basis of the 

implementation work taking place in WP3 (Overall Framework Development and Integration 

Activities) and provide imperative input to WP4 (NetApps Development and Verification) and 

WP5 (Overall Evaluation process, NetApp Validation, Certification and Release) where NetApp 

Lifecycle activities will actually be executed.  

1.2. DOCUMENT STRUCTURE 
The document follows a chronological descriptive approach, starting from the NetApp concept 

initialization to the beginning and end of its lifecycle: 

¶ Section 2. NetApps Principles: A brief re-introduction to NetApps concept and design 

principles is given along with core ideas concerning their implementation in the 

EVOLVED-5G facility. 

¶ Section 3. NetApps Development Process: In this section the EVOLVED-5G facility and 

the proposed reference architecture is presented in greater detail. It also describes ex-

tensively all the Environments, namely the Workspace, Validation, Certification, Mar-

ketplace and 5G-NPN (Non-Public Network) that EVOLVED-5G designs in response to the 

need for a NetApp deployment and validation facility. A step-by-step high-level descrip-

tion of each NetApp Lifecycle phases is also included, along with a detailed description 

of the 5G-NPN infrastructure environment. 

¶ Section 4. 5G NPN Infrastructure: In this section an overview of the 5G NPN infrastruc-

ture as the underlaying layer for NetApps, to be provided with the necessary 5G native 

or northbound APIs as well as with the connectivity infrastructure, is given. The overall 

infrastructure architecture and the functional blocks it consists of are described, com-

pleting the section with the presentation of the two available platform sites, Athens and 

Malaga site.  

¶ Section 5. The Workspace: Starting from this section, a more detailed description of 

each Environment is given, beginning with the Workspace, which will act as host for the 

Development and Verification phases. The overall workflow for NetApps to be devel-

oped and verified is presented along with the description of those tools that are going 

to also be developed and used in the context of this environment. 
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¶ Section 6. Validation Environment: The Validation environment, targeting to validate 

the NetApps through a series of tests against real 5G infrastructure during the validation 

phase, is described in this section. ¢ƘŜ ŜƴǾƛǊƻƴƳŜƴǘΩǎ ƻōƧŜŎǘƛǾŜǎ and architecture are 

presented along with the process and methodology that is going to be followed in this 

step, presenting to the reader its intricacies.  

¶ Section 7. Certification Environment: This section, starting from the state of art of cer-

tification in telecommunications to identify the gap on the status quo, presents a meth-

odology to develop the certification of NetApps from the appropriate certification pro-

cess creation up to the certification execution. In this context, the certification objec-

tives, in the form of criteria to be audited, are analysed, together with a description of 

the environment and supporting tools necessary to automate the assessment in a sys-

temic, repeatable and transparent manner. 

¶ Section 8. The Marketplace: The marketplace is outlined in this section beginning with 

the status and evolution of marketplaces in the telecommunications market. This anal-

ysis serves as reference for the design of the EVOLVED-5G marketplace. The objectives 

to be fulfilled ŀǊŜ ǘƘŜƴ ǇǊŜǎŜƴǘŜŘΣ ŦƻƭƭƻǿŜŘ ōȅ ǘƘŜ ƳŀǊƪŜǘǇƭŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ŀƴŘ ǘƘŜ 

process to be followed during the NetApp publication phase. 

1.3. TARGET AUDIENCE 
The release of the deliverable is public, intending to expose the overall EVOLVED-5G ecosystem 

and NetApps Lifecycle design to a wide variety of research individuals and communities.   

From specific to broader, different target audiences for D2.2 are identified as detailed below: 

¶ Project Consortium: To validate that all objectives and proposed technological advance-

ments have been analysed and to ensure that, through the proposed NetApp Lifecycle 

phases and the various Environments, further work can be concretely derived. Further-

more, the deliverable sets to establish a common understanding among the consortium 

with regards to: 

o The NetApp core principles, implementation proposal and lifecycle in the con-

text of EVOLVED-5G project. 

o The detailed project architecture along with the Environments and various 

lifecycle steps to be set for future implementation from the relevant Work Pack-

ages, including tools and technologies to be utilized. 

¶ Industry 4.0 and FoF (factories of the future) vertical groups: To crystallise a common 

understanding of technologies, and design principles that underline the architectural 

design of EVOLVED-5G ŀƴŘ ǘƘŜ bŜǘ!ǇǇǎΩ [ƛŦŜŎȅŎƭŜ, and to understand the main phases 

the application is going to have to go through, the various phases and stages. A non-

exhaustive list of Industry 4.0-related groups is as follows: 

o Manufacturing industries (including both large and SMEs) and IIoT technology 

providers. 

o European, national, and regional manufacturing initiatives, including funding 

programs, 5G-related research projects, public bodies and policy makers. 

o Technology transfer organizations and market-uptake experts, researchers, and 

individuals. 

o Standardisation Bodies and Open-Source Communities. 
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o Industry 4.0 professionals and researchers with technical knowledge and exper-

tise, who have an industrial professional background and work on industry 4.0-

related areas. 

o Industry 4.0 Investors and business angels. 

¶ Other vertical industries and groups: To seek impact on other 5G-enabled vertical in-

dustries and groups in the long run. Indeed, all the architectural components of the fa-

cility are designed to secure interoperability beyond vendor specific implementation 

and across multiple domains. The same categorization as the above but beyond Industry 

4.0 can be of application. 

¶ The scientific audience, general public and the funding EC Organisation: To document 

the work performed and justify the effort reported for the relevant activities. The scien-

tific audience can also get an insight of the underlying components and design approach 

behind the EVOLVED-5G ecosystem and NetApps Lifecycle. 
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2. NETAPPS PRINCIPLES 

2.1.  DEFINITION & CONCEPT 
The motivation for the creation, design, and development of NetApps has been described 

extensively in the previous deliverable D2.1[1]. In short, it refers to the need for a separated 

middleware layer in order to ease the implementation of vertical systems at large scale as well 

as their deployment on top of 5G. Therefore, Network Applications or, in its shortest form, 

NetApps were born. 

As described in D2.1, a NetApp is a software component designed to interact with the control 

plane of a mobile network by consuming exposed APIs (e.g., Northbound APIs of 5G core) in a 

standardized and trusted way (i.e., for a 5G network a NetApp should be CAPIF[2] compliant) in 

order to compose services for the vertical industries. As presented in Figure 1, NetApps can 

either provide services to a vertical system either as an integrated part of the Vertical 

Application (vAPP) (Option A) or expose APIs, which are referred to as business APIs in order to 

interface with vAPPs, increasing by this way the reusability of the NetApp by different vAPPs 

(Option B).  

2.2.  DESIGN PRINCIPLES 
From a functional perspective, a NetApp is designed to abstract and streamline the 

communication of vAPPs with the 5G Core (5GC) as well as to execute additional functions by 

using control data received from the 5GC in order to perform an intelligent computational task.  

 
Figure 1: NetApp Types 

As shown above in Figure 1, two types of NetApps have been identified, depending on the way 

the services are provided to the verticals. Those are: 

¶ Standalone NetApp (option A): A standalone NetApp provides complete services to one 

or more vertical industries, either directly or through its integration to a vertical 

application. A NetApp that is integrated into a vertical application, enhances the 

functionality of the application by adding network management and monitoring 

capabilities exposed by the 5G network.  

¶ Non-Standalone NetApp (Option B): NetApp that operates as a wrapper of Northbound 

APIs to expose services through Business APIs. It is an auxiliary non-standalone software 

piece (in the sense that it becomes functional when its business APIs are consumed by 

an app). A Non-Standalone NetApp allows vertical applications to be 
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developed/upgraded (and take advantage of the 5G exposure capabilities) without 

changing integral parts of their software, i.e., only by consuming the business APIs. 

Those interfaces will be consumed from the vAPP that will in turn translate into API calls 

to 3GPP APIs and other telco assets. When the necessary computations and data 

manipulation are completed, those business APIs will return the requested information 

to the vAPP. 

In EVOLVED-5G project, we have chosen to support both types in order to provide flexibility and 

engage with vAPP developers. However, since in option A, the standalone NetApp is integrated 

with the vAPP, a common implementation pattern could not be reached. As a result, in this 

following section, we are going to focus on the implementation principles for the Non-

{ǘŀƴŘŀƭƻƴŜ bŜǘ!ǇǇ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ǘƻƻƭǎ ǿƛƭƭ ōŜ ŀōƭŜ ǘƻ ǎǳǇǇƻǊǘ ƛƴ ŀ ƳƻǊŜ ŎƻƳǇƭŜǘŜ ǿŀȅΦ  

2.3.  IMPLEMENTATION PRINCIPLES 
According to the current state of art of NetApps in the Industry 4.0 era - as described in section 

2.3 of D2.1 - the expected workflow and intercommunication (assuming both already deployed) 

between vAPPs and NetApps would be as follows:  It all begins with the vAPP making a request 

to the NetApp exposed interfaces. Consecutively, the NetApp interprets the request and in turn 

makes one or more requests to the 5G API Core. The NetApp then gets a reply with all the data 

that were requested and proceeds with the data modification and its designed functionality, 

while finally sending the reply to the vAPP. 

LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƴƻǘŜ ǘƘŀǘ ƛƴ ǘƘŜ ŀōƻǾŜ ǿƻǊƪŦƭƻǿΣ ǘƘŜǊŜ ŎƻǳƭŘ ǇƻǘŜƴǘƛŀƭƭȅ ōŜ ƻƴŜ ŜȄǘǊŀ ŦƭƻǿΣ 

depending on the 5G API call needed. Some of the 5G APIs[6] could make a further Callback -

POST call with updated information on a particular request. This aspect will be considered while 

developing a NetApp by making accommodations to the interfaces provided as well as in the 

vAPP. 

Based on the above-mentioned workflow three main implementation principles for NetApps to 

be developed were evaluated[4]. These principles are cloud native approaches and have been 

proposed in order   to facilitate the development of NetApps and the entire NetApp life cycle via 

an efficient and beneficial implementation: 

A. Function as a Service (FaaS) Deployment 

B. Container-based Deployment with a Message BUS 

C. Container-based REST API DeploymentContainer-based REST API DeploymentFunction 

as a Service (FaaS) Deployment 

In the following subsections, the three approaches are scrutinized individually and are arrived 

at the final project's selection and reasoning behind the decision.  

2.3.1 Function as a Service (FaaS) Deployment 
Since the NetApp acts as a micro-service, meaning that it exposes Southbound APIs to other 

services and applications, one idea is to utilize the Function as a Service (FaaS) ecosystem 

allowing its deployment in a serverless environment[3]. In Figure 2, the proposed architecture 

based on those technologies is depicted.  

By adopting a serverless architecture, the NetApp no longer has the option of having its own 

built-in API backend and must instead communicate with the FaaS platform. However, by this 

approach, vertical scalability is enhanced as the platform orchestrator can handle the increased 
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or decreased requests and scale accordingly. The developer would also only need to focus on 

the code and the functionality, whereas the creation of APIs is simplified. 

 

Figure 2: NetApp FaaS Deployment 

After a thoughtful analysis, the implementation of a serverless approach was discarded as it adds 

further complexity and maintenance. To start with, NetApps shall be developed in a certain and 

strict way, conditional to be supported in a FaaS platform, and only there, which would make 

them much less flexible in terms of development. This way, not only the technology is not at a 

desired maturity, but it also includes the cost of maintaining such a platform. Additionally, the 

final users would have to install the particular platform in their premises in order to run the 

NetApps, which would in turn increase usersΩ limitations and restrictions.   

2.3.2 Container-based Deployment with a Message BUS 

An alternative architecture to the NetApp implementation is the approach of a container-based 

deployment. The next two implementation considerations follow that design principle with 

some important distinctions. In this section a container-based deployment equipped with a 

Message BUS is analysed, and the overall architecture and workflow can be seen in the following 

Figure 3. 

The Message BUS implementation aims to streamline the communication between the NetApp 

and the vAPP by using a Message Queue (MQ) communication protocol. This approach can result 

in a more effective consumption of the requests/replies by the vAPP, easier implementation 

towards the publish/subscribe functionalities. Moreover, the asynchronous communication 

enabled by the message queues optimizes the data flows between the components.  
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Figure 3: NetApp container-based Message BUS Deployment 

While this approach offers several benefits on the overall design and the architecture, it was not 

without its drawbacks. A Message Queuing Telemetry Transport (MQTT) broker is needed to be 

deployed alongside the NetApp or the vAPP and act as an intermediate for the MQ.  This 

approach however works effectively when there are several components that need to 

communicate and exchange information, which will be extremely rare case in the context of 

EVOLVED-5G. 

2.3.3 Container-based REST API Deployment 

Due to the fact that the NetApp communicates with the 5GC system, it is deemed necessary to 

implement a REST API endpoint even also by using MQ was for the rest of the interactions. 

Considering this, it was proposed and decided that a NetApp will extend the REST API endpoints 

with the aim to offer access to the vAPP and execute their designed functionalities. Those REST 

APIs endpoints can be also referred to as Business APIs since they provide the interfaces for all 

the execution functions. Those APIs are called summon functions initially consume the desired 

5G API, and at a next stage they perform the required additional processes in order to return 

the data.  to the VAPP. 

An example of a prototype implementation architecture of a Non-Standalone NetApp as 

envisioned by the EVOLVED-5G project is presented in Figure 4: 

 
Figure 4: NetApp container-based REST API deployment 

As in the previous section, the proposed implementation also involves a container-based 

deployment. The fact that all libraries for the NetApp implementation can be bundled within a 
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selected container image, introduces a simpler yet more effective approach. The dependencies 

between the components of the system can be isolated, thus allowing for the inclusion of several 

secondary applications (i.e., database) towards the provision of more complex application and 

the support of advanced vertical services and applications.  

 

Since most container engines nowadays can operate across several platforms, the process 

requires a smaller set of programming skills, significantly facilitating the development efforts, as 

well as the technical expertise needed to deal with the programming task. Furthermore, a 

container can be deployed easily and fast in a standalone mode can be also included in a complex 

orchestrator with several abilities (e.g., scaling, load-balancer). 

 

Taking into account advantages and disadvantages, benefits and drawbacks, easiness of the 

implementation and potentially creating major issues down the road the container-based REST 

API Deployment approach seems to be the most appropriate one. To that end a typical NetApp 

within EVOLVED-5G will be based on a container image, offering REST API endpoints (a.k.a. 

Business APIs) to the vAPP as well as to the 5G system for subscription-based events when 

applicable.   
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3. NETAPPS DEVELOPMENT PROCESS  

3.1. THE EVOLVED-5G FACILITY 

To understand the NetApp lifecycle, from their development to their eventual publication to the 

marketplace, it is important to examine the EVOLVED-5G proposed architecture in detail. 

Indeed, following the initial description of the EVOLVED-5G facility provided in D2.1, this section 

goes a step forward in the definition of all those core architectural components that support the 

realization of the facility. A more detailed vision of the reference architecture can be found 

below in  Figure 5, before we delve deeper on each component in the following sections. 

In order to design the reference architecture of the EVOLVED-5G facility two main design 

principles were considered and followed: 

¶ Firstly, the compositional and structural logic of the architecture. Viewed this way, 3 main 

tiers are identified (from top -- most abstract -- to bottom -- most concrete): 

o Environments: Tier-1/Core architectural components. These environments drive the 

lifecycle of the NetApp within the whole ecosystem, from inception to its final re-

lease in the market. 

o Functional Blocks: Tier-2 architectural components whose integration defines the 

environment. The interaction and interconnection among these functional blocks 

will eventually provide the environments with the expected functionalities.  

o Tools: Tier-3 architectural components. For each one of the functional blocks there 

will be a set of tools that will support and materialize their implementation 

¶ Secondly, the logic of the process that is associated with the expected lifecycle of the 

NetApp within the whole system, which is also divided into different phases. Indeed, each 

of the architectural components are designed to give support to each of the independent 

phases that a NetApp may reach.  

 

Figure 5: The EVOLVED-5G facility in greater detail 
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Uniting those principles, an overall architecture was built around 5 major environments. Each 

one of them acts as a foundation layer in support to the other environments whose role also 

correlates with the different NetApp Lifecycle phases.  

The Workspace Environment includes the core NetApp development and code verification tools 

and services to be produced and used by Industry 4.0 NetApp developers. As an architectural 

environment, two of the lifecycle phases are identified and executed here: Development and 

Verification. They refer to the implementation of the NetApps and their basic functionalities and 

5G core compatibility verification through a set of tests, respectively.  

The Workspace also acts as the host for enablers that will be used in a variety of later phases of 

the NetApp lifecycle, as it will be later described in Section 3.2. For its implementation the 

following functional blocks will be made available: 

¶ The SDK (Software Development Kit): It will provide a set of SDK tools to support the 

NetApp development and integration, which will include documentation, instructions, 

Command Line Interface (CLI) tools, pre-defined templates, and libraries among others. 

Such SDK tools will be shared among the different Industry 4.0 NetApp developers to 

use it locally within their premises. Those tools are required for the development phase 

of the NetApp.  

¶ Repositories: EVOLVED-5G project considers two different types that will be used during 

all the lifecycle phases: 

o GitHub: a code repository to store the code to which every NetApp  Industry 4.0 

developer will have access for developing the NetApp, storing it and also hosting 

the necessary files to connect to CI/CD pipeline. It will also be the home for all 

the other tools and enablers created inside the EVOLVED-5G ecosystem (e.g., 

SDK) in order to be available for all users. 

o The Open Repository: an artifact repository to store the builds and binaries com-

ing from the CI/CD. It will be a central piece during the entire lifecycle as the 

NetApp binary will be stored there after each phase along with any required 

metadata and made available for the next one until its eventual publication to 

the Marketplace.  

¶ The CI/CD services: Their first function is to verify the proper functionality of the NetApp 

by using a testing framework together with the 5G native APIs emulator as part of the 

Verification. However, it will also be responsible to connect all the different environ-

ments via automated pipelines, guiding the NetApp during the different phases of the 

lifecycle. It will be a centralized server managed by the project that will provide a series 

of pipelines, i.e., build the NetApp, deploy and testing, to verify the proper functionality 

of the NetApp etc.  

The Validation Environment is the architectural component where the validation phase of the 

NetApps will be performed. The expected functionality is to test the correct operation of the 

NetApp along with the vAPP in a realistic environment that would make use of a real 5G 

infrastructure. Therefore, this phase aims to facilitate the coupling between the NetApp and the 

Vertical App in controlled scenarios that would eventually emulate real operating conditions as 

well as to carry out a set of tests agreed and coordinated with the vAPP provider (i.e., Industry 

4.0 SME). It is based on the Open5Genesis Suite[5]  built on and controlling parts of the 5G-NPN. 

In turn, the Open5Genesis Suite and its methodology is based on the definition of a Test Case, 

which describes among others, information such as the target measurements, scope and pre-

conditions of an experiment. Once a Test Case has been defined, its execution is then 
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implemented considering the interfaces and constraints of the platform where the testing 

procedure will be performed. 

Given that details of the Validation phase will be different depending on the NetApp and vAPP 

tested, as well as due to additional requirements such as the use of specific devices, the 

Validation phase is envisioned as a collaborative activity between the Vertical and the Platform 

operators. During an initial consultation phase, the scope and details of the Validation will be 

agreed between both parties, which will result in a Test Case that is specifically tailored (though 

many of the used components and ideas are expected to be re-usable between different tests) 

to the needs of the Vertical. Following the Open5Genesis methodology, this Test Case will be 

then implemented and executed on top of the platform. 

Moving on, there is the Certification Environment where Certification activities, such as con-
formance tests and quality assessments, for the validated NetApps will occur. More specifically, 
EVOLVED-5G plans to support existing audit bodies by defining the audit list that is suitable for 
the formal certification of the NetApps. It must be also noted that the certification environ-
ƳŜƴǘΩǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǎŜǘǳǇΣ ǘƻƎŜǘƘŜǊ ǿƛǘƘ ǘƘŜ ǘƻƻƭǎ ŘŜǾŜƭƻǇŜŘ ōȅ ǘƘŜ ǇǊƻƧŜŎǘ ŦƻǊ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘƛƻƴ 
assessments, could be provided by the EVOLVED-5G project partners to the accredited labs that 
wish to instantiate a relevant environment. This environment is built with the aim to be trans-
parent and automated, in order to effectively deploy the certification tools for performing 
the audit tests towards the certification process.  

 
The Marketplace is the environment that hosts the last phase of the NetApp lifecycle. It is where 

certified NetApps are meant to be published and made them available to the end users. The 

main artefact of the Marketplace is built upon are NetApps. Therefore, an industry-oriented 

vertical type of Marketplace targeted to Telecom (5G) APIs and services will be the scope of the 

implementation. As single or multiple on-demand services can in principle be ordered by a user 

focusing on the design and orchestration of end-to-end services within an infrastructure, a 

Federated Marketplace is envisioned. The product bundle is composed of different services 

owned by different Providers. 

The main characteristics of EVOLVED-5G Marketplace are as follows: 

¶ Market the NetApps as SaaP (Service as a Product), in other words as a centrally hosted 

productized service sold by the seller/vendor to the buyer. 

¶ Support of wizard type interfaces for onboarding and order Management of NetApps 

and services. 

¶ Provision of dashboards for publishers and consumers for monitoring revenue/balance, 

API performance, consumption etc. 

¶ Provision of CPQ (Configure, Price, Quote) functionality using Wizards. Bundles of 

NetApps and services shall be supported. 

¶ Provision of the ability for user engagement through different channels. (E-shop, Mobile 

App, Bots etc). 

¶ A public repository shall be available to store, search and download certified Apps and 

NetApps that are willingly uploaded (NetApp compiled version / artifact). 

 

Finally, the 5G-NPN Infrastructure provided by the Athens and Malaga platforms will act as an 

underlying layer that supports most of the EVOLVED-5G ecosystem functionalities. A 5G Non-

Public Network (NPN) refers to a network that enables the deployment of a 5G system restricting 

its operability to organizations within its premises providing private network services.  
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All the necessary equipment, from cloud servers to 5G Network providers will be hosted on 

these promises to be used at different stages of the NetApp lifecycle. It will provide a dynamic 

environment for the deployment of NetApps within 5G connectivity spaces. Additionally, the 

platforms will contain all the equipment and functionality required for the execution of the 

NetApp Validation phase, and for the performance of any additional tests that are required for 

the Certification of the NetApp. 5GCore exposure services will be also provided, providing the 

developers interfaces to interact with the system and gather data. 

3.2. NETAPP LIFECYCLE 
In this section, the NetApp Lifecycle in the context of EVOLVED-5G ecosystem is introduced 

together with all the different defined phases NetApps will pass through before we delve deeper 

on each phase at its correlated section. As it can be seen in the following  Figure 6, 5 main phases 

have been identified. As mentioned in the previous section, those phases relate to the 

corresponding architectural blocks as designed from the project. Those phases are: 

¶ Development phase: The NetApp development will take place during this step. 

¶ Verification phase: Tests that verify the application compatibility with the 5GC APIs 

occur at this phase. 

¶ Validation phase: Vertical App and NetApp are deployed together under real 5G 

infrastructure, and their combined functionality is tested. 

¶ Certification phase: Execute certification audits.  

¶ Publication phase: Publish and manage certified NetApps in the Marketplace to be sold 

to the end-users. 

 

 
Figure 6: EVOLVED-5G Workflow Diagram 

As shown in Figure 6, the first step within ŀ bŜǘ!ǇǇΩǎ [ƛŦŜŎȅŎƭŜ ƛǎ ǘƘŜ Development phase. It is 

closely interlinked with the Verification phase and in that regard they both take place in the 

Workspace Environment. The main process within the Development phase refers to the creation 

of the NetApp and the coding of the desirable functionalities. During this process the developer 

will use the enablers provided by the Workspace starting from the SDK tools and the Templates. 

A NetApp repository will be created in GitHub from the template while also providing the 
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developer a starting code structure and CI/CD workflow connection. The SDK will act as a further 

assistance for the developers as consequently, the NetApp can be moved to the next phase. 

The Verification phase, as already said, is also located in the Workspace Environment. It refers 

to the verification of the assorted functionalities the developer wishes to provide to their 

application. The phase will include a variety of tests, against the NEF Services to verify 5GC API 

compliance. During the Verification phase the CI/CD services will be introduced in order to help 

and guide the developers during the remaining steps ƻŦ ǘƘŜ bŜǘ!ǇǇΩǎ ƭƛŦŜŎȅŎƭŜ.  

The next step in the overall workflow is the Validation phase, where an extended evaluation of 

the NetApp alongside with the vertical application (vAPP) is performed. Also, functional, and 

non-functional tests are executed with the aim to examine synergies and compatibilities 

between vAPPs and NetApps as well as to evaluate the overall capabilities provided. The process 

takes place in a controlled environment, on top of a real 5G NPN infrastructure emulating the 

conditions where the NetApp would normally operate. 

To perform the Validation process in the EVOLVED-5G context, the Open5Genesis framework 

running on the two available platforms, Athens, and Malaga, will be utilised. Test Cases per 

NetApp and per use case have to be defined with the cooperation between the developers and 

the Platform Operators. The goal will be to collect KPIs, both quantitative and qualitative in 

nature that will lead to the assessment of each NetApp in terms of functionality. When the 

validation process is completed, the NetApp will be then uploaded to the Open Repository for 

the next activity. 

Indeed, the next step refers to the Certification Environment and the Certification of the 

NetApp. The process to be undergone is to assure certain supplementary software specifications 

in terms of conformance and quality. It will be done using certain automated tests that aim to 

cover specific certification aspects.  

Finally, as soon as all the previous steps have been completed successfully, the NetApp will be 

released to the Marketplace for the Publication phase where it will be available for commercial 

use. The publisher will have several options at hand such as tracking revenue, view 

consumptions analytics etc. 
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4. 5G NPN INFRASTRUCTURE  

The 5G NPN (Non-Public Network) infrastructure provides the functionality and equipment re-
quired for performing the NetApp validation phase, as well as any additional tests that may be 
required for the NetApp certification. In the case of EVOLVED-5G, the infrastructure located in 
Athens and Málaga provide radio access and exposure of the 5G APIs, a container orchestration 
system, measurement probes, and the possibility of integrating new devices as required for the 
Vertical, among others.  
 

For the Validation and Certification of the NetApps, the EVOLVED-5G platforms provide access 
to the 5G APIs and connectivity by the use of a full 5G deployment that can simulate the perim-
eter of an industrial environment. Details about the equipment and capabilities of the two 
EVOLVED-5G Platforms can be seen in sections 4.2 and 4.3, while an overview of the general 
components of the NPN infrastructures can be found in the following section.  

4.1. ARCHITECTURE 
In the following Figure 7, an overview of the 5G-NPN main functional blocks that exists in both 

platforms is given.  

 

Figure 7: 5G-NPN Functional Blocks 

This Network Management and Orchestration domain describes the overall functionality regard-
ing virtualisation, management of network slices, management of virtualised resources, as well 
as the traditional Network Management System functionality, responsible for controlling the 
Network Functions (NFs) and other elements of the network.  
 
Within the third-party/Operator's domain the NetApp resides either in standalone or Non 
standalone mode, as has been described in section 2.2 and interacts with the control plane of 
the core network. The core network in turn, exposes the required services in a trusted and stand-
ardized way through the Network Functions (NFs) and according to the 3GPP definitions [5]. The 
5G core component also employs features, one of the most important being the separation of 
the user and control plane, which brings flexibility and agility towards the validation phase with 
the UPF being also the key core network component in MEC-based deployments.   

4.1.1 NEF Services  

The exposure of the NEF services by the 5G NPN Infrastructure will be realized by the NEF 

emulator tool. NEF emulator will be a software component that will implement some of the 

available APIs defined in 29.522[6]. The exposure of network services supports different 

capabilities such as Monitoring (i.e., monitoring of specific UEs regarding location, reachability, 

roaming status etc.), Policy and Charging for handling QoS and charging policies and network 
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analytics that enable the consumption of analytics information generated by the 5GS. On the 

other hand, some NEF services enable third party applications (i.e., NetApps in EVOLVED-5G) to 

provide valuable information to the 5GS. In this way, NetApps can assist 5GS to make decisions 

based on the information provided through NEF. NEF services, that will be provided by the 

emulator are implemented as RESTful APIs, are described below: 

¶ Monitoring Event API: This API allows a NetApp to access several events which may 

occur in the 5GC. Some preeminent examples include location reporting, loss of 

connectivity, and UE reachability. 

¶ AsSessionWithQoS API: The AsSessionWithQoS API will allow a NetApp to choose a 

predefined QoS Profile from a list retrieved from the 5GC. Moreover, a NetApp can 

indicate the desired level of QoS (e.g., jitter, latency, and priority) for a given IP traffic 

flow. 

¶ AnalyticsExposure API: For some use cases, data analytics can be useful for ensuring 

network availability or for providing predictive maintenance features. Therefore, 

Analytics exposure API will allow a NetApp to have access in data analytics information 

such as, QoS sustainability, network performance and UE mobility.  

¶ 5GLANParameterProvision API: 3GPP has extensively studied new use cases and 

potential requirements applicable to the 5G system[7] for a 3GPP network operator to 

support 5G LAN-type services over the 5G system (i.e., UE, RAN, Core Network, and 

potential application to manage the LAN-style service). 5G LAN is a promising solution 

providing services with similar functionalities to LANs and VPNs but improved with 5G 

capabilities. The goal of this API is to provide the required parameters to enable 

distributed LAN-based connectivity between two or more terminals/UEs connected to 

the 5G network. 

¶ LpiParameterProvision API: This API will support NetApps with the capability of 

allowing/disallowing location sharing for specific UE(s). 

¶ AKMA API: AKMA (Authentication and Key Agreement for Applications) is a mobile 

network service intended to support authentication and key management based on 

3GPP credential in 5G system, for 3rd party applications. AKMA can provide 

authentication and session key negotiation services for third-party applications based 

on the access authentication system of the USIM card and carrier network and establish 

secure transmission channels from terminals to applications. This API will allow a 

NetApp to retrieve AKMA application key information. 

4.1.2 CAPIF Services 
CAPIF Tool will be a software component that emulates the CAPIF APIs of Rel. 17 (3GPP)[2]. At 

its core, it implements REST APIs in order to provide CAPIF services (CAPIF Core Functions) to 

NetApps (API Invokers function). Specifically, CAPIF Tool enables NetApps to consume CAPIF 

services to register NetApp as API Invokers and consume 5GS APIs exposed (e.g., NEF APIs from 

Emulator). 

CAPIF Tool provides the following Core Functions for API Invokers: 

¶ API Invoker management: CAPIF tool will implement CAPIF_API_Invoker_Management_API 

as defined in TS29.222. This API will enable NetApps to Register as API invokers to consume 

APIs from 5G environments. 

¶ Security API: CAPIF Tool will implement CAPIF_Security_API as defined in TS29.222. This API 

let NetApps define the security preferences when interacting with CAPIF API endpoints. 
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¶ Discover Service API: CAPIF Tool will implement CAPIF_Discover_Service_API as defined in 

TS29.222. This API let NetApps discover what APIs are exposed in the 5G Network 

environment. 

¶ Event Service API: CAPIF Tool will implement CAPIF_Events_API as defined in TS29.222. This 

API let NetApps receive notifications from CAPIF Core functions. 

4.2. ATHENS PLATFORM 
The Athens 5G platform realises the 5GENESIS experimentation facility architecture and is 

composed of two sites in the Athens metropolitan area, forming an end-to-end (E2E) 

ŜȄǇŜǊƛƳŜƴǘŀƭ рD ǘŜǎǘōŜŘΦ hƴŜ ƛǎ ƭƻŎŀǘŜŘ ƛƴ b/{w ά5ŜƳƻƪǊƛǘƻǎέ campus and the other in 

COSMOTE/OTE Academy premises. Figure 8 provides an overall overview of the 5GENESIS 

Athens Platform topology spanning over the two sites, NCSRD and COSMOTE, which can support 

different 5G deployments, operating either as individual domains with multiple 5G-cores or as 

multi-domain deployment with a common 5G core. 

 

 

Figure 8: Athens Platform Topology 

4.2.1 NCSR Demokritos 

The campus of NCSR "Demokritos", in north-east Athens, is a 150-acre area, combining indoor 

and outdoor environments, dispersed around the campus and interconnected by an optical fiber 

backbone; NCSRD is directly connected to Greek Educational, Academic and Research Network 

(GRNET)[8] which provides access to Internet and GÉANT (pan-European data network for the 

research and education community)[9]. This site is responsible for hosting most of the 

infrastructure required for the management, orchestration, and coordination of the Athens 

Platform. 
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Towards 5G, NCSRD was granted an experimental license for 5G trials for transmission in the 3.6 

GHz frequency band. 5G RAN and Core elements have been deployed from Amarisoft (RAN and 

core), allowing several configurations of 3GPP Options in Standalone (SA) and Non-Standalone 

(NSA) Modes in both indoor and outdoor environment. 

The main identified components of the infrastructure platform at NCSRD are: 

¶ 5G-Core  

¶ 5G New Radio 

¶ Slice Manager 

The 5G-Core ƛǎ ōŀǎŜŘ ƛƴ !ƳŀǊƛǎƻŦǘΩǎ рD ǎƻƭǳǘƛƻƴ ǿƘƛŎƘ Ƙŀǎ ōŜŜƴ ƛƴǘŜƎǊŀǘŜŘ ƛƴǘƻ ǘƘŜ ǇƭŀǘŦƻǊƳ 

providing a stable mobile network system for testing and experimenting (Figure 9). Both the 

Core and RAN functions are software defined and can be hosted on Linux-based systems. Core 

and RAN Networks provide the option to be hosted separately, enabling the capability of a 5GC 

cloud deployment. 

 
Figure 9: Amarisoft's SA/NSA 5G System 

!ƳŀǊƛǎƻŦǘΩǎ рD/ ǇǊƻǾƛŘŜǎ ǘƘŜ ŦǳƴŘŀƳŜƴǘŀƭ ƴŜǘǿƻǊƪ ŦǳƴŎǘƛƻƴǎΣ ǎǳŎƘ ŀǎ ǘƘŜ !ŎŎŜǎǎ ŀƴŘ Mobility 

Management Function (AMF), Session Management Function (SMF), Authentication Server 

Function (AUSF) for the control plane and User Plane Function (UPF) for the user plane. 

Additionally, at the NCSRD core are hosted the major management and orchestration 

components (NFV-MEC MANO, Monitoring tools, WIM NMS/EMS and slice management). For 

network programmability support, 5GENESIS Athens platform hosts the free5GC (Stage 2), 

which is an open-source project for 5th generation (5G) mobile core networks. The free5GC 

supports the Service-based interface, which will be used for supporting the NEF function. Other 

supported network functions are Network Repository Function (NRF), Network Slice Selection 

Function (NSSF), Unified Data Management (UDM), Unified Data Repository (UDR), and 

Additional features currently supported are: 5G Next Generation Application Protocol (NGAP), 

5G Non-Access Stratum (NAS), and 5G authentication. 

5G New Radio όbwύ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƛǎ ōŀǎŜŘ ƻƴ !ƳŀǊƛǎƻŦǘΩǎ рD /ŀƭƭōƻȄ ǎƻƭǳǘƛƻƴΣ ǿƘƛŎƘ Ŏomplies 

with Rel. 15/Rel. 16. Specifically, it supports both FDD and TDD transmission at FR1 and FR2 

bands. Bandwidth configuration is applicable from 5 to 50 MHz with MIMO options for up to 

4x43. The supported modulation schemes range up to 256QAM for downlink transmission and 

64QAM for uplink. Finally, all the subcarrier spacing options (i.e., 15-120 kHz) are available. 
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The Slice Manager is the component that mediates between the Coordination layer components 

of the 5GENESIS architecture and the MANO layer. It is responsible for the lifecycle of network 

slices, i.e., it manages the creation and provision of network slices over the infrastructure and 

provides an API in order to communicate with the Coordination Layer and receive requests for 

network slices in the form of a Generic Slice Template (GST)[28]. The GST is mapped to the 

Network Slice Template (NEST) by filling in the technical specification of the GST according to 

the slice requirements. In the Athens platform, Katana Slice Manager v2.1.0[45] is deployed 

(Release B). Katana is already configured to operate on top of the NFV Orchestrator instance, 

WIM and multiple edge and core NFVIs. In addition, specific interfaces have been developed to 

allow the provision of resources in the RAN and core via the supported EMS. 

4.2.2 COSMOTE 

The COSMOTE building (OTE Academy), in the north of Athens, is a multi-functional complex, 

combining various indoor and outdoor usage scenarios; It is also directly connected to GRNET 

which provides access to GÉANT. Internet access is provided by OTE network. This site is hosting 

infrastructure components, radio access components and NFV/Edge Computing infrastructure. 

At the COSMOTE site, the 5G NSA Core deployed is based on commercial 5G equipment from 

NOKIA AirScale platform which is installed at OTE Academy premises. Figure 10 presents the 5G 

NR equipment currently installed at COSMOTE premises. The current installation includes 

notably the following modules and supports indoor/outdoor operation: 

¶ 1 xAirScale BBU 

¶ 1 x LTE BTS (ASIA) ς Capacity Module (ABIA) 

¶ 1 x 5G BTS (ASIK) ς Capacity Module (ABIL) 

¶ 2 x n78 NOKIA AirScale Micro RRH 4T/4R 20W (AWHQF) 

¶ 2 x NOKIA AirScale Micro 4T4R B7 20W (AHHA) 

 

    
Figure 10: Nokia AirScale 5G BBU, Airscale Micro 4T4R, AirScale Outdoor Installation 

A Local Breakout Node has been installed in the main data center of COSMOTE as it is an integral 

part of the interconnected testbed. The previously independent mobile networks operated by 

NCSRD and COSMOTE have been connected through the use of this LBO SGW node for the 

implementation of the 5Genesis mobile network.  








































































