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DISCLAIMER

This document contains information, which is proprietary to the EVOIS@EQEXperimentation

and Validation Openness for Longterm evolution of Vertical inDustries in 5G era and beyond)
Consortium that is subject to the rights and obligations and to thenterand conditions
applicable to the Grant Agreement number: 101016608. The action of the EVGIG/ED
Consortium is funded by the Europe@ommission

Neither this document nor the information contained herein shall be used, copied, duplicated,
reproduced,modified, or communicated by any means to any third party, in whole or in parts,
except with prior written consent of the EVOLVEG Consortium. In such case, an
acknowledgement of the authors of the document and all applicable portions of the copyright
notice must be clearly referenced. In the event of infringement, the consortium reserves the
right to take any legal action it deems appropriate.
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European Commissionelther the EVOLVERG Consortium as a whole, nor a certain party of

the EVOLVEBG Consortium warrant that the information contained in this document is

suitable for use, nor that the use of the information is accurate or free fiisknandaccepts no

liahility for loss or damage suffered by any person using this information.

The information in this document is provided as is and no guarantee or warranty is given that
the information is fit for any particular purpose. The user thereof uses the informatibs sole
risk and liability.
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VAS Vertical Application Server
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EXECUTIVE SUMMARY

The purpose of this document is to serve as an entry point toitii@lementation of the
EVOLVEBGexperimentalfacility that will serve as the development and evaluatiefierence
architecturefor the realsation of theNetAppecosystem.The deliverable is a result afork
carried out inTasks 2.3 and 2.4 of the EVOL\BEDprojectwhere main goalare tocompletely
designall the various environmentsand componentsof the facility blueprint followinghe
general lifecycle of AletApp inside thecosystem.

In the light of the above, the main contribution of this deliverable is to provide a description
towards the workspace for NetApps developmemtd to share details for the validation and
certification phaseas well as for theroposed Marketplace and publication phase.

In more details the main contributions of this deliverable are the following:

1 Description of the NetApp principles, including the definition the design and the
implementation

1 Description of the EVOLVED 5G facdind its main building blocks along with the NEF
and CAPIF services on top of the infrastructure

1 Detailed presentation and analysis aif the environments that are part of the overall
lifecycle of the NetApp. Those are the Workspace, the Validation antifi€ztion
environment, and the Marketpke.

The deliverable is divided into two parts. The first part expands some content that has been
already provided in D2.1 and further describesl@tail the NetApp concept and the principles
towards the design and the implementation. Moreover, additional details regarding the
EVOLVED 5G facility are provided in the first part.

The second part focuses on the overall NetApp lifecycle and the workflow freaetvelopment

to the marketplace publicationBased on such lifecycleach one of the various defined
environmentsare presentedin greater detailfollowing a descriptive and logical structure based
on 3 basic principlesf work

1 Objectives anexpected functionalityf the environment
T Main and core architectural components.
1 Process desigand methodologypased on steps or phases

The work presented in this deliverable will guide the project towardsirif@ementation and
accomplishmentbof the B/OLVEBG Facilityand provides the very fundamental designd
realizationprinciples by which said implementation shall be governed, incluaitige different
stages and phases that aMetApp must go throughntil its final releaseFuture deliverable
D2.3 "Overall framework for NetApp development and evaluation” (to be delivered in, Mill7)
support theupdatedholistic picture on the design as well as the exiguof the various phases
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1. INTRODUCTION

1.1. DOCUMENPURPOSE

¢KS YIFIAYy 321t 2F GKA& R20dzySyidz yIYSR a5S8Sairidy
OYPANRYYSyhaéeds Aa G2 LINBaSYBG eldokyStemead'NeliAgps S GA S o
lifecycle, as envisioned by the EVOLEDproject consortium through the intricatiesign of

its reference architecture and the various environments wheéexelopment and evaluation

activities will take placelhrough thadentification of the NetApp main development principles,

the analysis of the NetApps lifecycénd the identificatio of the related environmens is
showcasedtogether with the overall workflowthat will act as spearhead and guidarfoe

Industry 4.0 NetApp developer® create NetApps untilits eventual publication to the

Marketplace

Valuable work conducted in T2(®/orkspace design and development process definjtiamd
T2.4(Validation methodology and Certification process depiginthe EVOLVERG project is
reported in this document.The specifications described stand as the basis othe
implementationwork taking placein WP3 Qverall Framework Development and Integration
Activitieg and provide imperative input to WPNetApps Development and Verificatioand
WP5(OverallEvaluation process, NetApp Validation, Certification and Reledsse NetApp
Lifecycle activities will actually be executed.

1.2. DOCUMENSIRUCTURE
The document follows ahronologicadescriptiveapproach, starting from the NetApp concept
initialization to the beginning and end of its lifecycle:

1 Section 2.NetApps PrinciplesA brief reintroduction to NetApps conce@nd design
principles is given along withcore ideas concerning their implementation in the
EVOLVEBGfacility.

1 Section3. NetApps Development Procesk this sectionhe EVOLVEBGfacility and
the proposed referencerahitecture is presenteth greater detail It alsodescribesex-
tensivelyall the Environmentsnamelythe Workspace, ValidatiorGertification Mar-
ketplaceand 5GNPN(Non-Public Networkjhat EVOLVEBGdesigns imesponse to the
need for a NetApp deployment and validation facildystepby-step highlevel descrip-
tion of each NetApp Lifecycle phassalso included, along with detaileddescription
of the 5GNPN infrastructurenvironment

1 Section 45G NPNnfrastructure: In this section an overview of the 5G NPN infrastruc-
ture as the underlaying laydor NetAppsto be provided with the necessary 5G native
or northbound APIs as well as with the connectivnfyastructure is given. The overall
infrastructure architecture and the functional blocks it consists of are described, com-
pleting the section with the presentation of the two available platform sites, Athens and
Malaga site.

1 Section5. The Workspace Starting from thissection, a more detailed description of
each Environment is givebeginning withthe Workspace, which will act as host for the
Development and Verificatiophases The overallworkflow for NetApps to be devel-
oped and verifieds presentedalong with the description ahosetools that are going
to alsobe developed and used in the cent of thisenvironment
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1 Section6. Validation Environment The Validatiorenvironment targeting to validate
the NetApps through a series of tesigainst real 5G infrastructure during the validation
phase, igdescribed in thisection.¢ KS Sy @A N2 y Y Siptiabitecttréa@ S Ol A OS &
presented along witlthe process andnethodologythat is going to be followed in this
step, presenting to the readsits intricacies.

1 Section?. Certification EnvironmentThis section, starting from the state of aft cer-
tification in telecommunicationso identify the gap on the status qugresents a meth-
odology to develop the certification of NetApps from tappropriatecertification pro-
cesscreation up to the certification executiomn this context, he certification objec-
tives, in the form otriteria to be auditedare analysed together with a description of
the environment and supporting toolsecessary t@utomate theassessmenin asys-
temic, repeatable and transparent manner.

N1 Section8. The Marketplace Themarketplaceis outlined in this sectiorbeginningwith
the status and evolution aharketplaces irthe telecommunications markef his anal-
ysisservesas reference for the design of the EVOLMEEDmMarketplaceTheobjectives
to be fulfilledr NB (G KSy LINBaSyiSR>Y F2ft26SR o6& GKS Y
process to be followed during the NetApp publication phase.

1.3. TARGEAUDIEICE
The release of the deliverable is pubiitending to expose the overall EVOLVEDecosystem
and NetApps Lifecycle design to a wide variety of research individuals and communities.

From specific to broader, different target audiences for D2.2 are identified as detailed below:

1 Project Consortim: To validate that all objectives and proposed technological advance-
ments have beemnalysedand to ensure that, througthe proposedNetApp Lifecycle
phasesand the various Environment&urther work can be concretely derived. Further-
more, the deliverald sets to establish a common understanding among the consortium
with regards to:

0 The NetApgcore principles, implementatioproposal and lifecyclan the con-
text of EVOLVEDBG project.

0 The detailed projectarchitecture along with the Environments and vaui®
lifecycle stepso be set forfuture implementation from the relevant Work Pack-
ages including tools and technologies to be utilized.

1 Industry 4.0 and FoF (factories of the future) vertical groupsicrystallse a common
understanding of technologiesind design principles that underline the architectural
design of EVOLVEGF Y R (G KS b S (i ) ahditddusderbtandh& roain Piages
the application is going to have to go through, the various phases and stagesi
exhaustive list ofndustry 4.0related groups is as follows:

0 Manufacturing industries (including both large and SMEs) and lloT technology
providers.

o European,national, and regional manufacturing initiatives, including funding
programs, 5Gelated research projects, public bodiasd policy makers.

0 Technology transfer organizations and markptake expertsresearchersand
individuals.

o Standardisation Bodies and Op&ource Communities.



o Industry 4.0 professionals and researchers with technical knowledge and exper-
tise, who have a industrial professional background and work on industry 4.0
related areas.

0 Industry 4.0 Investors and business angels.

9 Other vertical industries and groups o seek impact on other 5@nabled vertical in-
dustries and groups in the long run. Indeedladl architectural components of the fa-
cility are designed to secure interoperability beyond vendor specific implementation
and across multiple domains. The same categorization as the above but beyond Industry
4.0 can be of application.

1 Thescientific audience,general publicandthe funding EC Organisatiofio document
the work performed and justify the effort reported for the relevant activitidhescien-
tific audiencecanalsoget an insightof the underlying components and design approach
behind theEVOLVEBG ecosystem and NetApps Lifecycle.
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2. NETAPPEPRINCIPLES

2.1. DeFINITION. CONCEPT

The motivation for thecreation, design,and development ofNetAps has beendescribed
extensively irthe previous deliverabld2.1[1]. In short, it refers to the need for a separated
middleware layer in order tease the implementation of vertical systems at large scale as well
as their deploymenbn top of 5G Therefore, NetworkApplicatiors or, in its shortest form
NetApps were born.

As described in D2.3,NetAppis a software component designed to interadgtiwthe control

plane of a mobile network by consuming exposed APIs (e.g., Northbound APIs of 5G core) in a
standardized and trusted way (i.e., for a 5G network a NetApp should be[2JABHpliant) in

order to compose services for the vertical industries. phesented irFigurel, NetApps can

either provide services to a vertical system either as an integrated part of the Vertical
Application YAPB (Option A)or exposeAPls, which are referred to as business AiPtsder to
interface with vAPPs, increasing by this way the reusability of the NetAgpdifferent vA&FRs

(Option B)

2.2. DESIGNPRINCIPLES

From a functional perspective, a NetApp is designed to absteat streamlinethe
communication ofvAPFs with the 5G CorésGCas well ago execute additional functionby
usingcontrol data receivedrom the 5GGn order to perform a intelligentcomputationaltask.

Vertical App Vertical App
- Business
APls
NetApp (SDK)
NetA
] SGNetwork__ e
APls 55 Metwork

APls

5G Network 5G Network

A) B)
Figurel: NetApp Types

As shown above iRigurel, two types of NetApps have been identified, depending on the way
the services are provided to the verticals. Those are:

1 Standalone NetApgoption A). A standalone NetApp provides complete sees to one
or more vertical industries, either directly or through its integration to a vertical
application. A NetApp that is integrated into a vertical application, enhances the
functionality of the application by adding network management and monitprin
capabilities exposed by the 5G network.

1 Non-Standalone NetApOption B) NetApp that operates as a wrapper of Northbound
APIs to expose services through Business APIs. It is an auxilisstandalone software
piece (in the sense that it becomes fuioctal when its business APIs are consumed by
an app). A NonStandalone NetApp allows vertical applications to be

4
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developed/upgraded (and take advantage of the 5G exposure capabilities) without
changing integral parts of their software, i.e., only dynsuming the business APIs
Those interfacewill be consumed from the vVAPP that will in turn translate into API calls

to 3GPP APIs and other telco assets. When the necessary computations and data
manipulation are completed, those business APIs will retbe requested information

to the VAPP.

In EVOLVEBG project, we have chosen to support both types in order to provide flexibility and

engage with vVAPP developers. However, since in option A, the standalone NetApp is integrated

with the vVAPP, a common plementation pattern could not be reached. As a result, in this

following section, we are going to focus on the implementation principles for the- Non
{GFryRFEtT2yS bSG! LI GKFd GKS LINRP2SOGQa G22fta gAfft

2.3. IMPLEMENTATNIPRINCIPLES

According to the current state of art of NetApps in the Industry 4.0 esadescribed in section

2.3 of D2.Xthe expected workflow and intercommunicatigassuming both already deployged
between vAPPand NetApps would bas follows: It all beginswith the vAPPmaking a request

to the NetAppexposed interfacesConsecutively, thBletAppinterpretsthe requestand in turn
makes one or more requests to the 5G API Core. The NetApp then gets a reil thichdata

that were requested and proceeds with the data modification and its designed functionality,
while finally sending the reply to theAPP

LOQa AYLRNIFYyG G2 y230S GKIFG Ay (GKS F02@0S 62N 7
depending orthe 5G API calteeded Some of the 5G A& couldmake a further Callback

POSTallwith updated information oraparticular request Thisaspectwill be consideredwhile

developinga NetAppby making accommodations to thénterfaces providedas well as in the

VAPP

Based on th@bovementionedworkflow threemainimplementation principlesor NetAppso
be developedvere evaluated4]. These principles are cloud native approaches ane teen
proposed irorder to facilitatethe developmenbf NetAppsand the entire NetApplife cyclevia
an efficient and beneficial implementation

A. Function as a Service (FaaS) Deployment

B. Containerbased Deployment with a Message BUS

C. Containerbased REST API Deployn@emitainerbased REST API Deployniemtction
as a Service (FaaS) Deployment

In the followingsubsections the three approaches aracrutinizedindividuallyand are arrived
at the final project'sselection and reasoning behindellecision.

2.3.1 Function as a Service (FaaS) Deployment

Since the NetApp acts as a miggrvice, meaning that it exposes Southbound APIs to other
services and applicationsne ideais to utilize the Function as a Service (FaaS) ecosystem
allowing its deployment in a serverless environmf8it In Figure2, the proposed architecture
based on those technologiés depicted

By adopting a serverless architecture, the NetAyaplonger has the option of having its own
built-in APl backend and must instead communicate with the péat®rm. However, ly this
approachyertical scalability is enhanced as the platform orchestrator can handle the increased
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or decreased requests arstale accordingly. The developer would also only need to focus on
the code and the functionalitywhereas the creation oAPlss simplified

FaaS
‘ 1. Request to ‘ [ - -
. NetApp \Async. notification (callback URI)|
Vertical App |« ————— > REST API
| 5. NetApp Reply | T
RESTAPI| (2. Translate Argumentsto | [ Async. Translate Arguments | 5G Core
‘ NetApp ‘
4. NetApp Output
3.1 Request (Subscribe/MNotify)
-« S—
NetApp 3.2. Reply
[
I
Async. reply |

Figure2: NetApp FaaS Deployment

After a thoughtful analysishe implementation of &erverless approackas disardedas itadds
further complexity and maintenancé&o startwith, NetAppsshall bedeveloped in a certaiand
strict way, conditional tobe supported in a FaaS platform, and only there, whkvclild make
them much less flexibla termsof development.This waynot only the technology is not at
desired maturity, but it also incle$the cost of maintainingucha platform Additionally, the
final uses would haveto install the particular platformnin their premises in order to run the
NetApps, whiclwouldin turnincrease use@imitations and restritons.

2.3.2 Containetbased Deployment with a Message BUS

An alternative architecture to the NetApmplementationis the approactof acontainerbased
deployment. The next two implementation considerations follow that design principle with
some important distinctions. In this section a contaibased deployment equipped with a
Message BUiSanalysedand the overalarchitectureand workflowcanbe see in the following
Figure3.

The Messge BUS implementation aims to streamline the communication between the NetApp
and thevAPPy using a Message Queue (MQ) communication protocol. This approach can result
in a more effective consumption of the requests/replies by thW&PPR easier implementation
towards the publish/subscribe functionalitiesVioreover, the asynchronous communicatio
enabled by the message queues optinsitee data flows between the components.



container

Vertical App MQ REST |Async. nofification (callback URI)|

MQCIientj . Client NetApp APl <

1. Requestto |

9 ‘ | 2.1 Request (Subscribe/Notify) |

; NetApp ) .

B—— — — >

5G Core

3. NetApp Reply | | 2.2. Reply |

|\ Async. reply |

- 1

Async. reply |

MQ Server
container

Figure3: NetApp containebased Message BUS Deployment

While this approach offerseveral benefiton the overall design and the architecturewias not
without its drawbacks. A Message Queuing Telemetry Transport (MQTT) broker is needed to be
deployed alongside the NetApp or théAPPand act as an intermediate for the MQThis
approach however works effectively when there are several componenthat need to
communicate and exchange informatiowhich will be extremely rareasein the context of
EVOLVEBG.

2.3.3 Containethased REST API Deployment

Due to the fact that the NetApp communicateth the 5GGystemi,it is deemed necessaty
implement a REST API endpoévien also by using MQwas for the rest of the interactions.
Consideringhis, it was proposed and decided that a NetApp will extend the REST API endpoints
with the aimto offer access to the&eAPPand executetheir designed functionalities. Those REST
APIs endpoints calpe also referred to as Business APIs since they provide the interfaces for all
the executionfunctions Those APlare calledsummon functionsgnitially consume the desired

5G APRland at a next stage theperform the required additional processes in order to return
the data to the VAP

An example of a prototype implementation architecture of a Mitandalone NetApp as
envisioned by the EVOLVARD project is presented HRigures:

__________________ container
Callback
i Async. Post Notifications to Callback Endpoint
Vertial REST  \otao
App =z > e p '
3. NetApp Reply | ! API i | 2.1 Make Request to 5G API Core |
|REST API <« > 5G
| 2

| Async. reply to vertical app |
Figure4: NetAppcontainerbased REST API deployment

As in the previous section, ¢hproposedimplementation also involves a contairkased
deployment. The fact that all libraries for the NetApp implementation can be bundled within a

7
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selected container imagétroduces asimple yet more effective approach. The dependencies
between the componentef the system can be isolatetthusallowing for the inclusion of several
secondary applicationg.e., databasetowardsthe provisionof more complex application and
the support of advanced vertical services and applications.

Since most container enggs nowadayscan operateacross several platforms, the process
requires a smaller set of programming skaignificantly facilitatinghe development efforts, as

well as the technical expertise needed to deal with the programming task. Furthermore, a
container can be deployed easily and fasa standalonenode carbe also includedn a complex
orchestrator withseveralabilities (e.g., scaling, lodzhlancer).

Taking into account advantages and disadvantages, bersfidsdrawbackseasiness of the
implementationand potentially creating major issues down the rdbd containerbased REST

API Deployment gpoachseems to be the mosdppropriateone. To that end dypical NetApp
within EVOLVEBG will be based on a container image, offering REST API endpoints (a.k.a.
Business APIs) to theAPPas well as to the 5G system for subscriptlmased events when
applicable.



3. NEAPPDEVELOPMENPROCESS

3.1. THEE/OLVEEGFACILITY

Tounderstand the NetApp lifecye, from their development to their eventual publication to the
marketplace, itis important to examine the EVOLVIDG proposed architecture in detail
Indeed,following the initial description of the EVOLVED facilityprovidedin D2.1 thissection
goesa stepforwardin the definition of all thoseorearchitecturalcomponentghat support the
realization of the facility A more detailed vision of theeference architecture can be found
below in Figureb, before we delve deeper on each component in the following sections.

In order to design the reference architecture of the EVOLY&Eacility two main design
principles wele considered and fédwed:

1 Firstly, thecompositional and structuralogic of the architectureViewed this way, 3 main
tiers are identified (from top- most abstract- to bottom -- most concrete):

o EnvironmentsTier1/Core architectural components. These environments diiee
lifecycle of the NetApp within the whole ecosystem, from inception to its final re-
lease in the market.

o0 Functional BlocksTier2 architectural components whose integration defines the
environment. The interaction and interconnection among these fuumai blocks
will eventually provide the environments with the expected functionalities.

0 Tools Tier3 architectural componentd-oreach one of the functional blocks there
will be a set of tools that will support and materialize ithenplementaton

1 Secondlythe logic of the process that is associated with the expected lifecycle of the
NetAppwithin the whole system, which is alsovidied into different phases. Indeed, each
of the architectural components are designed to give support to each of the independent
phases that a NetApp may reach.

4

WORKSPACE ENVIRONMENT CERTIFICATION MARKETPLACE EE

ENVIRONMENT
CI/CD services

Check against Marketplace
ublication poli

[ certification against capr |
VALIDATION ENVIRONMENT
- catalogue
Experiment Life-
Cycle Manager

SDK CI/CD services
Instructions

Code Verification
CLI tools

TiRares NEF interaction

Open APIs

— Results
registry

? NetApps

Dispatcher

VNF Experiment
» | Onboarding Execution

" Multi-domain Network
Management and
orchestration

NEF . CAPIF
Services ....p Services

Exposure Services

MEC !

L3 i

l 5G core J platform

NetApps ' lloT Devices/
@) A L

Network Virtualization Infrastructure (3¢ party /Operator's domain) 5G-NPN

Figure5: TheEVOLVEBGfacility in greater detail
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Uniting those principles, an overall architecture vimslt around 5 major environment&ach
one of them acts as a foundation layersapport tothe other environments whose role also
correlates with the different NetApp Lifecycle phases.

TheWorkspaceEnvironmenincludes the core NetApp developmeartd codeverificationtools

and services$o be produced and usely Industry 4.0NetApp developersAs an architectural
environment, two of the lifecycle phases are identified and executed Haeeelopment and
Verification. They refer to the implementation of the NetApps and their basic functionalities and
5G core compatibility verification through a set of testsspectively

The Workspacalso acts as the host for enablers that will be usea Wariety oflater phases of
the NetApp lifecycleas it will be later described iBection3.2. For its implementation the
following functional blocks will benadeavailable:

1 The SDKSoftware Development Kit)lt will provide a set of SDK tools to support the
NetApp development and iegration which will include documentation, instructions,
GCommand Line Interface (@ tools, predefinedtemplates,and libraries among others.
Such SDK tools will be shared among the diffehadtistry 4.0 NetApp developers to
use it locally within theipremisesThose tools are required for the development phase
of the NetApp.

1 Repositories EVOLVEDBG project considers two different typ#sat will be used during
all the lifecycle phases

o GitHub a code repository to store the code to which every NetApgustry 4.0
developer will have access for developing the NetAppring it and Bohosting
the necessary files to connect to CI/CD pipelibvill also be the home for all
the other tools ad enablers created inside the EVOLVBEDecosysteme(g.,
SDK) in order to be available for all users.

0 The Open Repositorgn artifact repository to store the builds and binaries com-
ing from the CI/CDit will be a central piece during the entire lifey@s the
NetApp binary will be stored there after each phadeng with any required
metadataand made available for the next one until @entualpublication to
the Marketplace.

1 The CI/CD service$heir first function is twerify the proper functionality of the NetApp
by using a testing framework together with the 5G native APIs emulator as part of the
Verification However, it will also be responsible to connect all the different environ-
ments viaautomated pipelinesguiding the NetApp during the different phasasthe
lifecycle.lt will be a centralized server managed by the projbet will provide a series
of pipelines, i.e., build the NetApp, deploy and testing, to verify the proper fundiigna
of the NetAppetc.

TheValidation Environmentis the architecturatomponent wherethe validation fphaseof the
NetApps will be performedThe expected functionality is to test the correct operation of the
NetApp along with the vAPP in a realistic ieowment that would make use of a real 5G
infrastructure. Therefore, this phaséms to facilitate the coupling between the NetApp and the
Vertical App in controlled scenarios that would eventually emulasd operatingconditionsas

well as to carry oué set of tests agreed and coordinated with twsPPprovider (i.e., Industry

4.0 SME It is based on the Open5Genesis J6jtéuilt on and controlling parts of theGNPN

In turn, the Open5GenesiSuite and itsnethodology is based on the definition of a Test Case,
which describesmong othersjnformation such ashe target measurements, scope and pre
conditions of anexperiment. Once a Test Case has been defined, its execution is then

10
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implemented considering the interfaces and constraints of the platform where the testing
procedure will be performed.

Given that déails of the Validation phase will be different depending on the Netampg vAPP
tested, as well as due to additional requirements such as the use of specific devices, the
Validationphaseis envisioned as a collaborative activity between the Vertical and the Platform
operators. During an initial consultation phase, the scope and details of the Validation will be
agreed between both parties, which will result in a Test Case that is spigifalored (though

many of the used components and ideas are expected to hesable between differentests)

to the needs of the Vertical. Following ti@perbGenesis methodology, this Test Cask be
thenimplemented and executedn top ofthe platform.

Moving on, there is th€ertificationEnvironmentwhere Certificationactivities, such as con-

formance tests and quality assessmeliits,the validatedNetAppswill occur.More specifically,
EVOLVEDBG plans to support existing audit bodtag definingthe audit list thatis suitable for

the formal certification of theNetApps.It must be also notedhat the certification environ-
YSyiQa O2y FTAIdzNY GA2Yy &aSGdzZlls G23SGKSNI gAGK GKS
assessmentsould be provided by the EVOLVEDBG project partners to the accredited labs that

wish to instantiate a relevant envinonent. This environment is builvith the aimto be trans-

parent andautomated, inorder to effectively deploy the certificatiortoolsfor performing

the auditteststowards thecertificationprocess

The Marketplaceis theenvironmentthat hoststhe last phase of the NetApp lifecycleis where
certified NetAppsare meant to bepublishedand male them availableto the end usersThe
main artefact of the Marketplaceis built uponare NetAppsTherefore,an industryoriented
vertical type oMarketplace targeted to Telecom (5G) APIs and services wviliebecope of the
implementation Assingle or multipleon-demandservices cam principlebe ordered by a user
focusing onthe design and orchestrain of endto-end services within amfrastructure a
Federated Marketplacés envisioned The product bundle is composed of differesdrvices
owned by different Providers.

Themain characteristics #VOLVEBG Marketplacare as follows:

1 Market the NetApps as 8RB (Service as a Product), in other words as a centrally hosted
productized service sold by the seller/vendor to the buyer.

1 Supportof wizard type interfaces for onboarding and order Management of NetApps
and services.

1 Provsion ofdashboards for publishers and consumers for monitoring revenue/balance,
API performance, consumption etc.

1 Provsion of CPQ(Configure, Price, Quote) functionality using Wizards. Bundles of
NetApps and services shall be supported.

1 Provsionof theability for user engagement through different channelsskiép, Mobile
App, Bots etc).

1 A public repository shall be available to store, search and download certified Apps and
NetApps that are willingly uploaded (NetApp compiled version / artifact).

Findly, the 5GNPN Infrastructureprovided by the Athens and Malaga platforms will act as an
underlying layetthat supportsmost of the EVOLVER ecosystem functionalities. A 5G Non
Public Network (NPN) refers to a network that enables the deployment oksg&ém restricting

its operability to organizations within its premises providing private network services.

11
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All the necessary equipment, from cloud servers to 5G Network providers will be hosted on

these promises to be used at different stages of theAygt lifecycle. It will provide a dynamic
environment for the deployment of NetApps within 5G connectivity spaces. Additionally, the
platforms will contain all the equipment and functionality required for the execution of the
NetApp Validation phase, andrfthe performance of any additional tests that are required for

the Certification of the NetApp. 5GCore exposure services will be also provided, providing the
developers interfaces to interact with the system and gather data.

3.2. NEAPPLIFECYCLE

In this sectn, the NetApp Lifecycle in the context of EVOL\BEEDecosystenis introduced
together with allthe different defined phaseletAppswill pass through before we delve deeper
on each phase at its correlated sectionitAsn be seen in the followingigure6, 5 main phases
have been identified. Asnentioned in the previous section, those phases relate to the
correspondng architectural blocks as designed from the project. Those phases are:

1 Developmentphase The NetApp development will take place durihig step.

9 Verification phase Tests that vefy the application compatibility with the 5GC APIs

occur at this phase.

T \Validation phase Vertical App and NetApp are deployed together under real 5G

infrastructure, and their combined functionality is tested.
1 Certificationphase Executecertification audits

1 Publication phasePublish and manage certified NetAppghe Marketplacgo be sold

to the endusers

NetApp

NetApp NetApp

NetApp

Development Verification Validation Certification

% @ O ©

Pushing code

[ ]
| n
. Developing
e
=L

Verifiy the
code Testing

Report

Report

Validation tests

Report

Certification tests

Report

Publication

Marketplace

M

Figure6: EVOLVEBG Workflow Diagram

As shown irFigure6, the first stepwithin b S ! LILIQ &

DeVvetofniedtihasSt ik &
closely interlinked with the/erificationphase and in that regard they both take place in the
Workspace Environmenthemain process within thBevelopmenphaserefers to the creation

iKS

of the NetApp and the coding of the desirable functionalities. During this process the developer

will use the enablers provided by the Workspace starting from the SDK tools and th&afesmp
A NetApp repository will be created in GitHub from the template while also providing the

12
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developer a starting code structure and CI/CD workflow connectioe SDKuvill act as a further
assistance for the developeasconsequentlythe NetApp carbe moved to the next phase.

TheVerification phase, as already said, is also located in the Workspace Environment. It refers
to the verification of the assorted functionalities the developer wishes to provide to their
application. The pase willinclude a variety of tests, against the N&#tvicego verify 5GC API
complianceDuring the Verificatiophase theCl/CD services will be introduced in order to help

and guide the developers during themainingstep2 ¥ G KS bSG! LIIQa t AFSOe Of S

The nexistepin the overall workflowsthe Validation phase wherean extended evaluation of
the NetApp alongsidevith the verticalapplication(VAPP is performed.Also,functional, and
nonfunctional tests are executeavith the aim to examinesynergies and compatibilities
betweenvAPRand NetAppsas well aso evaluak the overall capabilities providedhe process
takes place in a controlled environmeit) top ofa real 5GNPN infrastructuremulating the
conditions where the NetApp would normally operate.

To perform the Validation process in the EVOL8Exontext, the Open5Genesis framework
running on the two available platformgthens,and Malaga will be utilised Test Caseper
NetApp andper use casdnave to bedefined withthe cooperationbetween thedevelopers and

the Platform Operators. The goal will be to collect KPIs, both quantitative and qualitative in
nature that will lead to the assessient of each NetApp irterms of functionality When the
validationprocessis completed, the NetApwill be then uploadedto the Open Repository for

the next activity.

Indeed, thenext step refers to theCertification Environmentand the Certificationof the
NetApp The proces$o beundergoneisto assure certaisupplementary software specification
in terms ofconformance andjuality. It will be done using certain automated tests that aim to
cover specific certificatioaspects

Finally,as soon asll the previous steps have been completed successfully, thappetvill be

released to theMarketplacefor the Publication phasehereit will be availabldor commercial

use The publisher will have several optiosd hand such adracking revenue, view
consumptions analytics etc.

13
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4. 5GNPNINFRASTRUCTURE

The 5G NPNNpr+PublicNetwork) infrastructure provides the functionality and equipment re-
quired for performing the NetApp validation phase, as well as any additional tests that may be
required for the NetApp certification. In the case M@E_VEBG, the infrastructure located in
Athens and Malaga provide radio access and exposure of the 5G APIs, a container orchestration
system, measurement probes, and the possibility of integrating new devices as required for the
Vertical, among others.

For the Validation and Certification of tiNetApps, the EVOLVEG platforms provide access
to the 5G APIs and connectivity the use of a full 5G deployment that can simulate the perim-
eter of an industrial environment. Details about the equipment angatdities of the two
EVOLVEBG Platforms can be seen in sectigh2 and 4.3, while an overview of the general
components of the NPN infrastructures can be found in tHieidng section.

4.1. ARCHITECTURE
In the followingFigure?7, an overview of the 5@IPNmainfunctional blockghat exists in both
platforms is given.

_ ____Native ___ Services services

" Multi-domain Network
Management and
orchestration

Exposure Services

MEC i

a & {
--: | sceore |l ptom |
| - g 1l
NetA|
— Robots /UEs

Network Virtualization Infrastructure (3™ party /Operator’s domain) SG' N PN

Figure7: 5GNPN Functional Blocks

ThisNetwork Management and Orchestratidomaindescribes theverallfunctionality regard-
ing virtualisation, management of network slicesanagement of/irtualisedresources, as well
as the traditiond Network Management System functionality, responsible for controtlieg
Network Functions (NFs) and othelementsof the network.

Within the third-party/Operator's domain the NetApp resides either in standalone or Non
standalone modeas has been described saction2.2 and interacts with the control plane of
the core networkThe core networlkn turn,exposes the requimdservicesn a trusted andtand-
ardizedwaythrough the Network Functions (NF®)d according to the 3GPP definitigb$. The

5G core componendlsoemploys features, one of the most important being the separation of
the user and control plane, which brings flexibility and agility towards/glielationphasewith

the UPF being also the key core network component in {ld&s@d deployments.

4.1.1 NEFServices

The exposure of the NEF services by the 5G NPN Infrastructure will be realized by the NEF
emulator tool. NEF emulator will be a software commamt that will implement some of the
available APIs defined in 29.98P The exposure of network servicesipports different
capabilities such as Monitoring (i.epnitoring of specific UEs regarding location, reachability,
roaming status etc.), Policy and Charging for handling QoS and charging policrestvaoidk
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analytics that enable the consumption of analytics information generated by @&®8.6n the

other hand some NEF services enable third party applications (i.e., NetAPSOLVEDBG) to

provide valuable information to the 5GS. In this way, NetApps can assist 5GS to make decisions
based on the information provided through NEEF serviceghat will be provided by the
emulator are implemented as RESTful APls, are described below:

1 Monitoring Event APIThis API allows a NetApp to access several events which may
occur in the 5GC. Some preeminent exampledude location reporting, loss of
connectivity, and UE reachability.

1 AsSessionWithQoS APThe AsSessionWithQoS API will allow a NetApp to choose a
predefined QoS Profile from a list retrieved from the 5GC. Moreover, a NetApp can
indicate the desired level of QoS (e.g., jitter, latency, prdrity) for a given IP traffic
flow.

1 AnalyticsExposure APFor some use cases, data analytics can be useful for ensuring
network availability or for providing predictive maintenance featurd@serefore,
Analytics exposure API will allow a NetApp to haseess in data analytics information
such asQoS sustainability, network performance and UE mobility

1 S5GLANParameterProvision APBGPP has extensively studied new use cases and
potential requirements applicable to the 5G sysi{@irfor a 3GPP network operator to
support 5G LANype services over the 5G system (i.e., UE, RAN, Core Network, and
potential application to manage the LAdtyle service). 5G LAN is a promisialyition
providing services with similar functionalities to LANs and VPNBriubvedwith 5G
capabilities. The goal of this API is to provide the required parameters to enable
distributed LANbased connectivity between two or more terminals/UEs connedted
the 5G network.

1 LpiParameterProvision APIThis APl will support NetApps with the capability of
allowing/disallowing location sharing for specific UE(s).

1 AKMA API AKMA (Authentication and Key Agreement for Applications) is a mobile
network service intaded to support authentication and key management based on
3GPP credential in 5G system, foi® party applications. AKMA can provide
authentication and session key negotiation services for tpady applications based
on the access authentication systerfithe USIM card and carrier network and establish
secure transmission channels from terminals to applications. This API will allow a
NetApp to retrieve AKMA application key information.

4.1.2 CAPIF Services

CAPIF Tool will be a software component that emulétesCAPIF APIs of Rel. 17 (3GRPAt

its core, it implements REST APIs in ordgortavide CAPIF services (CAPIF Core Functions) to
NetApps (API Invokers function). Specifically, CAPIF Tool enables NetApps to consume CAPIF
services to register NetApp as API Invokers and consume 5GS APls exgpd¢ER APIls from
Emulator).

CAPIF Todgrovides the following Core Functions for APl Invokers:

1 API Invoker managementCAPIF tool will implement CAPIF_API_Invoker_Management_API
as defined in TS29.222. This API will enable NetApps to Register as API invokers to consume
APIs from 5G environmesit

1 Security ARICAPIF Tool will implement CAPIF_Security _API as defined in TS29.222. This API
let NetApps define the security preferences when interacting with CAPIF API endpoints.
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9 Discover Service APCAPIF Tool will impleme@APIF_Discover_Service_a®defined in
TS29.222. This API let NetApps discover what APls are exposed 5Gtlidetwork
environment.

1 Event Service APCAPIF Tool will impleme@APIF_Events Add defined in TS29.222. This
API let NetApps receive notifications from CAPIF Cowitans.

4.2. ATHENS PLATFORM

The Athens 5G platformealises the 5GENESIS experimentation facility architectureisand

composed of two sites in the Athens metropolitan ardarming an endo-end (E2E)
SELISNRYSy Gl f pD G(GSadidoSR® hy Samgusandftie @thdi IR Ay b/
COSMOTBTE Academy premiseBEigure 8 provides an overall overview of theGENESIS

Athens Platform topology spanning over the two sites, NCSRD and COSMh@REan support

different 5G deployments, operating either as individual domains with multiple&@®s or as

multi-domain deployment vih a common 5G core.
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Figure8: Athens Platform Topology

4.2.1 NCSR Demokritos

The campus of NCSR "Demokritos”, in nadst Athens, is a 158cre area, combining indoor

and outdoor environments, dispersed around the campus and interected by an optical fiber
backbone; NCSRD is directly connected to Greek Educational, Academic and Research Network
(GRNET8] which provides access to InternetdGEANT (paBuropean data network for the
research and education communif9). This site is responsible for hosting most of the
infrastructure required for the managementrchestration,and coordination of the Athens
Platform.
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Towards 5G, NCSRD was granted an expetahkrense for 5G trials for transmission in the 3.6

GHz frequency band. 5G RAN and Core elements have been deployed from Amarisoft (RAN and
core), allowing several configurations of 3GPP Options in Standalone (SA) afStaNdalone

(NSA) Modes in botmdoor and outdoor environment.

The main identified components of the infrastructure platform at NCSRD are:
1 5GCore
1 5G New Radio
9 Slice Manager
The5GCoreAda o0F aSR AY !'YFNRA2F(OIQa pD az2ftdziazy 6KAOF
providing a stable miile network system for testing and experimentirigigure9). Both the
Core and RAN functions are software defined and can be hosted orldasas systems. Core
andRAN Networks provide the option to be hosted separately, enabling the capability of a 5GC
cloud deployment.

Figure9: Amarisoft'sSA/NSA 5G System

'YFENR&A2F0Qa pD/ LINRPGARSAa GKS TFdzy Rl Y®goiity f ySiGg2
Management Function (AMF), Session Management Function (SMF), Authentication Server
Function (AUSF) for the control plane and User Plane Function (UPF) for the user plane.
Additionally, at the NCSRD core are hosted the major management and watioes
components (NFXEC MANO, Monitoring tools, WIM NMS/EMS and slice management). For
network programmability support, 5GENESIS Athens platform hosts the free5GC (Stage 2),
which is an opesource project for 5th generation (5G) mobile core netwoikise free5GC
supports the Serviebased interface, which will be used for supporting the NEF function. Other
supported network functionsire Network Repository Function (NRF), Network Slice Selection
Function (NSSF), Unified Data Management (UDM), Unifetd Bepository (UDR), and
Additional features currently supported are: 5G Next Generation Application Protocol (NGAP),
5G NonrAccess Stratum (NAS), and 5G authentication.

5GNewRadio bwo AYLI SYSydlr A2y Aa ol aSR 2opliesy NR &2 F i
with Rel. 15/Rel. 16. Specifically, it supports both FDD and TDD transmission at FR1 and FR2

bands. Bandwidth configuration is applicable from 5 to 50 MHz with MIMO options for up to

4x43. The supported modulation schemes range up to 256QAM fonlgddwtransmission and

64QAM for uplink. Finally, all the subcarrier spacing options (i.€l205%Hz) are available.
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TheSlice Manageis the component that mediates between the Coordination layer components

of the 5GENESIS architecture and the MANOr ldtjis responsible for the lifecycle of network
slices, i.e., itnanages the creation and provision of network slices over the infrastructure and
provides an API in order to communicate with the Coordination Layer and receive requests for
network slicesn the form of a Generic Slice Template (&) The GST is mapped to the
Network Slice Template (NEST) by filling in the technical specification of the GST according to
the slice requirements. In the Athens platform, Katana Slice Mandgyérg45] is deployed
(Release B). Katana is already configured to operate on top of the NFV Orchestrator instance,
WIM and multiple edge and core NFVIs. In additgpecific interfaces have been developed to
allow the provision of resources in the RAN and core via the supported EMS.

4.2.2 COSMOTE

The COSMOTE building (OTE Academy), in the north of Athens, is-funatibinal complex,
combining various indoor and outdoaoisage scenarios; It is also directly connected to GRNET
which provides access to GEANT. Internet access is provided by OTE network. This site is hosting
infrastructure components, radio access components and NFV/Edge Computing infrastructure.

At the COSMH site, thesG NSA Cordeployed is based on commercial 5G equipment from
NOKIA AirScale platform which is installed at OTE Academy premisesl1Bigrgsents the 5G

NR equipment currently installed at COSMOTE premises. The current installation includes
notably the following modules and supports indoor/outdoor operation:

9 1 xAirScale BBU

1 xLTE BTS (A{Aapacity Module (ABIA)

1 x 5G BTS (AStapacity Module (ABIL)

2 x nN78 NOKIA AirScale Micro RRH 4T/4R 20W (AWHQF)
2 X NOKIA AirScaléicro 4T4AR B7 20W (AHHA)

= =4 -4 A

FigurelO: Nokia AirScale 5G BBU, Airscale Micro 4T4R, AirScale Outdoor Installation

ALocal Breakout Nodbas been installed in the main data center of COSMOTE as it is an integral
part of the interconnected testbed. The previously independent mobile networks operated by
NCSRD and COSMOTE have been connected through the use of this LBO SGW node for the
implementation of the 5Genesis mobile network.
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